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	FROM TS 33.203:

If the UE has an already active pair of security associations, then it shall use this to protect the REGISTER message.

However, the UE may send unprotected REGISTER messages at any time. In this case, the S‑CSCF shall authenticate the user by means of the AKA protocol. In particular, if the UE considers the SAs no longer active at the P‑CSCF, e.g., after receiving no response to several protected messages, then the UE should send an unprotected REGISTER message.

If there are old SAs, but SM1 belonging to the same registration procedure was received unprotected, the P‑CSCF considers error cases happened, and assumes UE does not have those old SAs for use. In this case the P‑CSCF shall remove the old SAs.

The UE should have only one set of SA for all registered PUIDs. Any REGISTER request sent unprotected  [irespective if a new contact IP address is being registered or if the REGISTER request is sent to a different IP address] will be challenged.
Furthermore, the existing text in 24229 says:

"When sending the 200 (OK) response for a REGISTER request that concludes an initial authentication, i.e. the initial REGISTER request was received unprotected, the P-CSCF shall:

1)
keep the newly established set of security associations created during this authentication;

2)
delete, if existing, any other set of security associations towards this UE immediately;"

In either case, the previously registered PUIDs should not be considered as registered.

	
	

	Summary of change:
(

	The added/modified text specifies that, that the S-CSCF upon authenticating an initial registration, deletes all previous registrations irespective if the contact address is a new address or an existing one.
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	The erroneous implementations of the security requirements specified in 33. 203.
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5.4.1.2.1
Unprotected REGISTER

NOTE 1:
Any REGISTER request sent unprotected by the UE is considered to be an initial registration. A 200 (OK) final response to such a request will only be sent back after the S-CSCF receives a correct authentication challenge response in a REGISTER request that is sent integrity protected.

NOTE 2:
A REGISTER with Expires header value equal to zero should always be received protected. However, it is possible that in error conditions a REGISTER with Expires header value equal to zero may be received unprotected. In that instance the procedures below will be applied.

Upon receipt of a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no", for a user identity linked to a private user identity that has previously registered one or more public user identities, the S-CSCF shall:

1)
perform the procedure for receipt of a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no"', for the received public user identity; and

2)
if the authentication that concludes the initial registration has been successful, and there are public user identities belonging to this user that have been previously registered and the previous registrations have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registered public user identities belonging to this user (as described in subclause 5.4.1.5) and terminate all associated dialogs, if any .

NOTE 2A:
The S-CSCF will inform the HSS that the previously registered public user identities, excluding the public user identity being registered, have been deregistered.

NOTE 3:
Contact related to emergency registration is not affected. S-CSCF is not able deregister contact related to emergency registration and will not delete that.

When S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "no" and a non-empty response directive, the S-CSCF shall ignore the value of the response directive.

Upon receipt of a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no", which is not for an already registered public user identity linked to the same private user identity, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3)
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.228 [14], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header in the REGISTER request as defined in RFC 4457 [82];

NOTE 4:
The HSS address received in the response to SLF query or as a value of P-User-Database header can be used to address the HSS of the public user identity in further queries.

NOTE 5:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be used by the HSS to direct all subsequent incoming initial requests for a dialog or standalone transactions destined for this user to this S-CSCF.

NOTE 6:
When passing its SIP URI to the HSS, the S-CSCF may include in its SIP URI the transport protocol and the port number where it wants to be contacted.

4)
store the icid parameter received in the P-Charging-Vector header;

5)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports:

-
a globally unique name of the S-CSCF in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;

-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2A.1); and

-
the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2A.1);

6)
store the RAND parameter used in the 401 (Unathorized) response for future use in case of a resynchronisation. If a stored RAND already exists in the S-CSCF, the S-CSCF shall overwrite the stored RAND with the RAND used in the most recent 401 (Unauthorized) response;

7)
send the so generated 401 (Unauthorized) response towards the UE; and,

8)
start timer reg-await-auth which guards the receipt of the next REGISTER request.

If the received REGISTER request indicates that the challenge sent previously by the S-CSCF to the UE was deemed to be invalid by the UE, the S-CSCF shall stop the timer reg-await-auth and proceed as described in the subclause 5.4.1.2.3.
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