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1
Introduction

At the last meeting we presented a discussion document C1-070788 which discussed the general issues of authentication to use the Resource-Priority header.

The key outstanding issue is the authentication mechanism from UE to S-CSCF, and this discussion document aims to expand on those issues.

2
Contents of C1-070788 for UE authentication to S-CSCF

2.1
Problem

In general for IMS entities, the UE authenticates with the IMS, and such priority capabilities would only be allowed to permitted users. However this level of permission would only be known to the S-CSCF in the current version of the IMS specifications (via some form of service profile downloaded from the HSS). 

As identified in other contributions, however, the P-CSCF, I-CSCF, and S-CSCF need to learn the privileges of the user, in order to determine whether to enact the requested priorities. The following sections identify some mechanisms by which this might occur.

There is a need to investigate if other solutions can be found.
Note that latency is an issue for OMA PoC. Therefore any authentication solution chosen should not add to the delay of processing a request, e.g. an INVITE request.

2.2
Proposal 1 – IMS authentication only if Resource-Priority supported

If the UE wishes to be authenticated to use the resource-priority extension, it indicates this at registration time. It does this by including a Resource-Priority header field in the REGISTER request. As a result of this inclusion, the user is only authenticated by the S-CSCF (based on information from the HSS) if the user is permitted to use the resource-priority extension. The P-CSCF (and I-CSCF if it Record-Routes, and IBCF if it is acting as a THIG or IMS-ALG) learns the support of the resource priority extension as a result of this authentication completing successfully. Later requests using this authentication (e.g. INVITE) that require priority should include the Resource-Priority header field in the request, and they will then be given priority over other requests from this and other users. 

This solution has the disadvantage that it gives all public user identities associated with this registration the privilege; service profiles are normally associated with the public user identity rather than the private user identity.

As the priority is essentially granted with the security tunnel, priority cannot be given to initial REGISTER requests.

2.3
Proposal 2 – Indicate the support in the 2xx response to a REGISTER request

A standard REGISTER request (as for existing release 7 without additions) is sent to the S-CSCF. When a 200 (OK) response is generated back to the UE, the information on the support of the Resource-Priority extension is sent back to the I-CSCF and the UE in some appropriate header field. This should be performed for each public user identity associated with the registration. Possible mechanism include:

· inclusion as a new set of parameters within the WWW-Authenticate header field;

· inclusion as an additional parameter to the name/addr parameter P-Associated-URI header field

· as a set of values within a new P-header field.

This information would probably be removed before the P-CSCF forwards the response to the UE, although this information is not considered inappropriate information for the end user to receive.

As the priority is essentially granted with the security tunnel, priority cannot be given to initial REGISTER requests.

2.4
Proposal 3 – use of the reg-event package

On UE registration, the P-CSCF subscribes to the reg-event package. It would be possible to draft an extension to this package to indicate the ability to use the Resource-Priority extension. 

An I-CSCF that Record-Routes on any request, e.g. in order to provide configuration hiding, would need to subscribe to the reg event package. This would be an additional extension to the existing IMS procedures.

As the priority is essentially granted later than the security tunnel, priority cannot be given to initial REGISTER requests, or indeed to the SUBSCRIBE to the reg event package.

2.5
Solutions not considered appropriate

It is not considered appropriate for the P-CSCF to directly access the service profile of the user directly from the HSS. This would constitute a new, potentially interoperator, interface in the IMS architecture.

It is not considered appropriate for the response to be sent back to the I-CSCF and P-CSCF in response to an INVITE request (or other dialog initiating request) as this would fail to provide the priority on the initial request for a dialog. The mechanism would also fail to apply completely for standalone transactions.

3
Results of CT1#47

The general result of the above discussion at CT1#47 was to support proposal 2 (Indicate the support in the 2xx response to a REGISTER request).
4
Identification of a mechanism

Of the three solutions proposed within proposal 2, ideally we need a solution that can be made specific to each and every public user identity. It would therefore seem appropriate to investigate in the information can be added to a header field that already includes that information. This is the P-Associated-URI header field defined in RFC 3455.

The semantic definition of this header is as follows:

   This extension allows a registrar to return a set of associated URIs

   for a registered address-of-record.  We define the P-Associated-URI

   header field, used in the 200 OK response to a REGISTER request.  The

   P-Associated-URI header field transports the set of Associated URIs

   to the registered address-of-record.

   An associated URI is a URI that the service provider has allocated to

   a user for his own usage.  A registrar contains information that

   allows an address-of-record URI to be associated with zero or more

   URIs.  Usually, all these URIs (the address-of-record URI and the

   associated URIs) are allocated for the usage of a particular user.

   This extension to SIP allows the UAC to know, upon a successful

   authenticated registration, which other URIs, if any, the service

   provider has associated to an address-of-record URI.

   Note that, generally speaking, the registrar does not register the

   associated URIs on behalf of the user.  Only the address-of-record

   which is present in the To header field of the REGISTER is registered

   and bound to the contact address.  The only information conveyed is

   that the registrar is aware of other URIs to be used by the same

   user.

   It may be possible, however, that an application server (or even the

   registrar itself) registers any of the associated URIs on behalf of

   the user by means of a third party registration.  However, this third

   party registration is out of the scope of this document.  A UAC MUST

   NOT assume that the associated URIs are registered.

   If a UAC wants to check whether any of the associated URIs is

   registered, it can do so by mechanisms specified outside this

   document, e.g., the UA may send a REGISTER request with the To header

   field value set to any of the associated URIs and without a Contact

   header.  The 200 OK response will include a Contact header with the

   list of registered contact addresses.  If the associated URI is not

   registered, the UA MAY register it prior to its utilization.

From the above, usage of the header field in respect of the above purpose would require some additional text to be agreed by IETF.

The syntax of the header is as follows:

      P-Associated-URI       = "P-Associated-URI" HCOLON

                               (p-aso-uri-spec)

                               *(COMMA p-aso-uri-spec)

      p-aso-uri-spec         = name-addr *(SEMI ai-param)

      ai-param               = generic-param

It would appear that we need to extend the ai-param field with appropriate header field parameters.
In order to conduct the authentication properly, we need to know:

· that the user of this public user identity is entitled to use the Resource-Priority header;

· the namespace or namespaces that the user is entitled to use;

· the highest value within the namespace that the user is entitled to use.

Any extension to cover this should not preclude other similar extensions in the future.

As such we need a P-Associated-URI header that would look something like:

P-Associated-URI: <sip:user1_public2@home1.net>;RPHnamespace=wps.4; RPHnamespace=ets.3, <sip:user1_public3@home1.net>;RPHnamespace=wps.3, <sip:+1-212-555-1111@home1.net;user=phone>
The extended ABNF would look like:

      P-Associated-URI       = "P-Associated-URI" HCOLON

                               (p-aso-uri-spec)

                               *(COMMA p-aso-uri-spec)

      p-aso-uri-spec         = name-addr *(SEMI ai-param)

      ai-param               = RPHparam / generic-param
      RPHparam               = "RPHnamespace" EQUAL namespace "." r-priority

   namespace and r-priority are defined in RFC 4412.
The RPHparam is a header field parameter to the P-Associated-URI header and should be registered by IANA as such.

Conclusion
CT1 is asked for comments on the above, and to identify if the above is a reasonable way forward in terms of providing the appropriate information from S-CSCF to P-CSCF.
