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	Reason for change:
(

	At the previous meeting, C1-070788 was discussed and preliminary agreement was obtained on the handling of authentications issues. This CR deals with the authentication required on requests forwarded by the S-CSCF and requests sent to the UE. 

For requests forwarded by the S-CSCF, C1-070788 stated: "In general, beyond the S-CSCF, the trust domain concept should be used to indicate whether the usage is authorized for this session. In other words:

· the S-CSCF will remove the Resource-Priority header field if the usage is not authorized. 

· any entity receiving a request containing a Resource-Priority header field from the S-CSCF can assume that the usage is authorized.

· entry point IBCFs will not allow the Resource-Priority header field into their network unless they trust the network the request is received from to appropriately authenticate the generator of the request.

There will need to be normative text in clause 4 or clause 5 of 3GPP TS 24.229 to reflect this."

For requests sent to the UE, C1-070788 stated: " In general, for requests sent to the UE, the trust domain concept should again apply. Note that while it is assumed that both users would be subscribed to the Resource priority extensions the following applies:

· the granting of the priority is based on the privileges of the sender of the SIP request;

· some calls will be made from an authenticated user to a normal user without this privilege. If all requests in this call are to be given priority, then the status of the Resource-Priority extensions will have to be retained for the duration of the session."

This CR proposes changes to the trust domain text to handle both of the above cases.
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	Text is added to subclause 4.4 requiring that the Resource-Priority header is only forwarded within the trust domain, and is removed if either received from outside the trust domain, or being sent outside the trust domain. This does not cover requests or responses received from the UE by the P-CSCF.
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4.4
Trust domain

RFC 3325 [34] provides for the existence and trust of an asserted identity within a trust domain. For the IM CN subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, and all ASs that are included in the trust domain). Additionally, other IMS nodes that are not part of the same operator's domain may or may not be part of the trust domain, depending on whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a network for which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network can also belong to the trust domain if they have a trusted relationship with the home network. SIP functional entities within the trust domain will need to take an action on the removal of the P-Asserted-Identity header when SIP signalling crosses the boundary of the trust domain.

NOTE 1:
Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2:
For the purpose of this document., the PSAP is automatically regarded as being within the trust domain. This means that e.g. the handling of the P-Access-Network-Info header, P-Asserted-Identity header and the History-Info header will be as if the PSAP is within the trust domain, and these header fields will not be removed for trust domain issues.
For the purpose of the P-Access-Network-Info header, a trust domain also applies. This trust domain is identical to that of the P-Asserted-Identity. For the P-Access-Network-Info header, subclause 5.4 also identifies additional cases for the removal of the header.

NOTE 3:
In addition to the procedures specified in clause 5, procedures of RFC 3325 [34] in relation to transmission of P-Asserted-Identity headers and their contents outside the trust domain also apply.

According to RFC 4244 [66] subclause 3.3, the History-Info header can be restricted to specific domains. Therefore for the purpose of the History-Info header within this specification, a trust domain also applies. This trust domain is identical to that of the P-Asserted-Identity. For the History-Info header, subclause 5.4 also identifies additional cases for the removal of the header. SIP functional entities within the trust domain will need to take an action on the removal of the History-Info header when SIP signalling crosses the boundary of the trust domain.
For the purpose of the Resource-Priority header specified in RFC 4412 [116], a trust domain applies for the usage in the IM CN subsystem. This trust domain is identical to that of the P-Asserted-Identity. An entity of the IM CN subsystem shall only include a Resource-Priority header in a request or response forwarded to another entity within the trust domain. If the request or response is forwarded to an entity outside the trust domain, the IM CN subsystem entity shall remove the Resource-Priority header from the forwarded request or response. If a request or response is received from an untrusted entity (with the exception requests or responses received by the P-CSCF from the UE for which procedures are defined in subclause 5.2) that contains the Resource-Priority header, the IM CN subsystem entity shall remove the Resource-Priority header before forwarding the request or response within the trust domain.
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