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1 Introduction
SA2 agreed in 3GPP TS 23.402 “3GPP System Architecture Evolution: Architecture Enhancements for non-3GPP accesses" procedures for initial attach for the case when the UE powers-on in an Untrusted Non-3GPP IP Access. This contribution proposes to capture UE and Evolved Packet Core requirements for the initial attach procedure via an Untrusted Non-3GPP IP Access.
2 Description
Initial attach procedure via an Untrusted Non-3GPP IP Access can take place via S2b which is the reference point providing the user plane with related control and mobility support between Evolved Packet Data Gateway (ePDG) and the SAE Gateway, with the support of PMIPv6 (Proxy Mobile IPv6) on S2b. The procedure is illustrated below for the non-roaming case. For a full description of the agreed procedure, please refer to Annex A from this document.
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Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

Initial attach procedure via an Untrusted Non-3GPP IP Access can also take place via S2c, which is the reference point providing the user plane with related control and mobility support between UE and the SAE  Gateway. In this case, DSMIPv6 (Dual Stack Mobile IPv6) is the protocol used between the UE and the SAE Gateway. The procedure is illustrated below for the non-roaming case. For a full description of the agreed procedure, please refer to Annex B from this document.
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Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

3 Conclusion
It is proposed to capture in 3GPP TR 24.801 the requirements in the UE and the EPC for the initial attach in an untrusted non-3GPP IP access, as outlined in text below. 
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Second change

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Aggregate Maximum Bit Rate: The maximum bit rate that limits the aggregate bit rate of a set of Non-GBR SAE Bearers of a UE. Definition derived from 3GPP TS 23.401 [2].

Dedicated bearer: An SAE bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN SAE‑GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [2].

Default bearer: An SAE bearer that is used associated with "match all" uplink and downlink packet filters in the UE and the PDN SAE‑GW, respectively. Definition derived from 3GPP TS 23.401 [2].

GBR bearer: An SAE bearer that uses dedicated network resources related to a Guaranteed Bit Rate (GBR) value, which are permanently allocated at SAE bearer establishment/modification. Definition derived from 3GPP TS 23.401 [2].

Label: A label is a scalar that is used as a reference to node-specific parameters that control bearer level packet forwarding treatment that have been pre-configured by the operator owning the node. Definition derived from 3GPP TS 23.401 [2].

Non-GBR bearer: An SAE bearer that uses network resources that are not related to a Guaranteed Bit Rate (GBR) value. Definition derived from 3GPP TS 23.401 [2].
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AMBR
Aggregate Maximum Bit Rate

ARP
Allocation Retention Priority

ePDG
Evolved Packet Data Gateway

GBR
Guaranteed Bit Rate

LTE
Long Term Evolution

MBR
Maximum Bit Rate

MME
Mobility Management Entity

PDN GW
Packet Data Network Gateway

SAE
System Architecture Evolution

SDF
Service Data Flow

TAC
Tracking Area Code

Third change

8.3.x
Initial attach via untrusted non-3GPP IP access

The initial attach procedure is used when the UE powers-on in an untrusted network. In order to attach to the Evolved Packet Core (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network.
Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG).
Editor's note: the exact mechanism for the IP address discovery of the ePDG is FFS.
Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using IKEv2 protocol as defined in IETF RFC 4306 [w]. The UE shall send an IKE_SA_INIT request message to the ePDG. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of  IP address (IPv4 or IPv6 or both) that needs to be configured in a IKEv2 Configuration payload. The ePDG shall then proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [x]. 
Editor's note: initial attach procedure differs whether network based IPv6 mobility protocol (i.e. PMIPv6) or host based IPv6 mobility protocol (i.e. DSMIPv6) is used. How to select between PMIPv6 and DSMIPv6 is FFS.

If PMIPv6 as defined in draft-sgundave-mip6-proxymip6-01.txt [y] is used, the ePDG shall select a PDN GW and send a Proxy Binding Update to the PDN GW before completion of the IPsec tunnel establishment. When receiving the Proxy Binding Acknowledgement message from the PDN GW containing the IP address assigned to the UE, the ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration payload (CFG_REPLY) of the final IKE_AUTH Response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG and IP connectivity is established between the UE and the PDN GW.
Editor’s note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.
If DSMIPv6 as defined in draft-ietf-mip6-nemo-v4traversal-03.txt [z] is used, the ePDG shall proceed with IPsec tunnel completion and shall send the IKE_AUTH response message including the IP address assigned to the UE in the IKEv2 Configuration payload (CFG_REPLY). Then the UE shall discover the PDN GW IP address and a secure association shall be established between the UE and the PDN GW. Once the association is secure, the UE shall send the binding update message to the PDN GW as defined in draft-ietf-mip6-nemo-v4traversal-03.txt [z]. The PDN GW shall allocate an IP address to the UE and send the binding acknowledgement message to the UE, as defined in draft-ietf-mip6-nemo-v4traversal-03.txt [z]. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE, else only the IP address of the requested IP version is allocated. The IP connectivity from the UE to the PDN GW is then setup.
Editor’s note: Protocols for Security Association Setup and mechanism for PDN GW IP address discovery are FFS.
Editor’s note: the mechanism for Home Address allocation is FFS since it depends on the protocol used for Security Association Setup. In case of IPv6, is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.
End of change
Annex A: procedure for initial attach on S2b (from 3GPP TS 23.402 “3GPP System Architecture Evolution: Architecture Enhancements for non-3GPP accesses", v0.4.0
5.4.2.2.2

Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 [8] is used to setup a PMIP tunnel between the ePDG and the PDN GW.  It is assumed that Proxy Mobility Agent (PMA) is collocated with ePDG.  The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.2.2-1. Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured. 


Editor’s note: How APN is resolved to a PDN GW is FFS.  If APN should be included in this step is FFS.


Editor’s note: How the Proxy Binding Update message is secured is FFS.

3)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.


NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


Editor’s note: Whether the PDN GW should inform the 3GPP AAA server/HSS that it is serving the UE is FFS.  It is FFS which entity stores the allocated PDN GW IP Address.

4)
After the BU is successful, the ePDG is authenticated by the UE.

5)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

6)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.2.2.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIP tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that Proxy Mobility Agent (PMA) is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.4.2.2.3-1. Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor’s note: How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.

Editor’s note: How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the PMA address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE’s IP address information.  This information will be added to the binding cache entry after step 4.

Editor’s note: How APN is resolved to a PDN GW is FFS. If APN should be included in this step is FFS.
Editor’s note: How the Proxy Binding Update message is secured is FFS.
Editor’s note: Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE’s IP address information in the binding cache entry.

NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor’s note: Whether the PDN GW should inform the 3GPP AAA server/HSS that it is serving the UE is FFS.  It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
6)
The ePDG continues with the IKE_AUTH exchange.
7)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
8)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor’s note: How the Serving GW maps the two PMIP tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE’s address is FFS.

Annex B: procedure for initial attach on S2c (from 3GPP TS 23.402 “3GPP System Architecture Evolution: Architecture Enhancements for non-3GPP accesses", v0.4.0
5.4.2.3.2

Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.2.4-1. Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. Local IP Address is used as Source IP address to initiate Tunnel Establishment Procedure using IKEv2 [9].

1)
The IKEv2 tunnel establishment procedure is started.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].


Editor’s note: The IP address discovery of the ePDG is FFS.


Editor’s note: How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor’s note: If a relation between ePDG discovery and PDN GW discovery is required is FFS. 

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.


Editor’s note: Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]

Editor’s note: It is FFS how the UE is informed of the allocated PDN GW IP address.
5)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, ‘including the IP address allocated for the UE.

NOTE: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

6)
The IP Connectivity is now setup. 


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE. 
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