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1
Introduction

3GPP systems currently make use of temporary user identities in order not to compromise the subscriber’s permanent identity, IMSI (International Mobile Subscriber Identity). Identification by permanent identity is left for specific cases.
For E-UTRA, SA2 has decided to also use temporary user identity for identification of the subscriber. The temporary user identity for E-UTRA is called S-TMSI.

CT1 already holds responsibility of handling and use of temporary user identities in the protocols between the UE and the core-network, e.g., TMSI, P-TMSI. This contribution provides some criteria for a decision on how the CT1 work on S-TMSI can be done and documented in 3GPP TR 24.801 [1].

2
Discussion

2.1
PS-domain temporary user identity in current 3GPP systems
At present, the identification of a particular user in the PS domain is achieved by means of the Packet Temporary Mobile Subscriber Identity (P‑TMSI). The P-TMSI provides user identity confidentiality. It is used in order to avoid compromising the IMSI for the identification of a particular user. The use of P-TMSI is identical to the use of TMSI for the CS domain. 
A particular P‑TMSI has significance only in the Routing Area Identity (RAI) in which the user is registered. Therefore, the P-TMSI is issued to a PS-domain enabled mobile, unique within a given RAI and used by the network to page a particular terminal. The P-TMSI is comprised of 32bits and is associated with the TLLI (Temporary Logical Link Identifier) in A/Gb mode.
The allocation by the network of a P-TMSI can occur at any time. This can be performed during the attach or routing area updating procedures. In addition to this, a specific P-TMSI reallocation procedure exists. 
The structure of (P-)TMSI is described in 3GPP TS 23.003 [4], and 3GPP TS 24.008 [5] specifies the handling and  also the (P-)TMSI as such in the section describing the Mobile Identity IE.

2.1
Temporary user identity in E-UTRA
For E-UTRA 3GPP TS 23.401 [2] states that a temporary user identity is used, which is called S-Temporary Mobile Subscriber Identity (S-TMSI). The S-TMSI is included in (allocated during) the attach and tracking area updating procedures. 3GPP TR 23.882 [3] indicates that the S-TMSI is unique within a tracking area or within MME pool area(s).
Therefore, the S-TMSI is similar to P-TMSI used today in current 3GPP systems. However, one can see that it does not need to share TMSI space with CS domain as happens today. 

All this means that very similar structure can be used as in P-TMSI (4 octets). The exception would be that the 2 bits (the 2 most significant bits) currently used for discrimination between the allocation of TMSIs for CS-domain based services and the allocation of (P-)TMSIs for PS-domain based services can be used for extended the value range. 
Looking at the work done by SA2 in 3GPP TS 23.401 [2], 3GPP TS 23.882 [3] and the multi-tracking area list concept agreed by RAN working groups, we can say that the S-TMSI does not need to be unique within the PLMN, the Network Resource Identifier (NRI) field can be re-used in the case two MME pools are not overlapping. Within the core-network the Tracking Area Identity (TAI) and the Network Resource Identifier (NRI) field can be used for routing and finding UE-related contexts.

At CT1#46 [6] there was some discussion with regards to extending the S-TMSI with TAI information. It is important to bear in mind that allowing unique S-TMSI per MME or MME pool seems not to result in problem with regards to limiting too much the number of UEs that can be supported in a MME pool area. Note that a 32-bit long S-TMSI allows a very large number of UEs. Furthermore, the case of S-TMSI allocation uniquely in multi-TA list areas in which the S-TMSI is re-used within the pool can be supported as an implementation option. Note that the allocation of S-TMSI per MME or MME pool allows reusing current paging and other mobility management procedures.
All in all, there seems no reason to extend the S-TMSI with TAI information.

Note that an important point to consider when considering designing the S-TMSI is the fact that inter-working with legacy systems is a must. For inter-working with legacy 3GPP systems, at CT1#46 [6] there was proposal for the UE to provide a TA list index. This could be seemed unnecessary since providing the first TA identity on the TA list (like some kind of Old RAI) in conjunction with the S-TMSI might be sufficient for identifying the UE context towards a legacy 3GPP system. 

As currently specified the UE considers registered to a number of tracking areas (TAIs), and therefore does not perform tracking area updating procedure when roaming within the TAIs received from the MME. This implies that the if the S-TMSI is only allocated during the attach and tracking area updating procedures, the very same S-TMSI would be used during a possible very long time. As described in the section 2.1, in today’s 3GPP systems there is a P-TMSI reallocation procedure specified by CT1 (see 3GPP TS 24.008 [5]) which allows allocation of P-TMSI at any time. It seems sensible to have an S-TMSI reallocation procedure.

3
Conclusion
This discussion paper considers the temporary user identity specified for E-UTRA, i.e., S-TMSI. In order to decide how to specify S-TMSI by CT1 a description of the use and handling of (packet) temporary user identity (i.e., P-TMSI) for today’s 3GPP systems is outlined. 

By looking at how the P-TMSI is designed and its present usage, this contribution proposes that similar principles as the ones used for P-TMSI and defined by 3GPP TS 24.008 [5] should be followed.
One of the proposals is to have the same structure as the (P-)TMSI (4 octets) except for the 2 most significant bits used for discrimination between the allocation of TMSI for CS-domain based services and the allocation of TMSI for PS-domain based services. Moreover, the S-TMSI does not need to be unique within the PLMN, but allocated uniquely in MME or MME pool. For inter-working with legacy 3GPP systems the first TA identity on the TA list (like some kind of Old RAI) in conjunction with the S-TMSI should be sufficient for identifying the UE context towards a legacy 3GPP system. In addition to all this, an S-TMSI reallocation seems necessary to be defined by CT1.
Finally, it is proposed to update the section 5 to describe the S-TMSI handling and usage.
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Next Change

5.x
S-TMSI handling
A temporary user identity for E-UTRA based services, the S-Temporary Mobile Subscriber Identity (S-TMSI), is used for identification within the signalling procedures. The structure of the S-TMSI will be specified in 3GPP TS 23.003 [x] and should be similar to the (P-)TMSI. The S-TMSI has significance only within one or more tacking areas identified by a tracking area list. Outside the tracking area list the S-TMSI has to be combined with the Tracking Area Identity (TAI) to provide for an unambiguous identity.
The MME is responsible of allocating the S-TMSI to the UE. The allocation of the S-TMSI can be performed during attach, tracking area updating and S-TMSI reallocation procedures. The MME uses the S-TMSI for paging purposes.
The UE capable of E-UTRA includes a valid S-TMSI, if any is available, at attach and tracking area updating procedures. The MME may assign a new S-TMSI for a particular UE at successful attach and tracking area updating procedures.
If a new S-TMSI is assigned by the MME, the UE and the MME handle the old and the new S-TMSI as follows:

Upon receipt of an MM message containing a new S-TMSI the UE considers the new S-TMSI and new list of tracking areas as valid. Old S-TMSI and old list of tracking areas are regarded as invalid.

The MME considers the old S-TMSI and old list of tracking areas as invalid as soon as an acknowledge message for an attach, tracking area updating or S-TMSI reallocation procedure is received.
The purpose of the S-TMSI reallocation procedure is to provide identity confidentiality, i.e., to protect a user from being identified and located by an intruder. The S-TMSI reallocation should be performed at least at each change of tracking area. However, this is left to the network operator’s policies. The S-TMSI reallocation procedure will use the P-TMSI reallocation procedure defined in 3GPP TS 24.008 [4] as a model.
For inter-operability with legacy 3GPP systems (GERAN/UTRAN) the first TAI on the tracking area list in conjunction with the S-TMSI will be used for identifying the UE towards a legacy 3GPP system.

















































































