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1
Introduction
The SAE/LTE work in SA3 on the security architecture solutions for SAE/LTE is not finalized yet, but some important basic principles have been decided which are necessary for the specification work of core-network protocols. 

This contribution describes agreed security functions regarding SAE/LTE ciphering/integrity key handling and is based on the SA3 work stated in 33.821.
2
Discussion

UMTS provides major improvement compared to older GSM systems in security key handling since 128-bit keys (Ck, Ik) are used. 
Considering that SAE/LTE shall be a future proof solution, SA3 has decided and agreed that LTE enables also the use of 256-bit keys for ciphering and integrity. This has some impact in the inter/intra-domain signalling, in particular, signalling between EPC and LTE RAN must be able to handle larger keys.

The MME and eNodeB may choose to implement 256-bit algorithms, and must obviously then be able to handle such key bit length.
3 Proposal 
It is proposed that the information provided below is agreed and transferred to 24.801 into the section 7.1.

1st Change

7
SAE impact on existing capabilities

7.1
Security

Editor's note: This clause will contain a description of security aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

The EPC may support both 128 and 256-bit keys for ciphering/integrity. The UE shall handle 128 and 256-bit keys for ciphering/integrity. The NAS signalling protocols and affected nodes shall provide support for both key bit lengths.
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