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1.
Introduction

The objective of this discussion paper is provide stage 2 details of private network services desribed in TS 22.259v7.2, and its implementation in the IMS network. 
2.
PNM Private Network Services concepts

2.1
General

This clause describes the enabling of privacy services described in TS 22.259v8.2 with the support of IMS architecture. Privacy services deal with a user having access control over his Personal Network Elements (PNE), wherein he may restrict access of his PNEs (including UEs). These UEs of the PN, over which access control has been enabled, are configured as private UEs. To initate sessions with these private UEs, originating UEs need to be registered by the user which he configures in a static access list. These "registered" callers/originating UEs are referred to as Guest UEs. In the case of originating UEs that are not "registered" callers or Guests, which is the case in majority of the scenarios, the user nominates a default UE for access control decisions. In this case, the network redirects the call to this default UE which queries the user whether the call to the private UE by unregistered caller may be allowed to go through. If the user allows it, the network allows the call to go through. Figure 1 gives a snapshot of the scenario.
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Fig 1: Overview of privacy based access control

2.2
Assumptions regarding PNE Registration
It is assumed that all PNEs of the user are registered with the PN AS, and the PNM service has been activated by registration procedures.

2.3
Configuration aspects

Configuration allows a user to configure service aspects of PNM, for UEs already registered in the PNM AS. Configuration is perfomed using http request-response sequences between the UE and the PN AS over the Ut interface.

2.3.1
Configuration aspects for privacy

The basic attributes required for privacy configuration are:

1.
List of public identities of a PNE that the user wishes to configure as private

2.
Public identity of a PNE assigned as the default UE for terminating access control decisions

3.
A list of public identities of Guest UEs that may initiate sessions to a particular private UE

Editor’s note: In the case of non-private PNEs sharing IM public identities with the private UE, if the non-private UE has a higher preference (due to time of day, forking preference, etc) the terminating procedures for privacy processing shall be avoided and the session may be terminated at the non-private PNE. This aspect may need further investigation.

The various configuration procedures/methods for a user are:

-
ConfigPrivateUE : Configuration of a PNE as a Private UE and its access list.

· Mandatory attributes: 1 and 2 

· Optional attribute:  3 

-
DeconfigPrivateUE : Removal of “privacy status” of a Private UE

· Mandatory attributes: 1

2.3.2
Configuration of PNE as a private UE
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Fig 2a: High level sequence diagram of privacy configuration

1. 
UE sends a ConfigPrivateUE request to the PN AS, requesting it to configure a PNE as private. The message must include the attributes of the list of public user identities of the PNE being configured as private. In addition, it should consist of the DefaultUE attribute (possibly the public identity of the UE itself). In addition, it may also consist of the list of public identities to be registered as Guest to the private UE 1b.

2. 
On receiving this request, the NAF combined in the AS authenticates the UE as a registered PNE and verifies if it has been authorized to configure other PNEs as private.  The PN AS also verifies if the public identities of the UE identified for privacy configuration are registered in the PN. Once verified, the PN AS may store the attributes of private UE, its default UE for access control and the Guest UE list (if present in the request message).

The ConfigPrivateUE Request message may not only be used for registering a PNE as a private UE for the first time, but also for making subsequent configuration changes to the private UE. For example, the attached parameters may be checked if they contain any new public identities to be registered as private, or a different public user identity as the default UE or new public identities of UEs not already registered as Guest UEs. If any new attributes are found, then data stored with respect to the private UE shall be updated.
Note: 
The qualification of a PNE as being authorized to configure may be based on provisioning procedures of PNM, and out of scope of configuration aspects, particularly for use cases such as parental control.
3. 
The PN AS sends a ConfigPrivateUE response to UE, including the operation result.

2.3.3
Deconfiguration of a PNE as private
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Fig 2b: High level sequence diagram of privacy configuration

1. 
UE sends a DeconfigPrivateUE request to the PN AS, requesting it to deregister the list of public identities of the PNE identified in the request from being a private UE. The request must include the identity of the private UE.

2. 
On receiving this request, the NAF combined in the AS authenticates the UE as a registered PNE and verifies if it has been authorized to configure private UEs.  The PN AS also verifies if the public identities of the UE identified for privacy deconfiguration are registered in the PN. Once verified, the PN AS may deregister the private UE if it is currently private. 

Note: 
The qualification of a certain UE of the PN as being authorized to configure may be based on provisioning procedures of PNM, and hence out of scope of configuration aspects, particularly for use cases such as parental control.

3.
The PN AS sends a DeconfigPrivateUE response to UE, including the operation result.

2.4
Access Control procedures in the IM CN subsytem
2.4.1
Assumptions
Without lack of generality, the following assumptions have been made with respect to the terminals and the network.

<Assumptions related to identities of UEs>

· User 1 has registered two UEs – UE 1a & UE 1b in the PN, containing identities user1_public1@home1.net and user1_public2@home1.net respectively, and having a subscription with the home network providing PNM service.

· UE 1b is further configured as private. Also, UE 1a has been chosen as the default UE for terminating access control decisions for UE 1b.

· It is also generally assumed that the above two public identities may reside in different UEs, which is what this paper discusses. However, it may be possible that multiple identities reside in the same UE.

· Caller may belong to the same/different network, and need not be aware of the privacy status of the PN or of UE 1b. (PNM service is a terminating network solution)
· The PN user has configured user2_public@home2.net contained in UE 2 as a Guest to the PN, allowing this UE to initiate sessions with the UE 1b. In this example; no other identities are configured as guests. So in all other cases, the continuation of the call depends on the query to the default ID for terminating access control decisions (i.e user1_public1@home1.net)

· The following table summarizes the above assumptions.
Table 1: Example of a simple Access Control table PN

	PN Of user
	Private
	Default UE
	Guest UEs

	(UE 1a) user1_public1@home1.net
	No
	N/A
	N/A

	(UE 1b) user1_public2@home1.net
	Yes
	UE 1a
	(UE 2) user2_public@home2.net


<Network assumptions>

· Callee home network provides PNM private network service, which allows users to specify public identities that are allowed to initate sessions with UEs of the PN, based on static lists or querying based on-the-fly 
 procedures.

· This service is hosted by the PN Server which is a SIP application server, serving scscf#1.

· For simple illustration, in this example, both identities of the PN are shown to be registered with the S-CSCF (scscf#1) to improve efficiency in redirection signalling, which might be the case in most implementations. However this need not be the case, and if so, the sequencing would require additional messaging between multiple S-CSCFs and the I-CSCF for redirection. The implementation of the registration procedure is based on the operator policy.

· scscf#1 has PNM as initial filter criteria for the UEs of the PN. If triggered, it contacts the PN Application Server over the ISC interface.

· The PN Server may store access control lists of private UEs, and the default UEs to process access control requests during dynamic procedures. Alternatively this data may be stored in the HSS, and the Cx interface be used to retrieve this list. The latter aspect is out of scope of this discussion paper.

· UE 3 wishes to initate a session with UE 1b (user1_public2@home1.net). But, UE 3 hasn’t been registered by the PN User. That is, the PN AS has no information of UE 3. Therefore, in this case, we need some kind of on-the fly procedures to request the user as to how to process this call. In this case, the session is redirected to above nominated default UE for access control processing, which is UE 1a.

2.4.2
Access Control based on static access Control Lists

This is the case when the PN AS has enough information to process the call to a private UE, i.e it has information regarding the caller. UE 2 is configured as Guest UE of the PN and is allowed to intiate a session with UE 1b. In this case, this information is already stored at the PN AS. When the SIP INVITE is received by the PN AS after triggering by S-CSCF# 1, the PN AS verifies that the public identity of UE 2 has already been registered as a Guest, and hence allows the call to continue as normal.
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Figure 3: Access Control in case of static configured Guest UEs, successful attempt case

Figure 3, describes a case when user has configured UE 1b as private, and UE 2 tries to setup a session with it. 

1. S-CSCF#1 receives an INVITE from UE 2 to UE 1b.

2. S-CSCF#1 has PNM as one of the initial filter criteria. As the call is to UE 1b which is subscribed to PN Service, it forwards the INVITE message to the corresponding Application Server, which is the PN Application Server in this case. 

3. The INVITE is forwarded to the PN AS for further processing.

4. In the privacy mode processing step, the PN AS first receives the INVITE message. It then extracts the source and destination ID using calling line identification features (using procedures specified Annex B.1.4 of TS 23.218: S-CSCF based redirect call flows). It confirms that the destination UE is a private UE. Using this as a key, it searches its database for the particular PN to find if UE 2 is configured as a Guest who is allowed to initiate sessions with UE 1b. In this case, it finds that UE 2 has been configured to be allowed to access UE 1b.  So normal call processing may be continued with. 

Annex A.1 provides a flowchart to illustrate the above procedure.
5. The INVITE is sent back the S-CSCF#1 to be processed as a normal session initiation request.

6. The INVITE is forwarded to the P-CSCF#2b handling UE 1b.

7. UE 1b receives the INVITE request, continues appropriate call processing.

2.4.3
Access Control based processing using REDIRECTION procedures during session initiation

An inherent problem in the above cases is the need for the user to configure/register each Guest UE that he feels appropriate. This may not be a scalable solution where tens of UEs may try to access the private UEs. In order to solve this problem, the user may configure a default UE for terminating access control decisions, after processing of this decision; normal session initiation procedures may be continued. Once the default UE has been chosen, to handle session initiation requests from UEs whose identities are not registered as guests, queries are redirected to the particular default UE using redirection procedures as per TS 23.228.

The default UE in turn is capable of checking the access control information. Options may be given to the user to either accept the call, or answer the query by allowing the call to go through to the intended desitnation (private UE) or deny the call sue to user preferences. In addition the user may be given an option of saving this policy for future call requests by the same source. In the case where the user decides to allow the call, a REDIRECT message may be sent directing the session to the original destination (private UE) using procedures specified in 5.11.5.5 of TS 23.228. The IMS network may then process the call in two different ways, either by requiring a new INVITE from the originating UE or treating the redirection locally since the terminating UE is in the same domain. Let us look at each implementation now.
2.4.3.1
Implementation 1

In the first method, when the default UE redirects the call (i.e. allows the call) to the private UE, IMS network may register the originating UE (UE 3 in this example) as a one-time Guest. The REDIRECT message is then forwarded back to the originating UE 3. UE 3 then restarts the SIP INVITE to the new contact information provided by the default UE. In this case, the IMS network again checks that the Guest UE has been registered once, so allows the call to go through to UE 1b.
2.4.3.1.1
High level sequence 
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Figure 4: High level sequence of privacy processing
1. IMS network receives an INVITE from UE 3 to UE 1b.

2. In the privacy mode processing step,  IMS network recognizes that callee is configured as private by the user. In the case of no information regarding caller as Guest, it fetches the ID of the default UE (UE 1a) and modifies the invite by inserting UE 1a's ID as the destination address and inserting the access request info as an attachment.

Annex A.2 provides a flowchart to illustrate the above procedure.

Note 1:
If caller is registered as Guest, normal call processing (not shown above) is continued. 

3. The above modified INVITE is sent to the ID of the default UE (UE 1a).

4. In the privacy decision processing step,  the access request info is shown to the user. (Example:UE 3 calling UE 1b, allow?). The user may then allow/disallow the call to continue. If user allows the call, a REDIRECT message is sent with the message that user allows UE 3 to call private UE 1b.  If user disallows the call, a CANCEL message is sent back to the originating UE (UE 3).

Annex A.3 provides a flowchart to illustrate the above procedure.

Note 2:
Alternatively there may be an option for the user may accept the call himself at this point, which is normal redirection procedure and not discussed in this discussion paper.

5. The above REDIRECT message is sent to the IMS network for further processing.

6. In the privacy response processing step, the IMS network determines the action directed by the user. If the user has redirected the call, the IMS network configures the originating UE (UE 3) as a one-time Guest. It then forwards the response to the originating UE.

Annex A.4 provides a flowchart to illustrate the above procedure.

Note 3:
If the message contains the static option, the option is stored in the PN settings.

7. In the case of the response being a REDIRECT message, it is forwarded to the originating UE.

8. The originating UE on receiving the REDIRECT message re-initiates an INVITE using the contact information present in the message.

9. The IMS network follows the procedure in step 4, and again finds that the destination ID is private. Then it checks the source ID through calling line identification feature, but this time it verifies that the source is configured as a one-time Guest. In this case, the call is to be allowed just this one time.

10. The INVITE message is now forwarded to the private UE.

11. The private UE processes the call as appropriate to local policy.

2.4.3.1.2
Detailed sequence for Implementation 1
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Figure 5: IMS sequence for Implementation 1 of Privacy processing based on REDIRECTION

1.
A SIP INVITE is sent by UE 3 to P-CSCF#3, with the destination address of UE 1b.

2.
The SIP INVITE is forwarded by the P-CSCF#3 to the S-CSCF#3.

3.
S‑CSCF#3 invokes whatever service logic is appropriate for this session setup attempt.

4.
S‑CSCF#3 performs an analysis of the destination address, and determines the network operator to whom the destination subscriber belongs. The INVITE message is sent to an I‑CSCF for that operator.

5.
 I‑CSCF queries the HSS for current location information of the destination user.

6.
HSS responds with the address of the current Serving CSCF (S‑CSCF#1) for the terminating user.

7.
I‑CSCF forwards the INVITE request to S‑CSCF#1, who will handle the session termination.
8.
S‑CSCF#1 invokes whatever service logic is appropriate for this session setup attempt. In this case, the initial filter criteria for PNM is triggered as the destination address has been registered in the PN. As a result of S-CSCF#1 forwards the INVITE to the corresponding PN AS.

9. The PN AS receives the INVITE message and processes it in the following manner.
The PN AS extracts the source and destination ID based on calling line identification (using procedures specified Annex B.1.4 of TS 23.218:
S-CSCF based redirect call flows). It confirms that the destination UE is a private UE. Using the destintation ID as a key, it searches its database for the particular PN to find if UE 3 is registered / configured as a Guest who is allowed to initiate sessions with UE 1b.

If the Guest has been registered, it is checked whether it is a one-time registration. If it is a one-time registration, the information regarding the source address is removed (deregistration of Guest) and normal processing is continued. If there is no information regarding the source address, the PN AS retrieves the default ID for the destination private UE that handles access control decisions. In this example, it is UE 1a. It may then redirect the INVITE message to UE 1a (using procedures specified in section 5.11.5.1 of TS 23.228: Session redirection initiated by S-CSCF to IMS network), by modifying the INVITE message changing the destination address to the public identity of UE 1a, and adds an attachment(e.g.sipfrag) containing the access request of UE 1b by UE 3. This attachment can be processed by UE 1a. The PN AS may insert itself into the record route header for handling the response of the default UE for access control.
10.
The modified INVITE is sent to the S-CSCF#1.

11. The S-CSCF#1 forwards the INVITE to the corresponding P-CSCF#1a handling UE 1a.

12.
P-CSCF#1a forwards the INVITE to UE 1a.

13. UE 1a, receives the INVITE and processes the INVITE in the following manner.
UE 1a checks the access control information to find the details of access request of UE 1b by UE 2. The MMI interfaces create a query to the user requesting his decision to process the call. In addition the user may also make his decision a static one, so that this could be stored by the PN AS for future requests by UE 2. The user responds to the query in the positive or negative with or without the static option. If positive, a REDIRECT message may be constructed (using procedures specified in 5.11.5.5 of TS 23.228: Session redirection initiated by UE) with or without the static attribute. The contact header of the REDIRECT message may refer to UE 1b's ID. If negative, an appropriate CANCEL message may be sent.

14.
The above REDIRECT response is forwarded to P-CSCF#1a.

15.
P-CSCF#1a forwards the REDIRECT response to S-CSCF#1.

16. S‑CSCF#1 forwards the REDIRECT response to the PN AS.

17.
The PN AS receives the response from S-CSCF and processes it in the following manner.
The PN AS notes that the REDIRECT response contains the contact address of the UE 1b, to which the INVITE request was originally sent to. It notes the source of the original INVITE (UE 3) as a one-time Guest so that it may allowed to iniate sessions with UE 1b the next time the session is re-initaited.

18.
The PN AS then forwards the REDIRECT response back the S-CSCF#1.

19.
S-CSCF#1 forwards the REDIRECT response to I-CSCF#1.

20. I-CSCF#1 forwards the REDIRECT response to S-CSCF#3.

21. S-CSCF#3 forwards the REDIRECT response to P-CSCF#3

22. P-CSCF#3 forwards the REDIRECT response to UE 3.

23. UE 3 re-initates an INVITE using the contact address presented in the REDIRECT response. This INVITE is sent to the P-CSCF#3.

Note 4: 
This is done for a second time even though the last INVITE was sent to the same destination.

24.
P-CSCF#3 forwards the INVITE to the S-CSCF#3.

25.
S‑CSCF#3 invokes whatever service logic is appropriate for this session setup attempt.

26.
S‑CSCF#3 performs an analysis of the destination address, and determines the network operator to whom the destination subscriber belongs. The INVITE message is sent to an I‑CSCF for that operator.

27.
 I‑CSCF#1 queries the HSS for current location information of the destination user.

28.
HSS responds with the address of the current Serving CSCF (S‑CSCF#1) for the terminating user.

29.
I‑CSCF forwards the INVITE request to S‑CSCF#1, who will handle the session termination.

30.
S‑CSCF#1 invokes whatever service logic is appropriate for this session setup attempt. In this case, the initial filter criteria trigger the PN AS, as the destination address has been registered in the PN. As a result of S-CSCF#1 forwards the INVITE to the corresponding PN AS.

31.
The PN AS processes the INVITE request similar to the privacy mode processing.
It obtains the destination and sources addresses from the INVITE. It checks if the destination address is registered as a private UE.If not private, it may forward the call back to the S-CSCF and normal processing is continued.  If private, it verifies if the source address has been registered as a Guest. If the Guest has been registered, it is checked whether it is a one-time registration. In this case, UE 3 is registered as a one-time Guest. Therefore the information of UE 3 is removed from the PN AS (deregistration of Guest) and the call is allowed to go through.

32.
The INVITE is sent back unchanged to the S-CSCF#1.

33. The S-CSCF#1 forwards the INVITE to the corresponding P-CSCF#1b handling UE 1b.

34.
P-CSCF#1b forwards the INVITE to UE 1b.

Normal call processing is continued. 

2.4.3.2
Implementation 2

Implementation 1 introduces a large delay due to the re-initiation of INVITE, and corresponding increase in the number of server interactions. This may be solved by the PN AS may play a more active role. When the PN AS receives the REDIRECT message from the S-CSCF, it creates a new INVITE (actually the same INVITE message that was originally sent). After saving the settings for the originating UE as guest, the INVITE is sent to the private UE directly without the originating UE having to re-send another INVITE. Another advantage of the solution is that the implementation is kept local to the terminating network without affecting the originating UE or network (regardless of whether the originating UE/network is an IMS or non-IMS UE/network).

In this case, we see that there is no information regarding UE 2 at the PN AS. So the PN AS needs to request UE 1a, to make a decision regarding the session.

2.4.3.2.1
High level sequence 
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Figure 6: High level sequence of privacy processing
1. IMS network receives an INVITE from UE 3 to UE 1b.

2. In the privacy mode processing step, IMS network recognizes that callee is configured as private by the user. In the case of no information regarding caller as Guest, it fetches the ID of the default UE (UE 1a) and modifies the invite, inserting the access request info for the user.

Annex A.1 provides an illustration of the above procedure.

3. The above modified INVITE is sent to the ID of the default UE (ID A).

4. In the privacy decision processing step, the access request info is shown to the user. (Example: UE 3 calling UE 1B, allow?). The user may then allow/disallow the call to continue. A REDIRECT message is sent with the message that user allows UE 3 to call private UE 1B. 

Annex A.3 provides an illustration of the above procedure.

Note 5:
A static option may be included in the attached message, which could be used to change the static list stored at the network. This setting could be used the next time F calls B.

Note 6:
Alternatively there may be an option for the user may accept the call himself at this point.

5. The above REDIRECT message is sent to the IMS network for further processing.

6. In the privacy response processing step, the IMS network determines the action directed by the user. If the user has allowed the call to go through, the original INVITE is sent to UE 1b.

Annex A.5 provides an illustration of the above procedure. 

Note 7:
If the message contains the static option, the option is stored in the PN settings.

7. The original INVITE is sent to UE 1b.

8. The call is processes as is normally done.

2.4.3.2.2
Detailed sequence for Implementation 2
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Figure 7: IMS sequence for Implementation 1 of Privacy processing based on REDIRECTION

1. A SIP INVITE is sent by UE 3 to P-CSCF#3, with the destination address of UE 1b.

2. The SIP INVITE is forwarded by the P-CSCF#3 to the S-CSCF#3.

3. S‑CSCF#3 invokes whatever service logic is appropriate for this session setup attempt.

4. S‑CSCF#3 performs an analysis of the destination address, and determines the network operator to whom the destination subscriber belongs. The INVITE message is sent to an I‑CSCF for that operator.

5. I‑CSCF queries the HSS for current location information of the destination user.

6. HSS responds with the address of the current Serving CSCF (S‑CSCF#1) for the terminating user.

7. I‑CSCF forwards the INVITE request to S‑CSCF#1, who will handle the session termination.

8. S‑CSCF#1 invokes whatever service logic is appropriate for this session setup attempt. In this case, the initial filter criteria for PNM is triggered as the destination address has been registered in the PN. As a result of S-CSCF#1 forwards the INVITE to the corresponding PN AS.

9. The PN AS receives the INVITE message and processes the request. 

The PN AS extracts the source and destination ID based on calling line identification (using procedures specified Annex B.1.4 of TS 23.218:
S-CSCF based redirect call flows). It confirms that the destination UE is a private UE. Using the destination ID as a key, it searches its database for the particular PN to find if UE 3 is registered / configured as a Guest who is allowed to initiate sessions with UE 1b.

If the Guest has been registered, normal processing is continued. If there is no information regarding the source address, the PN AS retrieves the default ID for the destination private UE that handles access control decisions. In this example, it is UE 1a. It may then redirect the INVITE message to UE 1a (using procedures specified in section 5.11.5.1 of TS 23.228: Session redirection initiated by S-CSCF to IMS network), by modifying the INVITE message changing the destination address to the public identity of UE 1a, and adds an attachment (e.g.sipfrag) containing the access request of UE 1b by UE 3. This attachment can be processed by UE 1a. The PN AS may insert itself into the record route header for handling the response of the default UE for access control.
10. The modified INVITE is sent to the S-CSCF#1.

11. S‑CSCF#1 validates the service profile, and invokes any termination service logic required for UE 1a.

Note: Care should be taken to avoid circular routing. For example, redirection from UE 1a back to UE 1b should be avoided.

12. The S-CSCF#1 forwards the INVITE to the corresponding P-CSCF#1a handling UE 1a.

13. P-CSCF#1a forwards the INVITE to UE 1a.

14. UE 1a, receives the INVITE and processes the INVITE message.

UE 1a checks the access control information to find the details of access request of UE 1b by UE 2. If present, the UE application shall create a query to the user requesting his decision to process the call. In addition the user may also make his decision a static one, so that this could be stored by the PN AS for future requests by UE 2. The user responds to the query in the positive or negative with or without the static option. If positive, a REDIRECT message may be constructed (using procedures specified in 5.11.5.5 of TS 23.228: Session redirection initiated by UE) with information containing the user’s decision. The contact header of the REDIRECT message may refer to UE 1b's ID. If negative, an appropriate CANCEL message may be sent.

15. The above REDIRECT response is forwarded to P-CSCF#1a.

16. P-CSCF#1a forwards the REDIRECT response to S-CSCF#1.

17. S‑CSCF#1 forwards the REDIRECT response to the PN AS.

18. The PN AS processes the response according to steps of privacy response processing.

The PN checks the response from the user to check type of response (REDIRECT or other such as CANCEL). If it is a REDIRECT message, it checks for the static setting and stores it. It then re-uses the previous INVITE message from UE 3 to UE 1b and forwards it to the S-CSCF#1. In the case of receiving a cancel response, it simply forwards the CANCEL back to the S-CSCF#1.

19. The PN AS resends the original INVITE message (acting as a B2BUA) to the S-CSCF#1 for normal call processing.

20. The S-CSCF#1 forwards the INVITE message to the P-CSCF#1b, handling UE 1b.

21. P-CSCF#1B, forwards the INVITE message to UE 1b.

UE 1b continues with normal call processing.
2.4.3.3
Comparison of implementations

In general, implementation 2 is the more efficient of the two implementations because of the significant reduction in signalling to achieve the same effect. In addition, it is able to keep the signalling local to the terminating network avoiding inter-operator complications if any. The following table summarizes the differences in the two implementations.

Table 2: Comparison of Implementation 1 and Implementation 2

	Factor
	Implementation 1
	Implementation 2

	Private UE affected?
	No
	No

	PN AS used as SIP proxy
	Yes
	Yes

	Requirement of PN AS as B2BUA
	No, PN AS as a simple proxy is sufficient
	Yes, the PN AS would have to maintain state of the call to remember the original INVITE sent by UE3 to UE1b.

	Number of messages*
	34
	20

	Originating network involved?
	Yes, to carry the redirect signalling although no new functionality introduced
	No, signalling is completely local to the terminating network. Therefore any kind of originating network may be supported.

	Originating UE involved in privacy?
	Implicitly yes, the UE has to re-initiate an INVITE to the same destination address.
	No

	PN AS used as SIP B2BUA
	No
	Yes

	Number of HSS queries by I-CSCF*
	Atleast two
	Atleast one


* Note 8: Numbers here are based on the assumptions of network configuration (the same in both implementations) 
Note 9: Green: Similarities, Blue: Disadvantage of Implementation 1 over Implentation 2, 

Red: Advantages of Implementation 2 over Implementation 1
2.4.4
Effects on architecture by access control procedures

1.
S-CSCF in terminating network

· Needs to have PNM as initial filter criteria. Once triggered the message is forwarded to the PN AS for processing. (required in implementation 1 & 2)
2.
PN AS in the terminating network

· Behaves as a SIP proxy and B2BUA as per TS 23.228. 

· It behaves as a proxy, by checking if source of the session request is registered as a Guest. If registered as a Guest, it simply forwards the INVITE back to the S-CSCF without any changes (required in access control based on static access control lists)

· It behaves as a proxy in the scenario where the INVITE is redirected to the default UE for access control decisions when no information about the originating UE is present. (required in implementation 1 & 2)
· It behaves as a B2BUA, when it creates a new INVITE when a REDIRECT (302 Moved Temporarily) is received from the default UE, allowing the call to the private UE to go through. (required in implementation 2 only)
· It adds a text attachment to the INVITE message (example: pnml), desribing the access request of a private UE by an unregistered originating UE. (required in implementation 1 & 2)
· Storage of PNM configuration data relating to privacy, and related configuration/manipulation of the data by the user

3.
Default UE for terminating access control decisions

· Able to configure privacy related preferences by http request-response sequences with the PN AS. (required in implementation 1 & 2)
· Able to read/parse the access control attachments in INVITE messages, and thus request the user to make a decision regarding the session using MMI procedures (required in implementation 1 & 2)
· Able to redirect an incoming session to an alternate destination (private UE) as per procedures specified in 5.11.5.5 of TS 23.228: Session redirection initiated by UE. (required in implementation 1 & 2), when user chooses option to allow the call.
4.
Originating UE

· Implementation 1: Will have to re-initatate an INVITE using the contact address given in the REDIRECT response even though the destination address is the same as was previously sent. UA implementations may check this address against cached entries and re-initate the INVITE atleast once.

· Not  effected in implementation 2

5.
Originating network

· Not affected

6.
Private UE

· Not affected

7.
(U)SIM / ISIM

· Not affected

3
Conclusion

The paper provides a discussion of the configuration & implementation scenarios of the private network requirements present in the TS 22.259. It has been shown that implementation 2 is the more efficient implementation. Also, from section 2.4.4, it can be seen that the service implementation of privacy based access control requires minor protocol changes and has no functional additions /requirements over existing IMS architecture.

 If there are no major concerns regarding the above discussion, it is intended that CRs containing configuration aspects (section 2.3), access control based on static access control lists (section 2.4.2), and implementation 2 (section 2.4.3.2) be included in the stage 2 document of PNM, in TS 23.259. The rest of the discussion paper (alternate implementations and recommended flowcharts) could be added into the annex of the TS as an informative section.
Annex A: Recommended flowcharts (informative)
A.1
Privacy mode processing
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Figure 8: Flowchart of Privacy mode processing by PN AS
A.2
Privacy mode processing - Implementation 1
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Figure 9: Flowchart of privacy mode processing by PN AS in implementation 1
A.3
Privacy decision processing
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Figure 10: Flowchart of Privacy decision processing by Default UE

A.4
Privacy response processing - Implementation 1
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Figure 11: Flowchart of Privacy response processing by PN AS in implementation 1
A.5
Privacy response processing - Implementation 2
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Figure 12: Privacy response processing by PN AS in implementation 2






� On-the-fly: the PN Server allows processing the call to a private UE even though the caller is not registrered in the list, by dynamically contacting the default UE for a decision on the call
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