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1. Introduction

This paper gives a stage2 level concepts of private network services and the procedures and information flows for Private Network Services in the IM CN subsystem for discussion and approval.
2. Proposal
The following sequence procedures are proposed to be approved for inclusion in PNM TS 23.259.
******************************Start of First Change*************************************
4.x
Private Network Concepts

Private network allows a user to exercise access control over some of the UEs of the PN. 
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Fig 4.x-1: Relationship of various service profiles in private network for PNM

An example of the configuration for a private network is shown in the above figure. The arrows indicate the direction of control. Some of the aspects involved are:

· UE 1a and UE 1b are owned by the user, where the user wishes to control access of UE 1b by using UE 1a

· The service profile of UE 1b is referred to as the Controlled Service Profile. All public user identities under this particular service profile are Controlled. Consequently UE 1b is referred to as the Controlled UE.

· The service profile of UE 1a is referred to as the Controller Service Profile. All public user identities under this particular service profile are Controllers. Consequently UE 1a shall be referred to as the Controller UE.

· It is prohibited for the public user identities of the Controlled UE to be shared with other UEs
Editor’s note: 
The case of shared public user identities in a Controlled UE is FFS.
· The assignment of Controller profile is done during provisioning.
·  Access control of UE 1b by UE 1a is performed with the help of a SIP Application Server (AS), referred to as PNM AS

· UE 1a configures an access list that contains details of access control regarding UE 1b’s service profile. This configuration is done over the Ut interface. For example: this access list can contain a list of originating callers that are allowed to initiate sessions with UE 1b (controlled UE).

· The PNM AS executes the actual access control procedures. 

· The PNM AS performs access control by utilizing the access list that is configured by the Controller UE. The PNM AS performs control of terminating invite messages directed towards the Controlled UE
Editor’s note: 
Access control of other SIP messages such as REFER & OPTIONS is FFS.

· In the case of inadequate information present in the access list to enable access control, the PNM AS may in addition query the Controller UE, and consequently receive a response that provides it information with how to proceed.s
******************************End of First Change*************************************

******************************Start of Second Change*************************************
7
Procedures and Information Flows for Private Network Services 

Editor's note: This clause will cover procedures for enabling private network services.
7.1
General
Editor’s note: This clause will provide general information.

This section describes the enabling of privacy services.. Privacy services deal with a user having access control over his Personal Network, wherein he may restrict access to his UEs. These UEs of the PN, over which access control has been enabled, are configured as Controlled UEs. To initiate sessions with these Controlled UEs, originating UEs need to be configured by the user in an access list. In the case of information regarding originating UEs that are configured in the access list, which is the case in majority of the scenarios, the user nominates a Controller UE to handle the access control. In this case, the network queries the user whether the call to the Controlled UE may be allowed to go through. If the user allows it, the network allows the call to go through. Figure 7.1-1 gives a snapshot of the scenario.
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Figure 7.1-1: Overview of privacy based access control Procedures and Information Flows
Note:
Green line refers to access control handled by the PNM AS itself, since the identity of the originating caller is present in the access list of the PNM AS. Red line refers to access control handled by the Controller UE when the identity of the caller is not present in the access list of the PNM AS.















7.2
Access control procedures in the IM CN subsystem
Without lack of generality, the following assumptions have been made with respect to the terminals and the network.
<Assumptions related to identities of UEs>

· User 1 has two UEs – UE 1a & UE 1b in the PN, containing identities user1_public1@home1.net and user1_public2@home1.net respectively, and having a subscription with the home network providing PNM service.

· UE 1b is further configured as Controlled UE. Also, UE 1a has been chosen as the Controller UE for UE 1b.

· 
· Caller may belong to the same/different network, and need not be aware of the Controlled status of the PN or of UE 1b. (PNM service is a terminating network solution)

· The PN user has configured user2_public@home2.net contained in UE 2 in the access list of the Controlled UE (UE 1b), allowing this UE to initiate sessions with the UE 1b. In this example; no other identities are configured in the access list. So in all other cases, the continuation of the call is depends on the Query to the Controller UE (i.e user1_public1@home1.net)

· The following table summarizes the above assumptions.
Table 1: Example of a simple Access Control table PN

	PN Of user
	Controlled
	Controller
	Access List entries

	(UE 1a) user1_public1@home1.net
	No
	N/A
	N/A

	(UE 1b) user1_public2@home1.net
	Yes
	UE 1a
	(UE 2) user2_public@home2.net


<Network assumptions>

· Callee home network provides PNM private network service, which allows users to specify public user identities that are allowed to initiate sessions with UEs of the PN, based on access lists or Querying based on-the-fly 
 procedures.

· This service is hosted by the PNM Server which is a SIP application server, serving scscf#1.

· For simple illustration, in this example, both identities of the PN are shown to be registered with the S-CSCF (scscf#1) to improve efficiency in signalling, which might be the case in most implementations. However this need not be the case, and if so, the sequencing would require additional messaging between multiple S-CSCFs and the I-CSCF. The implementation of the registration procedure is based on the operator policy.

· scscf#1 has initial filter criteria to trigger the PNM AS for the UEs of the PN. If triggered, it contacts the PN Application Server over the ISC interface.

· The PNM AS may store access control lists of Controlled UEs, and the Controller UEs to process access control requests during dynamic procedures. 

UE 3 wishes to initate a session with UE 1b (user1_public2@home1.net). But, UE 3 hasn’t been configured by the Controller UE in the access list. That is, the PNM AS has no information of the public user identity of UE 3. Therefore, in this case, we need some kind of on-the fly procedures to request the user as to how to process this call. In this case, above nominated Controller UE processing is queried, that is UE 1a.
7.3
High level sequence 
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Figure 7.3-1: High level sequence of access control in a private network

1.
UE 3 issues a session invite message to UE 1b.

2.
In the privacy mode processing step, service control in the network recognizes that callee is configured as a Controlled UE by the user. In the case of no information regarding caller in the access list, the PNM AS fetches the ID of the Controller UE (UE 1a) and constructs a Query to this UE which is to be displayed to the user.

Note:
If the caller is configured in the access list, normal call processing (not shown above) is continued.

3.
The above Query is sent to the ID of the Controller UE (UE 1a).

4.
In the privacy decision processing step, the access request info is shown to the user. (Example: UE 3 calling UE 1B, 1: allow, 2: Deny 3: Allow and save policy 4: Deny and save policy 5: Accept call). The user may then allow/disallow and possibly save this option for future calls. This information is sent in the response to the Query.

5.
The above response message is sent to the service control of the network for further processing.

6.
In the privacy response processing step, the service control determines the action directed by the user. If the user has allowed the call to go through, the original INVITE is sent to UE 1b.

If the user has chosen to save the policy, the option is stored in the access list settings of the Controlled UE.

7.
The original invite is sent to UE 1b.

8.
The call is processes as is normally done.

Note:
Interaction with other services; The privacy service is to authorize the call where the authorization apart from normal authorization procedures involved in the network, requires real time consent from the user. All other supplementary features or other services may follow once this authorization is received.

7.3.1
Access Control based on Access Control Lists

This is the case when the PNM AS has enough information to process the call to a Controlled UE, i.e it has information regarding the caller. UE 2 is configured in the access list fo the Controlled UE and is allowed to intiate a session with UE 1b. In this case, this information is already stored at the PNM AS. When the SIP INVITE is received by the PNM AS after triggering by S-CSCF# 1, the PNM AS verifies that the public user identity of UE 2 has already been configuerd in the access list, and hence allows the call to continue as normal.
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Figure 7.3.1-1: Access Control in case of PNM AS alone
Figure 7.3.1-1, describes a case when user has configured UE 1b as a Controlled UE, and UE 2 tries to setup a session with it. 

1.
S-CSCF#1 receives an INVITE from UE 2 to UE 1b.

2.
S-CSCF#1 has PNM as one of the initial filter criteria. As the call is to UE 1b which is subscribed to PN Service, it forwards the INVITE message to the corresponding Application Server, which is the PN Application Server in this case. 

3.
The INVITE is forwarded to the PNM AS for further processing.

4.
In the privacy mode processing step, the PNM AS first receives the INVITE message. It then extracts the source and destination ID using calling line identification features It confirms that the destination UE is a Controlled UE. Using this as a key, it searches its database for the particular PN to find if UE 2 is configured in the access list who is allowed to initiate sessions with UE 1b. In this case, it finds that UE 2 has been configured to be allowed to access UE 1b.  So normal call processing may be continued with. 

5.
The INVITE is sent back the S-CSCF#1 to be processed as a normal session initiation request.

6.
The INVITE is forwarded to the UE 1b. UE 1b receives the INVITE request, continues appropriate call processing.

7.3.2
Access Control based on Query Logic in the IM CN system
An inherent problem in the Access list case is the need for the user to configure each originating UE that he feels appropriate. This may not be a scalable solution where tens of UEs may try to access the Controlled UEs. In order to solve this problem, the user may configure a Controller UE, after processing of this decision; normal session initiation procedures may be continued. Once the Controller UE has been chosen, to handle all session initiation requests from UEs whose identities are not configured in the access list, a Query can be directed to the particular Controller UE.
The Controller UE in turn is capable of checking the access control information of this Query. Options may be given to the user to either accept the call himself, or answer the Query by allowing the call to go through to the intended destination (Controlled UE) or deny the call. In addition the user may be given an option of saving this policy for future call requests by the same source. Once the user makes his decision, a Response message carrying this information may be sent directing the session back to the original destination. 
The PNM AS receives the Response message from the S-CSCF. If the decision of the user was to allow the call, it sends the original INVITE. If required to save (based on user response) it saves the settings for the originating UE in the access list 
Editor’s note:

For the Query & Response communication between the PNM AS and the Controller UE, SIP messages such as INVITE or Redirect or SIP MESSAGE or other suitable messages may be used. The choices of messages used should minimize the delay in the PNM AS receiving the Response from the Controller UE.
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Figure 7.3.2-1: IMS sequence for Access control implementation for private networks
1.
A SIP INVITE is sent by UE 3 to P-CSCF#3, with the destination address of UE 1b.

2.
The SIP INVITE is forwarded by the P-CSCF#3 to the S-CSCF#3.

3.
S‑CSCF#3 invokes whatever service logic is appropriate for this session setup attempt.

4.
S‑CSCF#3 performs an analysis of the destination address, and determines the network operator to whom the destination subscriber belongs. The INVITE message is sent to an I‑CSCF for that operator.

5.
I‑CSCF queries the HSS for current location information of the destination user.

6.
HSS responds with the address of the current Serving CSCF (S‑CSCF#1) for the terminating user.

7.
I‑CSCF forwards the INVITE request to S‑CSCF#1, who will handle the session termination.

8.
S‑CSCF#1 invokes whatever service logic is appropriate for this session setup attempt. In this case, the initial filter criteria is triggered and the INVITE is forwarded to the corresponding PNM AS.

9.
The PNM AS receives the INVITE message and processes the request. 

The PNM AS extracts the source and destination ID based on calling line identification It confirms that the destination UE is a Controlled UE. Using the destination ID as a key, it searches its database for the particular PN to find if UE 3 is configured in the access list as allowed to initiate sessions with UE 1b.

If the originating UE has been configured in the access list, normal processing is continued. If there is no information regarding the source address, the PNM AS retrieves the default ID for the destination Controlled UE that handles access control decisions. In this example, it is UE 1a. It may then send a Query to UE 1a,   containing the access request (e.g. sipfrag) of UE 1b by UE 3. This Query can be processed by UE 1a. 
10.
The Query is sent to the S-CSCF#1.

11. S‑CSCF#1 validates the service profile, and invokes any termination service logic required for UE 1a.

12. The S-CSCF#1 forwards the Query to UE 1a.

13. UE 1a, receives the Query and processes it.

UE 1a checks the access control information to find the details of access request of UE 1b by UE 2. If present, the UE application shall present the Query to the user requesting his decision to process the call. In addition the user may also make his decision a static one, so that this could be stored by the PNM AS for future requests by UE 2. The user responds to the Query in the positive or negative with or without the static option. The decision of the user is sent in the Response message.
14.
The above Response is forwarded to  S-CSCF#1.

15.
S‑CSCF#1 forwards the Response towards the PNM AS.

16.
The PNM AS processes the Response according to steps of privacy response processing..

The PN checks the Response and for presence of the static setting and stores it if present. It then re-uses the previous INVITE message from UE 3 to UE 1b and forwards it to the S-CSCF#1. In the case of receiving a cancel response, it simply forwards the CANCEL back to the S-CSCF#1.

17.
The PNM AS resends the original INVITE message to the S-CSCF#1 for normal call processing.

18.
The S-CSCF#1 forwards the INVITE message to UE 1b. UE 1b continues with normal call processing.
7.4
Access control procedures in the CS domain
Editor’s note: This clause covers CS domain procedures for Private Network Services.
******************************End of Second Change**************************************
� On-the-fly: the PN ServerPNM AS allows processing the call to a private Controlled UE even though the caller is not registrered configured in the list, by dynamically contacting the default UE for a decision on the call
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