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Introduction

CT1 have asked SAGE to clarify the bit ordering of keystream produced by the GEA3 algorithm — specifically, whether the order of the bits in each octet needs to be reversed before keystream is XORed with plaintext to produce ciphertext.

In this response we spell out the correct interpretation; we explain why the confusion has arisen; and we recommend how to remove the scope for confusion.
The correct interpretation 
In 44.064, the plaintext, keystream and ciphertext are generally described as a sequence of octets — not as a sequence of bits.  Encryption is performed by computing


ciphertext octet = plaintext octet XOR keystream octet. 

And, correspondingly, when SAGE was asked to define GEA specifications, we were asked to define an algorithm that produced a sequence of octets as its keystream output.  That's what we did, for GEA1, GEA2 and GEA3.  (Within the specification documents, there are also bit stream representations, but that's internal to the specifications; the output is not a bit stream but an octet stream.)

As such, it is correct to take the octets produced according to the GEA3 specification, and XOR them to plaintext octets so as to compute ciphertext octets.  There is no need to reverse the bit ordering within the keystream octets first.  So, in the LS from CT1, the second interpretation is correct. 
Why the confusion?

(a) On the whole, the description of ciphering in 44.064 talks in terms of octets.  For example, the length of plaintext, keystream and ciphertext are all given as “maximum 1523 octets” (rather than “maximum 12184 bits” — whereas Kc is described as “64 bits”, not “8 octets”).

(b) When SAGE was given the requirements document to define GEA1/2, and later GEA3, the output was required to be a sequence of octets.

(c) The GEA1, GEA2 and GEA3 specs do all define their outputs as octet streams.  (You can compare the specifications of A5/3 and GEA3, for instance, which are both in 55.216; the A5/3 output is given as a bit stream, but the GEA3 output is given as an octet stream.)

(d) The exception to point (a) is in Table A.1, where the encryption and decryption operations are described as “bitwise XOR” of keystream and data, “starting from LLC frame field bit (1,1)”.  That does make it sound as though we should be thinking of bit streams instead.

(e) If you think of things as octet streams then the “correct interpretation” we give above is indeed clearly correct.  The plaintext is well defined as octets, with clarity about where lsbs and msbs come from; the keystream is well defined as octets, with clarity about where lsbs and msbs come from; and when you “bitwise XOR” a plaintext octet and a keystream octet to produce a ciphertext octet, you do so by XORing msb with msb to obtain msb, and XORing lsb to lsb to obtain lsb (no matter which end you “start” at).

(f) If you think of things as bit streams, though, then the alternative interpretation start to make more sense.  The phrase “starting from LLC frame field bit (1,1)” implies that that bit should be XORed with the first bit of keystream.  And the numbering convention used within the GEA3 spec does have the msb of the first octet as the first bit of keystream.

So there is a true ambiguity.  There is reason on both sides.  However, we believe that the octet-based interpretation is the intended one. 
Recommendation

Change Table A.1 in 44.064 to remove any ambiguity.  Our suggested changes would be as follows:
	Parameter
	Length
	Description

	Kc
	64 bits
	The LLGMM-ASSIGN-REQ Kc parameter received from GMM.

	Input
	32 bits
	A modulo counter as defined in subclause A.2.1.

	Direction
	1 bit
	Set to 0 if the direction of LLC frame transmission is from the MS to the SGSN.
Set to 1 if the direction of LLC frame transmission is from the SGSN to the MS.

	Ciphering Algorithm
	-
	A GPRS ciphering algorithm as determined by the LLGMM-ASSIGN-REQ Ciphering Algorithm parameter received from GMM.

	Output
	maximum 1 523 octets
	The output of Ciphering Algorithm — a sequence of octets.

	Unciphered Frame
	maximum 1 523 octets
	An LLC layer I or UI frame to be ciphered.

	Ciphered Frame
	maximum 1 523 octets
	A ciphered LLC layer I or UI frame. Only the information field and the FCS field shall be ciphered. Ciphered Frame shall be generated by XORing the octets of Output and the Information Field and FCS Field of Unciphered Frame, starting with the lowest numbered octet of Unciphered Frame.

	Deciphered Frame
	maximum 1 523 octets
	A deciphered LLC layer I or UI frame. Deciphered Frame shall be generated by XORing the octets of Output and the ciphered part of Ciphered Frame, starting with the lowest numbered octet of Ciphered Frame. When transmitting an LLC frame, Deciphered Frame shall be identical to Unciphered Frame if no transmission errors have occurred.


