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FIRST MODIFICATION

4.2.6
Transactions between the mobile station and the network

Mobile stations which are in group receive mode may support the reception of short messages to voice group calls, but shall not perform any other transactions with the network while adjusted to the voice group call channel. They shall leave the group receive mode and act in a standard way to perform any transaction if necessary and return to the voice group call afterwards.

Mobile stations which have access to the voice group call channel uplink shall not perform any transactions for supplementary services, but may support the transmission and reception of short messages as specified in subclause 11.3.9.

NEXT MODIFICATION

7.3
Data confidentiality

Data confidentiality on the radio can be provided as a network option.

If data confidentiality is provided, both the uplink and the downlink of the voice group call channel within a cell of the group call area shall be ciphered using voice group ciphering keys derived from the same group key, see 3GPP TS 43.020 [10].

The group key is related to the group ID. For each group ID, there is a number of group keys stored on the USIM which are identified by a group key number. The group key number identifying the group key to be used for a particular voice group call is provided with the notification to the mobile stations. Mobile stations which have a dedicated connection shall be informed of the group key number before they join the voice group call channel.

USIM based VGCS ciphering uses a concept of short term keys where the short term key is derived by the GCR and the USIM from the group key and a RAND (random number) parameter. The actual voice group ciphering key is then derived by the BSS and the ME from the short term key, the cell global identifier, and a Cell Global Count parameter.

To include a subscriber into a voice group the required group data (including the 2 master group keys) shall be stored on the USIM, e.g. during the personalisation process or via OTA (over-the-air). To exclude a subscriber from a voice group the group data shall be deleted from the USIM. If a USIM is lost or stolen, all USIMs of the remaining members of the voice groups that this USIM is a member of need to be changed (e.g. via OTA or manual provisioning).

Details on data confidentiality for voice group calls are provided in 3GPP TS 42.009 [9]and 3GPP TS 43.020 [10].

NOTE 1: 
USIM based VGCS ciphering is not compatible with SIM based VGCS ciphering which has not been completely specified. The SIM specifications contain no support for the storage of the group keys. A pre-Rel-6 VGCS capable mobile station will be able to participate in an un-ciphered group call, if it is part of that group.

If data confidentiality is provided, then for a mobile station in group mode dedicated channel the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the service subscriber. 

NOTE 2:
The individual ciphering key is the key generated during a previous authentication procedure. 

In order to start the ciphering for the calling service subscriber, the MSC serving the mobile station shall initiate a cipher mode control procedure during call setup, while the mobile station is in group mode dedicated channel. When ciphering was started successfully, the mobile station shall apply the individual ciphering key until it leaves group mode dedicated channel or a new cipher mode control procedure is performed successfully.

In order to start the ciphering on the dedicated channel, if the network decides to move a talking subscriber's mobile station from group transmit mode to group mode dedicated channel, the network shall include cipher mode setting information in the assignment command or handover command message (see 3GPP TS 43.020 [10], Annex F 3.2). On the dedicated channel the mobile station shall apply the individual ciphering key until it leaves group mode dedicated channel or a new cipher mode control procedure is performed successfully.

If data confidentiality is provided, then for a mobile dispatcher the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the dispatcher. 

If data confidentiality is provided, the priority uplink request procedure can be validated by a handshake between the requesting MS and the BSS. A32 bit token is generated randomly and broadcast by the BSS on the ciphered downlink of the voice group call channel and stored in the MS. When the MS sends a priority uplink request it includes the token as a parameter and the BSS checks this against its stored value. If it matches the request is processed further. If it does not match, the request is ignored. A new token is broadcast on the ciphered downlink of the voice group call channel each time a match occurs and each time a periodic UPLINK_BUSY message is sent (i.e. every T1 seconds) (refer to Figure 7e in section 11.3.8).
If data confidentiality is provided for point-to-point SMS over the CS domain, the network shall broadcast an SMS data confidentiality indication in NOTIFICATION/ NCH messages, NOTIFICATION/ FACCH messages and in the Connect message sent to the calling service subscriber of a voice group call.
If guaranteed privacy is provided for SMS over the CS domain (see 3GPP TS 42.068 [2]), the network shall broadcast an SMS guaranteed privacy indication in NOTIFICATION/ NCH messages, NOTIFICATION/ FACCH messages and in the Connect message sent to the calling service subscriber of a voice group call.
NOTE 3: 
For backward compatibility with legacy networks the coding of these indications in NOTIFICATION messages is chosen so that the default settings are SMS data confidentiality = "on" and SMS guaranteed privacy = "on".
NEXT MODIFICATION
11.3.1.3
Notification procedures

Different notification procedures shall be applied in relation to the mode of the mobile station as presented in Table 1 and Table 2 and defined in the following sections.

Table 1: Overview on different information messages for new or on-going calls

	Incoming call type:
	VBS or VGCS call
	point-to-point call

	MS states:
	
	

	Idle mode 
	(section a)
	(standard paging)

	Group mode, dedicated channel
	(section b)
	(section c)

	group receive mode and
	
	

	group transmit mode
	(section b)
	(section c)

	dedicated mode
	(section b)
	(standard Call Waiting)

(note)

	NOTE: 

only for point to point calls with certain restrictions as defined in 3GPP TS 22.083.


Table 2: Overview on different information messages for incoming point-to-point short messages

	MS states:
	Incoming point-to-point short messages

	Idle mode
	(standard paging)

	group mode, dedicated channel
	(standard SMS delivery) (note)

	group receive mode
	(section c)

	group transmit mode
	(standard SMS delivery or section c) (note)

	dedicated mode
	(standard SMS delivery) (note)

	NOTE:
see subclause 11.3.9.2.


a)
Notification for mobile stations in idle mode

Once the voice group call channel has been established in a cell or the network is waiting to receive notification responses to establish a voice group call channel, notifications shall be broadcast on the NCH in that cell.

The position of the NCH is derived from the system information of the BCCH.

The notification messages shall include the group call reference and possibly the description of the voice group call channel, the call priority if eMLPP is applied, the group cipher key number, and the emergency mode indication, if applicable.

A notification message can contain no, one or more notifications.

The notification process needs to continue throughout the duration of the group call, in order to permit the "late entry" of other mobile stations. Mobile stations moving into the group call area which are in idle mode shall be directed to the voice group call channel by the notification messages, possibly by means of the notification response procedure.

The scheduling of the notification messages in a cell shall be managed by the BSS. Information can be added in the messages to limit the required reception of NCH messages. The following constraints shall be met:

-
the three first initial notifications (i.e. the first for a given group call) shall have priority over subsequent notifications (i.e. the messages for an on-going group call) and must be sent as soon as possible;

NOTE 1:
In addition initial notification messages for calls with or above an operator defined priority level can be sent on all possible paging or access grant channels to reduce the delay for those mobile stations which are not using Discontinuous reception (DRX).

-
afterwards, an on-going group call in the cell shall be periodically notified on the NCH.

Since the information for the establishment of a voice group call is sent onto the NCH rather than on the PCH as for normal point-to-point calls, the mobile station must listen to the PCH as well as to the NCH. A "reduced NCH monitoring" mechanism can be used to save power in the mobile station when listening to the NCH.

A mobile station able to receive voice group calls either, depending on the implementation:

-
can use the "reduced NCH monitoring" mechanism. When entering a cell, the mobile station shall listen to the NCH to get the notifications of the voice group calls on-going in the cell. Afterwards, the mobile station needs to listen to the NCH only if it is informed on the availability of a notification for a new voice group call. This shall be based on the NCH status information provided, as indicated in 3GPP TS 44.018;

-
do not apply the "reduced NCH monitoring" mechanism and read all possible paging or access grant channels.

b)
Notifications for mobile stations in group mode dedicated channel, group receive, group transmit or dedicated mode

In addition to sending initial notification messages on the NCH for the voice group call, the BSS can provide initial notification into on-going voice broadcast, group calls and point to point calls informing mobile stations partaking in these calls of new voice group calls that are being set-up in the cell.

NOTE 2:
The additional notification into on-going voice broadcast and group calls and point to point calls should be provided by the BSS if the priority level of the new call is equal or higher than the O&M defined priority level.

In order to do this the BSS sends initial notification messages on FACCH to all other ongoing voice broadcast, group calls, and point to point calls in the cell. The initial notification message on FACCH shall contain the group call reference, the priority level if eMLPP applies, possibly the TCH description which allows the mobile station to connect directly to the new call without reading the NCH, and the emergency mode indication, if applicable.

An indication of change of notifications in the current cell may be provided on SACCH by the BSS.

When the emergency mode is set or reset for a voice group call ongoing in a cell, the BSS shall send additional notifications on FACCH to all on-going voice broadcast, group calls, and point-to-point calls in the respective cell.
As a mobile station option, the mobile station may read the NCH of the current cell while in group mode dedicated channel, group receive, group transmit or dedicated mode in order to be notified on other voice group calls.

NOTE 3:
Mobile stations may require an additional receiver to read the NCH in order to ensure a higher probability of receiving notifications for all present voice group calls without degradation of the received speech quality.

Late entry of mobile stations into ongoing high priority group calls and voice group calls in emergency mode is covered by the following mechanisms:

-
Late entrance in dedicated mode


If a mobile station in dedicated mode is moving into an area where a group call (VGCS or VBS) with priority level equal or higher to an operator specific setting or a voice group call in emergency mode is ongoing, the BSS shall resend the notification message to the mobile station on FACCH, if the mobile station has ASCI capabilities. This notification shall be triggered by completion of the dedicated channel assignment.

Sending periodical notification on FACCH to the mobile station in dedicated mode is optional, and is done as long as the group call (VGCS or VBS) with priority level equal or higher to an operator specific setting, is ongoing or as long as the emergency mode is set for the voice group call, with a repetition period given by an operator specific setting.

-
Late entrance in group receive or group transmit mode


When a group call (VGCS or VBS) with priority level equal or higher to an operator specific setting, is established, or when the emergency mode is set for a voice group call, the BSS shall send periodical notification on FACCH to all ongoing voice broadcast and group calls in the cell, except on the FACCH of the group call (VGCS or VBS) which has initiated this periodical notification. By this method the mobile station in group receive or group transmit mode moving into this cell is notified. Periodical notification on FACCH is done as long as the group call (VGCS or VBS) with priority level equal or higher to an operator specific setting, is ongoing, or as long as the emergency mode is set for the voice group call, with a repetition period given by an operator specific setting.

NOTE 3a:
The operator determined Periodical FACCH notification period shall be a BSS specific operator setting and be a minimum of 1s and maximum of 5s.
c)
Paging into on-going voice group calls

Paging into on-going voice group calls shall be provided as an implementation option.

In addition to establishing the links for the voice group call, the network can provide paging information into on-going voice group calls informing mobile stations partaking in a voice group call of new incoming point-to-point calls. The network can also provide paging information into ongoing voice group calls informing mobile stations in group receive mode or group transmit mode of incoming point-to-point short messages.

The mobile station shall be ready to receive a paging message on the FACCH containing the mobile subscriber identity and the priority level if eMLPP applies.

The mechanism for the MSC to select the group calls to be paged as well as the mechanism for the MSC to inform the concerned BSS of paged group calls is still for further study. [FFS]
In the event of a reorganisation of the PCH the BSS shall inform the mobile stations via the SACCH that paging reorganisation has occurred. A mobile station receiving this indication shall decode the BCCH in order to obtain the new paging configuration.

As a mobile station option, the mobile station may read its paging subchannel in the current cell in group receive mode or group transmit mode in order to receive paging messages.

NOTE 4:
Mobile stations may require an additional receiver to read its PCH subchannel in order to ensure a higher probability of receiving all relevant paging messages without degradation of the received speech quality. The additional receiver may be the same as used for reception of the NCH described under b) above.

11.3.1.4
Destination service subscribers

Mobile stations of destination service subscribers which are in idle mode shall listen to notification messages on the NCH and move to the voice group call channel or respond to the notification.

Mobile stations which are busy shall either pre-empt the current call (if eMLPP is applied and the new call is of a sufficient priority), or shall provide the service subscriber with an indication similar to call waiting, when applicable.

11.3.1.5
Destination dispatchers

Destination dispatchers are connected into the voice group call as a standard point-to-point call. The notification of the identity of the received group call shall be supplied in the Calling Line Identity, formatted according to sub-clause 9.2.

NEXT MODIFICATION

11.3.9
Short Message Service (SMS)

11.3.9.1
Delivering SMS to the voice group call

If the talking service subscriber, the listening service subscriber, the dispatcher in a voice group call, or any initiator of short messages who is not part of the voice group call wants to send a short message to the voice group call, it shall use the numbering scheme based on ITU‑T Recommendation E.164 as the destination address illustrated below. 

	CC
	NDC
	Prefix
	Group call reference


The Country Code (CC) and National Destination Code (NDC) are used as normal for routing purposes. The CC and NDC may be omitted for internal SMS. The Subscriber Number (SN) is used to indicate:

-
the request of an SMS to a voice group call by use of a prefix. The length of the prefix shall be 1 to 2 digits. The value of the prefix shall be the same as the value used by a dispatcher when originating the voice group call (see subclause 9.2 d);

-
the wanted group call reference as defined in subclause 9.1.

When receiving the short message, the SC may send Delivery Report message containing the received group call reference of the voice group to the sender of the short message, and furthermore the SC shall attempt to deliver the short message to the voice group call addressed by the group call reference. Figure 7f shows the MT SMS delivery procedure. 
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Figure 7f: Successful MT short message transfer attempt to a voice group call

1) The SC sends a Message Transfer message to forward a short message to the SMS-GMSC.

2) The SMS-GMSC sends the MT_ForwardSM_For_VGCS_REQ message to transfer the received short message to the A-MSC using the routing information derived from the group call reference. 

3) The A-MSC sends the GCR_SMS_Interrogation message to the GCR to retrieve the voice group call attributes for short message transfer. 

4) The GCR sends the GCR_SMS_Interrogation_Res message to the A-MSC containing the voice group call status and optionally the list of identities of dispatchers. 

5) The A-MSC sends the MT_ForwardSM_For_VGCS_RES message to the SMS-GMSC containing the status of the voice group call and optionally a list of identities of dispatchers if received from the GCR. Optionally, if the voice group call is currently ongoing, the SMS-GMSC may initiate point to point short message transfer attempts to the dispatchers of the voice group call and, if the voice group call is not established, to the subscribers and dispatchers of the voice group call. 

NOTE: 
How the routing information of the group members can be derived from the group call reference is out of scope of this specification and implementation dependent. This can be achieved e.g. by an external or internal SMS-GMSC database.

6) If the voice group call is established, the A-MSC sends the FORWARD_GROUP CALL_SIGNALLING message to deliver the short message to all related R-MSCs in the voice group call.

7) If the voice group call is established, the A-MSC sends Message Transfer message to deliver the short message to the MSs participating in the voice group call within its MSC area. 

8) If the voice group call is established, the R-MSCs sends Message Transfer message to deliver the short message to the MSs participating in the voice group call within its MSC area.

11.3.9.2
Point-to-point short message during an ongoing voice group call

In this subclause the term point-to-point short message is used for mobile terminating short messages destined to a single subscriber and for mobile originating short messages, regardless whether their final destination is a single subscriber or a voice group call.
For the transmission and reception of point-to-point short messages via CS domain during an ongoing voice group call, an MS and a network supporting this functionality shall apply the procedures specified in 3GPP TS 23.040 [14] and 3GPP TS 24.011 [15] as follows:

a) 
When the talking service subscriber is on a dedicated channel, point-to-point short messages to be sent or received via the CS domain shall be transmitted on the SACCH of the dedicated channel. If the talking service subscriber requests to release the uplink while a short message transfer is ongoing, the MS shall initiate the release of the uplink and abort the transfer of the short message.

b) 
When the talking service subscriber is on a voice group call channel, the MS shall send mobile originating short messages via the CS domain on the SACCH of the voice group call channel, if at least one of the following conditions is fulfilled:
-
the short message is destined to the ongoing voice group call of the talker;

-

the network broadcasts neither an SMS data confidentiality indication nor an SMS guaranteed privacy indication on the NCH; or
-

the network broadcasts an SMS data confidentiality indication, but no SMS guaranteed privacy indication on the NCH, and the voice group call channel is ciphered.
Otherwise the MS shall leave the voice group call, send the short message as specified in 3GPP TS 24.011 [15] and return to the group call in group receive mode afterwards, if possible.

If the talking service subscriber requests to release the uplink while a short message transfer on the voice group call channel is ongoing, the MS shall initiate the release of the uplink and abort the transfer of the short message.
c) 
When the talking service subscriber is on a voice group call channel, the network may deliver mobile terminating point-to-point short messages via the CS domain on the SACCH of the voice group call channel, if at least one of the following conditions is fulfilled:

-

the network does not broadcast an SMS data confidentiality indication on the NCH; or

-

the network broadcasts an SMS data confidentiality indication on the NCH, and the voice group call channel is ciphered.
Otherwise the network shall perform paging into the ongoing voice group call as described in subclause 11.3.1.3 c. The paging information on the FACCH of the voice group call channel shall indicate explicitly that the paging is for a short message. When the paging is received in group transmit mode, the reception of the paging shall be indicated to the subscriber. It is then up to the subscriber to respond to the paging or not. On request of the subscriber to respond to the paging, the MS in group transmit mode shall release the uplink, leave the voice group call, receive the short message as specified in 3GPP TS 24.011 [15], and return to the group call in group receive mode afterwards, if possible.
If the talking service subscriber requests to release the uplink while a short message transfer on the voice group call channel is ongoing, the MS shall initiate the release of the uplink and abort the transfer of the short message.

d) 
If an MS on a voice group call channel is not the endpoint of the layer 2 link for acknowledged message transfer, it shall ignore point-to-point short messages received on the SACCH of the voice group call channel.
e) 
On request of a listening service subscriber to send a point-to-point short message, the MS in group receive mode shall leave the voice group call, send the short message as specified in 3GPP TS 24.011 [15], and return to the group call in group receive mode afterwards, if possible. 

For the delivery of a point-to-point short message to a listening service subscriber, the network shall peform paging into ongoing voice group calls by means of the notification procedure as described in subclause 11.3.1.3. The notification messages on the FACCH of the voice group call channel shall indicate explicitly that the paging is for a short message. When the paging is received in group receive mode, the reception of the paging shall be indicated to the subscriber. It is then up to the subscriber to respond to the paging or not. On request of the subscriber to respond to the paging, the MS in group receive mode shall leave the voice group call, receive the short message as specified in 3GPP TS 24.011 [15], and return to the group call in group receive mode afterwards, if possible.

For the transmission and reception of point-to-point short messages via PS domain during an ongoing voice group call, class A mobile stations supporting this functionality shall apply the procedures specified in 3GPP TS 23.040 [14] and 3GPP TS 24.011 [15]. 

Editor's note: For DTM mobile stations the transmission and reception of point-to-point short messages via PS domain during an ongoing voice group call is ffs.
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