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1. Overall Description:

Recently, two non-interoperable implementations of GEA3 have surfaced. These implementations differ in how the octet stream generated by the GEA3 algorithm is applied to the LLC frames during ciphering and deciphering. 
According to the first interpretation, the most significant bit of the first octet generated by the GEA3 ciphering algorithm should be XORed with the least significant bit of the first octet of the LLC frame and the least significant bit of the first octet generated by the ciphering algorithm should be XORed with the most significant bit of the first octet of the LLC frame.

The second interpretation XORs the most significantbit of the first octet generated by the GEA3 ciphering algorithm with the most significant bit of the first octet of the LLC frame and the least significant bit of the first octet generated by the ciphering algorithm with the least significant bit of the first octet of the LLC frame.

It should be noted that ciphering with the bit streams generated by GEA1 and GEA2 follows the first interpretation, as the bit stream is grouped into octets so that the first bit generated by the ciphering algorithm is assigned to the most significant bit of the first octet, the 8th bit generated by the ciphering algorithm is assigned to the least significant bit of the first octet, and so on.

2. Actions:

To ETSI SAGE group.

ACTION: 
CT1 asks ETSI SAGE group to clarify which of the above options is the correct.
3. Date of Next CT1 Meetings:
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