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The following discussion assumes an understanding of the topic. Please jump to the specification references below to gain an initial familiarity with the topic first if needed.

As a result of our software proving activities, it has become apparent that there is a source of confusion in the GERAN community with regard to interpretation of the relevant specifications. This has led to difficulties in achieving interoperability in some cases due to what we believe is an incorrect presentation of keystream bits to data bits for XOR ciphering by the other party.
The specifications regarding the order of bit presentation have not changed between the introduction of the GEA1/2 algorithms and the introduction of the GEA3 algorithm. In a sequence of data bits the first bit is identified as bit (1,1) which can be read as bit1 of octet 1. Its position within the LLC frame format is clearly defined and ciphering requires that the generated keystream shall be XOR’d with the data, starting from bit (1,1).

So, the interpretation as to what (1,1) means, both for the data stream and the generated keystream, is vital here. Confusion appears to have centered around what (1,1) means in a keystream context, and it is our interpretation in the case of GEA3 that this represents the very first bit of generated keystream as it does for GEA1/2 algorithms. 

We believe that the source of the confusion over the identification of bit (1,1) of the keystream, and hence the order of presentation, is the difference in the way the implementers test data has been authored between the GEA1/2 and GEA3 specifications:
· GEA1/2 Implementers Test Data is documented as a sequence of octets with a bit alignment shown to reflect the LLC frame bit orientation format as given in 04.64 Clause 5.7.1. 

The first bit of generated keystream bit (1,1) is presented as being the least significant bit of the first octet. Example data octets are also shown to illustrate the bitwise XOR principle.

· GEA3 Implementers Test Data is documented instead as a linear sequence of bits, but also in a continuous hex string format. It is not presented to reflect the LLC frame bit orientation format, and the first bit of generated keystream bit (1,1) is shown as the most significant bit of the linear hex string. There is no example data provided to illustrate the presentation to data, as the purpose is to provide only raw keystream vectors to test the keystream generation compliance of the GEA3 algorithm.

Some members of the GERAN community have chosen to interpret the GEA3 ‘OUTPUT’ from the GEA3 implementers test data spec, as octets of the form given in the GEA1/2 spec, instead of a contiguous linear bit sequence. This is causing an implicit and inadvertent reversal of the bit order of each octet of keystream.

The correct interpretation of the GEA3 test data is to break the linear sequence into octets and reflect the bits of each octet (MSBit to LSBit) to align the first bit of generated keystream with the LSbit of the first data octet at the (1,1) position. This ensures consistency with the GEA1/2 test data for which there is no dispute.

Conveying this issue to those who have made the incorrect interpretation has been difficult due to the typical nature of some physical implementations of the keystream generation algorithm. Software algorithms by their nature tend to produce their final keystream output in octets rather than bits, as would be the case for the reference ‘C’ code algorithm from the GEA3 specifications. Without a white box appreciation of the algorithm, it is therefore potentially difficult to identify which of the 8 bits of the first octet was actually generated by the algorithm first. Understanding this is key to interpreting the GEA3 test data.

A hardware accelerated implementation shifts a generated keystream out on a clock cycle by clock cycle basis. The Qualcomm solution is of this form and allows us to examine the origin of the test data explicitly. The following sections aim to illustrate this through specification references, bitwise examples of keystream generation based on individual clock cycles, and correlation with the GEA1/2 implementers test data.

Specifications
The following extracts from 04.64 indicate the bit (1,1) origin for an LLC frame comprising a sequence of octets. Bit (1,1) is defined as the LSBit of the first octet of the frame field. Ciphering shall be by bitwise XOR starting from bit (1,1).

The ‘bitwise’ and ‘starting’ indicates that ciphering shall start from the first bit of generated keystream and shall be applied to bit (1,1) of the information field of the LLC frame.

04.64 - 5.7.1 Numbering Convention (Extract)
The basic convention used in the present document is illustrated in Figure 4. The bits are grouped into octets. The bits of an octet are shown horizontally and are numbered from 1 to 8. Multiple octets are shown vertically and are numbered from 1 to n.
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Figure 4: Format convention

04.64 – Annex A2 - Ciphering algorithm interface (Extract)
Table A.1: Ciphering parameters and frames

	Parameter
	Length
	Description

	Ciphered Frame
	maximum 1 523 octets
	A ciphered LLC layer I or UI frame. Only the information field and the FCS field shall be ciphered. Ciphered Frame shall be generated by bitwise XOR of Output and the Information Field and FCS Field of Unciphered Frame starting from bit (1, 1).

	Deciphered Frame
	maximum 1 523 octets
	A deciphered LLC layer I or UI frame. Deciphered Frame shall be generated by bitwise XOR of Output and the ciphered part of Ciphered Frame starting from bit (1, 1). When transmitting an LLC frame, Deciphered Frame shall be identical to Unciphered Frame if no transmission errors have occurred.


Implementers Test Data Authoring

GEA1 Test Set 1

In the old GSM/GPRS Implementers Test Data specs for GEA1 and GEA2, the test data is presented as follows (taking the simplest first one as an example): 

Kc:           0000000000000000

Input:        00000000

Direction:    0

Plain Text:   00 00 00 00 ... etc

Cipher Text:  1F A1 98 AB ... etc
Note that the Plain Text is all zero in this example, and so Cipher Text XOR Zero equals Keystream. So, Cipher Text above can be read as equivalent to keystream output octets. Now, here the author is presenting examples of how plain text and keystream combine at an octet level to become ciphered.

GEA3 Test Set 1

However, from a 55.217 perspective, the GEA3 test data ‘output’ is presented as follows:

Kc:           0x2BD6459F82C5BC00

Input:        0x5124F20F

Direction:    1

M:            51

OUTPUT:       0xF0270AAF ... etc

Note that here the OUTPUT is presented as a linear HEX string of bits, with the first bit of key stream at the left most bit position in the string. No example of presentation to data is given, and this contrasts with the test data presentation in the old specs:

Physical Algorithm Results

So, taking 32 clock cycles of key stream generation as an example, the Qualcomm hardware GEA accelerator produces the following results with these test vectors. The first bit of key stream generated for the first clock cycle is shown leftmost. I've then shown the necessary reflection of the octets that is needed as per 04.64 section 5.7.1 and 04.64 Annex A Table A.2 for presentation to the plain text.

GEA1:                 Bit0(1st Clk)->11111000100001010001100111010101<-Bit31(Last Clk)

GEA1:                 Bit0(1st Clk)->F8      85      19      D5      <-Bit31(Last Clk)

GEA1 Octet Reflected:                1F      A1      98      AB
Note that for the GEA1 case, when we reflect the octets of the key stream bit sequence for presentation to the data starting at bit (1,1), we get the same as in the GEA1 Test Case 1 example. This shows that that the GEA1 test data is authored not as a linear bit sequence, but as an already reflected octet presentation which is ready for XOR presentation to the plain text.

GEA3:                 Bit0(1st Clk)->11110000001001110000101010101111<-Bit31(Last Clk)

GEA3:                 Bit0(1st Clk)->F0      27      0A      AF      <-Bit31(Last Clk)

GEA3 Octet Reflected:                0F      E4      50      F5

In the GEA3 case, the linear bit sequence already matches the test data OUTPUT. This shows that the GEA3 test data is authored not as a set of octets which are ready for presentation to the plain text, but as a linearly generated bit sequence. This sequence must be octet reflected for presentation to the plain text.

Summary

1 There has been no change in the 04.64 specification relating to keystream presentation to data. The specifications are clear and indicate that the keystream shall cipher the data starting from bit (1,1). This is the same for GEA1, GEA2 and GEA3.

2 The earlier GEA1/2 Implementers Test Data specification presents its test vectors as a sequence of text octets which are pre-oriented to observe the LLC frame bit numbering convention of 04.64.

3 The 55.217 Implementers Test data specification differs from earlier GEA1/2 test data specification by presenting ‘OUTPUT’ test vectors as a linear contiguous sequence of bits with the first generated bit left-most in the sequence.

4 Each octet of a linear keystream bit sequence, such as is given in the 55.217 GEA3 specification, must be bitwise reflected MSBit to LSBit in order to align the first bit of generated keystream with bit (1,1) of the LLC frame bit numbering convention, before bitwise XOR can occur. This ensures consistency with GEA1/2 operation.

5 Interoperability difficulties will arise where the partner has not observed the presentation requirements of (4) above.

6 It is Qualcomm’s opinion that the formatting conventions used in the GEA1/2 and GEA3 Implementers Test Data specifications should be clarified in order to identify the first bit of generated keystream beyond doubt.

7 The 04.64 specification would also benefit from extra clarity in Annex A2 by cross referencing with section 5.7.1 and providing a keystream bit identification to cross correlate with the Implementer Test Data specifications.
In summary, Qualcomm are confident of our GEA3 standards interpretation and implementation. We have verified against two major test equipment vendors who also agree with our interpretation.

Proposal
We propose that CT1 send a LS to ETSI SAGE asking them clarify this issue. 
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