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Introduction
Draft-ietf-sip-gruu-11 distinguishes between two types of GRUUs; Public GRUU, and Temporary GRUU. A Public GRUU exposes the underlying AOR associated with the GRUU. A Temporary GRUU hides the underlying AOR, and therefore provides a certain level of anonymity. 
This document describes a mechanism for creating and routing Temporary GRUUs in IMS using PSI. The advantage of this mechanism is that the impact for support of Temporary GRUUs in the core network is confined to the S-CSCF. 
Properties of a Temporary GRUU

Draft-ietf-sip-gruu-11 doesn’t place any requirements on creating a Temporary GRUU other than the requirement to hide the associated AOR. The draft does provide an example mechanism for constructing a Temporary GRUU, where the registrar places a random value in the user part of the GRUU that can subsequently be used by the registrar (say when it receives a request addressed to that Temporary GRUU) to derive the underlying AOR and instance ID. The random user value could be a key into an internal table maintained by the registrar, or it could be an encrypted form of the AOR and instance ID. 
The domain part of the Temporary GRUU must be routable to the home proxy containing the registrar.
Creating Public GRUUs in IMS

An S-CSCF (acting as registrar) creates a Public GRUU by adding a ‘gr’ parameter to the Public Identity of the user. The ‘gr’ parameter contains a value that maps to the Instance ID. Other entities in the network (such as the I-CSCF) can essentially ignore the ‘gr’ parameter, and treat the Public GRUU as if it were the Public Identity. 
Creating Temporary GRUUs in IMS

Our recommendation is that the mechanism for creating Temporary GRUUs remain unspecified and left to individual S-CSCF implementations. In order for this to work, the S-CSCF must create the Temporary GRUU such that it is routable back to the same S-CSCF using existing IMS routing procedures. One way to accomplish this is using the PSI mechanism already supported in IMS.

The PSI mechanism allows a PSI to be associated with a specific S-CSCF in the HSS. In this case, the domain of the PSI identifies the serving network, and the user part of the PSI is mapped to a specific S-CSCF in that network. On receiving a request addressed to such a PSI, the I-CSCF performs a location query on the HSS, finds the serving S-CSCF, and routes the request to that S-CSCF. The PSI also supports a wildcard mechanism, where the user part of the PSI contains “don’t care” information that has meaning only to the owner of the PSI (in this case, the serving S-CSCF).
In order to utilize PSI for the creation of Temporary GRUUs, each S-CSCF in the network would be assigned its own wildcard PSI in the HSS. On creating a Temporary GRUU, the S-CSCF starts with its pre-assigned wildcard PSI, and then places a value in the wildcard portion of the user part of the PSI that identifies the Public Identity and Instance ID associated with the GRUU. How this wild-card user value maps to the Public Identity and Instance ID is known only by that S-CSCF; e.g., it could be a key into an internal mapping table maintained by the S-CSCF, or it could be an encrypted form of the Public Identity and Instance ID where the encryption keys are known only to that S-CSCF. 
Requests routed to Temporary GRUU created in this manner would always reach the S-CSCF that created the Temporary GRUU using existing routing procedures. The S-CSCF would then derive the associated Public Identity and Instance ID from the user part of the PSI, and route the request to the target registered instance.
