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Introduction:

In the last CT1 meeting CT1 discussed “Solutions for session continuity using multiple simultaneous registrations”, triggered by contribution C1-061636. As a consequence of this discussion CT1 sent a LS to SA2 and SA3 (C1-061867) stating that CT1 strongly recommends a solution based on the IETF “outbound” framework (draft-ietf-sip-outbound).

However, we believe that there might be a potential issue when using an outbound based solution within the IMS security framework, i.e. when using IPSec according TS 33.203 and TS 24.229, starting from Rel-5.
This contribution is also submitted for information to 3GPP SA3 meeting #45 taking place the same week as CT1#44.
Discussion: 

1)
Port Usage in case when using IPSec security associations:

According 33.203, IPSec security associations are bound to specific parameters (selectors) of the SIP flows between UE and P‑CSCF, i.e. source and destination IP addresses, transport protocols that share the SA, and source and destination ports. 
During the security mode setup, the P-CSCF associates two ports, called port_ps ("protected server port") and port_pc ("protected client port"), with each pair of security assocations established in an authenticated registration and the UE associates two ports, called port_us ("protected server port") ) and port_uc ("protected client port"), with each pair of security assocations established in an authenticated registration. The number of the ports port_ps /port_pc are sent from the P-CSCF to the UE and the numbers of the ports port_us / port_uc are sent from the UE to the P-CSCF using the SIP sec-agree framework (RFC 3329).
In case UDP is used as transport:
· the P-CSCF receives protected requests and protected responses the port port_ps  and sends protected requests and protected responses on the port port_pc 
· the UE receives protected requests and protected responses on the port port_us and sends protected requests and protected responses on the port port_uc
This is shown in the following figure:
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Figure 1: Port Usage in case of UDP as transport, IPSec SA’s are established 
2)
 Port usage as described in the SIP outbound framework
Draft-ietf-sip-outbound-03 (March 2006) defines means for User Agents, registrars and proxy servers that allow requests to be delivered on existing connections established by the User Agent during Registration. These connections may also be used for multiple registrations.
Amongst others, draft-ietf-sip-outbound defines the so called flow and the reg-ID
“Flow: A Flow is a network protocol layer (layer 4) association between two hosts that is represented by the network address and port number of both ends and by the protocol. For TCP, a flow is equivalent to a TCP connection. For UDP a flow is a bidirectional stream of datagrams between a single pair of IP addresses and ports of both peers. With TCP, a flow often has a one to one correspondence with a single file descriptor in the operating system.”

“reg-id: This refers to the value of a new header field parameter value for the Contact header field.  When a UA registers multiple times, each simultaneous registration gets a unique reg-id value.”

“instance-id”: This specification uses the word instance-id to refer to the value of the "sip.instance" media feature tag in the Contact header field.  This is a Uniform Resource Name (URN) that uniquely identifies this specific UA instance

With regards to creation of the initial REGISTER request, draf-ietf-sip-outbound requires the following: “Registration requests, …, MUST include the instance-id media feature tag as specified in Section 4.1.These ordinary registration requests MUST also add a distinct reg-id parameter to the Contact header field.”

Later on, when forwarding a request from the P-CSCF to a UE (e.g. an INVITE) draft-ietf-sip-outbound requires the following: “When the Edge Proxy receives a request, it applies normal routing procedures with the following addition. If the top-most Route header refers to the Edge Proxy and contains a valid flow identifier token created by this proxy, the proxy MUST forward the request over the flow that received the REGISTER request that caused the flow identifier token to be created.”
3) 
Conclusion

The requirement how to forward requests according to the outbound framework as specified in draft-ietf-sip-outbound-03 contradicts to the rules for forwarding requests as currently specified in 33.203 and 24.229 when an IPSec Security Association is established. 
In the IMS sending requests/responses is based on having two pairs of security associations (which can be referred to as flows), where requests from the P-CSCF to the UE are sent via a different flow than the one used by the UE to send the REGISTER (and further requests). 
When using SIP outbound techniques, requests sent from the P-CSCF must be sent over the same flow as the one over which the REGISTER was received. 
Proposal:

It is proposed to discuss the above described potential issue and take this into consideration when deciding on the mechanism to support multiple registrations. In case CT1 agrees that the above described behaviour causes problems when specifying a method for the support of multiple registrations in the IMS, it is proposed that CT1 investigates alternative solutions to the multiple registrations problem. In addition we propose to inform SA2 and SA3 of the outcome of the discussion. 
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