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CT1 informed SA3 in their LS C1-061867 that CT1#43 had discussed three solutions for support of multiple simultaneous registrations in IMS. Solution 1 was the solution strongly recommended by CT1.

As requested by CT1, SA3 evaluated the security impacts of the proposed options. SA3 arrived at the following conclusions:

1. SA3 did not recognize any additional security risks associated with the use of the new feature “multiple simultaneous registrations in IMS”.

2. Multiple simultaneous registrations with the same IMPI, but with IP addresses, which are different for all simultaneous registrations, are compatible with the general approach to IMS security as specified in TS 33.203, but would require moderate changes to the specification text, which limits the number of security associations per IMPI. This also holds when the different registrations pass through the same P-CSCF. The precise changes can only be determined when the method for supporting multiple registrations is known in more detail. 

3. Multiple registrations with the same IMPI and the same IP address may not be easily compatible with the approach to IMS security as specified in TS 33.203. But it is SA3’s understanding that this case is not considered by SA2 and CT1 anyhow. So, SA3 did not extensively study this case and has formed no final opinion.

4. SA3 noted the attached contribution C1-062037 to CT1#44 entitled “Issue when using Outbound together with IMS security according to TS 33.203”. SA3 confirms that the description of “Port Usage in case when using IPSec security associations” correctly reflects the specification of IMS security in TS 33.203.

5. SA3 assumes that any solutions for support of multiple simultaneous registrations in IMS that would require SA3 to modify the existing port handling in TS 33.203 would not be acceptable.

6. SA3 did not find other issues with solution 1, beyond the impact to the existing port handling mentioned in C1-062037.

7. SA3 also reviewed solutions 2 and 3, as far as described in C1-061636, and did not find any issues with them.

8. SA3 did not study any of the solutions in sufficient depth to be able to rule out all possible future issues.

Actions to CT1: 

CT1 are kindly asked to take the above information into account in their work on multiple simultaneous registrations in IMS. Furthermore, SA3 would appreciate to be informed about the progress of work in CT1 to be able to review it from a security point of view and to prepare CRs to TS 33.203 (if required). CT1 is also asked to inform SA3 if SA3’s understanding in bullet 3 about the use of different IP addresses is not correct.
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