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Introduction and background

Incoming LS (C1-061382) from SA5 asks CT1 comments for a list of problems when charging meets forking. This paper discusses possible solutions to avoid charging problems with forking.
DISCUSSION of IDentified Problems
Problem 1: Offline charging, forking in terminating S-CSCF, all scenario - Uniqueness

The ICID that meant to be generated as globally unique identifier is not unique any more: the multiple branches cannot be distinguished based on that.

The “To” tags make all forking branches of the initial SIP session unique. SA5 can define a unique ID for CDRs and Rf accounting sessions by including the "To" tag into their ID.

Problem 2: Offline charging, forking in originating and terminating S-CSCF, scenario 3 – multiple charging
The multiple CDR generation could be avoided by generating the ACR (start) for the 1st 200 OK only. All subsequent 200 OK responses should then be neglected. The same number of BYE message(s) should be neglected as well. But it is not a ‘nice’ solution, and it is not guaranteed that the 200 OK seen first by the originating / terminating S-CSCF will be the same 200 OK seen first by the UE. It is not an issue from call length point of view, but other parameters (where the call terminated, what media agreed, …?) might affect the rating considerably.
It is proposed that whenever a forking CSCF or AS receives subsequent 200 OK final responses for the forked initial INVITE request, the forking node should terminate that response, acknowledge the response with an ACK request; send a BYE request to this dialog in order to terminate it, and if a provisional response had been sent before from the same UE, send an appropriate 4xx towards the calling party. As it is possible that the forking node is not 3GPP compliant, the same check is proposed in originating S-CSCF as well. Related CRs are CR # 1451 (C1-061602 for Rel5, terminating S-CSCF does not fork in Rel5, but a non-3GPP terminating network can, so the problem may occur in originating S-CSCF), 1452 (C1-061603 for Rel6), and 1453 (C1-061604 for Rel7).

Note that the swap of 200 OK responses may mean problem for policy control as well (related pack of CRs (C1-060365-67) was shortly discussed earlier).

Problem 3: Online charging, forking in terminating S-CSCF, all scenarios – closing credit control sessions
All the problems raised in online charging have the same root that different SIP branches are to be handled with same credit control sessions. Until this is kept, it is true that the charging triggers cannot properly represent the SIP session handling. It is proposed that a separate credit control session is opened for each branch. This allows separate credit availability check for all possible destinations. This is required (?), as it is possible that certain destinations (i.e. certain branches) will be blocked by OCS.
However this means further challenges:

A, it may lead to multiple successful sessions charged by OCS (scenario 3 only).
When receiving the 200 OK responses, the terminating S-CSCF cannot tell yet, which of them will arrive at UE first, i.e. which branch will remain. Therefore, if the SDP has changed, it has to report the 200 OK responses to the OCS - and that is already a point, which determines that forking can lead to multiple successful sessions charged for the terminating party. Even though some credit control sessions will be closed soon by BYE requests, user may have to pay for them, as it appears to be a successful session for OCS.
If, however, terminating S-CSCF would block forwarding the 2nd etc. 200 OKs, the charging functionality would be able to determine which branch is to be charged and the credit control sessions belonging to the branches terminated by the forking node could be reported towards OCS as if they had been unsuccessful (this is of course still additional / changed functionality required for charging functionality). Proposed CRs solve that problem.
B, separate credit availability check for all possible destinations may unnecessarily limit forking possibilities.
The relation of separate credit control requests should be visible in OCS. If it is not available the OCS will reserve a quota for each branch (for each credit control request), although only one of them will be really charged. As this is made sequentially, the setup of second or further branch(es) may be disallowed by OCS as the quotas for previous branches consume the user’s available credit. It should be guaranteed by some method that only the maximal credit of branches is needed instead of the sum.

A first possibility for that is if OCS analyses the content and identifies that the IMS-Charging_Identifier and User-Session_ID AVPs carried by the requests are the same. This can enable OCS to consider that only one of the allocated quotas will be really used, i.e. they can be implicitly pooled.

Optionally, a correlation mechanism could be used for the credit control session. A possible solution for that is using the same Session-ID value in all the credit control sessions involved for forking branches and distinguishing them by utilising the “Accounting-Sub-Session-ID” AVP defined by RFC3588. (Note that this parameter was not intended to be used by 3GPP charging functions so far.) Another solution for correlation can be utilising the Acct-Multi-Session-ID defined by RFC3588. This AVP has to be set for the same value in all involved credit control sessions and different Session-IDs can be used in each of them. (This AVP was not to be used so far either.)

Problem 4: Online charging, forking in originating S-CSCF, scenario 3 – closing credit control sessions

Same solution as in terminating case – see problem 3.
Problem 5: Releasing forked branches after the forking CSCF / AS – User still needs to pay.
A CSCF node downstream from the forking point is not aware of the fact that the INVITE request handled is a forking branch. It may generate an accounting session as in any other case. Even if a BYE is received shortly after the ACK, it is not known whether it is really just an unnecessary branch, or the subscriber tries to have a short session for free.
A possible solution is to set the reason header in the BYE of the dropped branches so that it reflects the situation exactly. We propose to use the reason-value “Call completed elsewhere” as proposed by RFC3226.

However the Reason header can be used for suppressing the charges for any session, only if we can prevent that user misuses it (by setting the Reason header to the above value in successful but ‘very short’ sessions too). A possible solution is to remove the false Reason header in the network (if the proposed CRs are accepted, the UE will never receive multiple 200 OK responses for an initial INVITE). However modifying the Reason header is against the RFC 3326, the proposed solution is to apply a ‘trust-concept’ for the Reason header as described in an earlier discussion paper (C1-060362, Trust concept for the SIP Reason header).
However, if for example a very short INVITE session is originated in a non-3GPP network that will not support the proposed modifications, the terminating 3GPP network cannot determine if it really handled a forked branch that became unnecessary, or just the calling party tries to cheat.











































































































































































