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1. Overall Description:

CT1 thanks to OMA DM the response given to liaison C1-060620 (“LS on support for OMA DM 1.2 and OMA DM 1.1.2 in 3GPP release 7”) in C1-060650 (“DM 1.2 in 3GPP Rel-7”) and would like to inform that it has been agreed to adopt OMA DM 1.2 for Release 7 and onwards.

CT1 would also like to inform that it foresees new 3GPP managed objects and to this respect SA3 has expressed some security concerns which are generic to any use of OMA Device Management in a 3GPP terminal in their liaison C1-060690 (“Reply LS on Selective Disabling of UE Capabilities”). These security concerns are summarized as follows:

1. The minimum-security requirements for protecting the communication between the UE and the DM server should be to ensure mutual authentication and integrity protection of the messages. It is proposed to use of TLS for server authentication and message integrity.
2. OMA DM bootstrap mechanism does not support the possibility to provide transport layer security credentials like root keys and TLS client certificates to the UE.

3. The WAP push mechanism does not provide sufficient security when used for selective disabling of UE capabilities in particular, but also for other 3GPP uses of DM. It is recommended using the bootstrap information from the smartcard and recommended to explicitly prohibit the use of WAP push for bootstrap. Additionally, bootstrap information at manufacture is possible.

CT1 plans to document a generic use of DM in 3GPP terminals taking into account SA3 recommendations and would like to get feedback from OMA DM with regards to the above points, and feedback on taking SA3 recommendations into account when developing OMA managed objects.

2. Actions:

To OMA DM WG.

ACTION: 
CT1 kindly requests OMA DM WG to:

· Provide feedback on each of the above SA3 recommendations.
· Provide feedback on taking into account the SA3 recommendations in OMA managed objects.
· Take the above information into account when specifying managed objects impacting 3GPP terminals.
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