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IMS Service Level Trace 

Stage 2 work on service level trace in SA5 has reached 50% completion in specification TS 32.422, and the impact on stage 3 can now be considered. This discussion paper describes the background to the stage 2 work in SA5 and highlights items that need discussion and specification in CT1. 

Use of Service Level Trace 

Service level trace has two use cases, to diagnose faults reported by customers, and to perform network testing such as regression testing when a change has been made or performance testing. 

Trace Activation 

Tracing is activated from a network management system to the HSS and from a Device Management Server (DMS) to a UE. The starting and stopping of tracing is controlled by SIP/Diameter signalling. 
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Propagation of Trace Activation in SIP Signalling 

Trace activation is signalled to the HSS, which then propagates the trace activation message to the S-CSCF, I-CSCF, P-CSCF and AS when the UE registers. 
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Identifiers for Tracing 

Tracing is for a particular device using a particular service, which requires an identifier for a device and an identifier for a service. How a device and service will be identified is a stage 3 decision for CT1. 

Starting Trace 

When trace has been activated, the UE sends a “Service Level Trace Start Trigger Event” when it initiates the service to be traced. This "Start Trigger Event" could be specified as any SIP message originated by the UE that matches the trace activation at the proxies, or it could contain a specific "Start Trigger Event" indication inserted by the UE. A specific "Start Trigger Event" indication allows the UE to control which transactions or dialogs shall be logged, it also reduces load at the proxies if they do not log all signalling. 
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Stopping Trace 

Clause 4.2.5.5 of TS 32.422 gives one example of failure of the DIAMETER query from the I-CSCF to the HSS stopping trace. Tracing appears to end when a final response is received. No explicit stop trigger event is identified. 

Stage 3 Specification 

The stage 2 specification does not add any extra signalling messages or change existing IMS related procedures. Therefore, the scope of stage 3 is to identify any extra SIP header or body content needed for tracing. 

Stage 3 impact of 32.422 and the responsible working group is listed below. 

	TS 32.422 Clause 
	Stage 3 Specification  

	4
Trace activation and deactivation

4.1
Trace session activation / deactivation

4.1.1
Management activation

.

.

4.1.1.5
IP Multimedia Subsystem activation mechanisms
	Definition of managed object parameters for trace activation and deactivation in TS 24.167. (CT1)

	4.1.2
Signalling activation

.

.

4.1.2.9
Service Level Tracing for IMS activation mechanisms
	SIP and Diameter messages must be used to carry trace control and configuration information for Trace Session Activation. It must also be specified how trace control and configuration parameters will be represented in a SIP messages (or body of SIP messages) and Diameter messages. For example, Trace Session Activation might indicate that trace recording starts at or after 13:00 hrs, upon reception of SLT Trace Trigger Event. (CT1, CT4)

This clause contains a reference to OMA device management, which perhaps should be in subclause 4.1.1.5. 

Clause 4.1.2.9.4 references clause 4.2.3.5 which does not exist. 

	4.1.4
Signalling deactivation

.

.

4.1.4.6
Service Level Trace in IMS deactivation mechanisms
	SIP and Diameter messages must be used to signal trace session deactivation. (CT1, CT4)

	4.2
Trace recording session Start / Stop triggering

4.2.1
General

4.2.2
Starting a trace recording session - management based

.

.

4.2.2.4
IP Multimedia Subsystem starting mechanisms
	Currently FFS in stage 2. Might impact 24.167 (CT1). 

	4.2.3
Starting a trace recording session - signalling based

4.2.3.4
Void
	Specification of signalling based starting of a trace recording session is a CT1 issue. 

	4.2.4
Stopping a trace recording session - management based

.

.

4.2.4.4
IP Multimedia Subsystem stopping mechanisms
	Currently FFS in stage 2. Might impact 24.167 (CT1).

	4.2.5
Stopping a trace recording session - signalling based

.

.

4.2.5.5
Service level tracing for IMS stopping mechanism
	SIP and Diameter messages must be used to signal stopping of a trace session. (CT1, CT4)

	5
Trace control and configuration parameters

5.1
Triggering events (M)
	Stage 2 list some example SIP methods as start triggering events. It is not clear whether specific dialogs will be traced based on a start trigger event parameter. (CT1)

	5.2
Trace Depth (M)
	Stage 2 specifies that IMS tracing shall always use maximum depth, i.e. all signalling is logged. 

	5.3
List of NE types (M)
	Should list all traced IMS elements, P-CSCF, I-CSCF, S-CSCF, SIP AS, HSS, BGCF, MGSF.

	5.4
List of interfaces (O)
	Should list all traced interfaces. 

	5.5
Trace Reference (M)
	Should define the meaning and usage of the trace reference. 

	5.6
Trace Recording Session Reference (M)
	Should define the meaning and usage of the trace  recording session reference.


Messages and Message Content 

Trace activation/deactivation message

SIP and Diameter messages, with trace control and configuration information. 
Service Level Trace start trigger event 

For example, a new SIP header or tag for a trace start trigger event. 

Trace record 

IMS Trace Records must be defined by CT1 or SA5, to be included in SA5 TS 32.423. 

Service Identifier 

Tracing is based on a particular device using a particular service. Therefore a service identifier and a device identifier are required. 
Procedures
Trace session activation and de-activation in UE and network element 

Trace Session Activation is under the control of OMA. 3GPP must define the 3GPP SLT Management Object (CT1). 

Trace starting and stopping in UE and network element 

The method by which a UE inserts or appends the Start Trigger Event in an outgoing SIP request (CT1). Security at the P-CSCF/I-CSCF/S-CSCF for authenticating the SLT Start Trigger Event. (CT1, SA3)
Trace record collection 

Whether the UE produces trace records is not yet clear. To be specified by SA5. 
Sending trace session activation message from HSS to network elements (CT4)

Sending of Trace Session Activation from HSS to AS

Sending of Trace Session Activation from AS to MRF

Sending of Trace Session Activation from S-CSCF to I-CSCF

Sending of Trace Session Activation from I-CSCF to P-CSCF

Sending of Trace Session Activation from S-CSCF to MGCF and BGCF 

Conditions for I-CSCF to remove trace control and configuration parameters before forwarding a 200OK to a P-CSCF in a visited network. 

It will be necessary to restrict trace control and configuration parameters to the trusted domain (CT1). 
Trace activation at the UE via device management (DM) (CT1). 

A managed object, or managed object parameters, are required for trace activation. 
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