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**** Second modified section ****
3.1
Definitions

For the purposes of the present document, the terms and definitions defined in TR 21.905 [30] and the following apply:

Available SSID: An SSID that the WLAN UE has found after active and/or passive scanning which meets certain conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.

External AAA Server: The AAA Server is located in the external packet data networks. The PDG interworks with the Exteranl AAA Server via the Wi reference point.

External IP Network/External Packet Data Network: An IP or Packet Data network with access provided by the 3GPP – WLAN Interworking, rather than directly from the WLAN AN.

Home WLAN: A WLAN which interworks with the HPLMN without using a VPLMN.

Interworking WLAN (I-WLAN): A WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure to select a specific I-WLAN from the available I-WLANs.
Local Service Identifier: An identifier used within the 3GPP system for a service available directly from the I-WLAN, for example Internet access or access to a specific corporate network.

Offline charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage without affecting the service rendered in real-time.
Online charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage where the service may be affected in real-time.

Policy Enforcement: Functionality implemented in a WAG to ensure packets coming from or going to the WLAN AN are allowed based on unencrypted data within the packets. (e.g. source and destination IP address and port number).
Private network access from WLAN 3GPP IP Access: UE access to an external IP network via a PLMN via a tunnel. This is one of the WLAN 3GPP IP access. While the WLAN 3GPP IP access only performs user authentication and authorization with 3GPP AAA server, this access performs authentication and authorization with external server via PDG in addition to the authentication and authorization with 3GPP AAA server.
PS based services: General term to refer to the services provided by a PLMN using the IP bearer capability between a WLAN UEs and the PLMN when WLAN 3GPP IP Access is used. Examples include bearer services such as Internet access, and Corporate IP network access and higher level services such as SMS and LCS.

Requested W-APN: The W-APN requested by the user.

Routing Enforcement: Routing Enforcement ensures all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is implemented between a WLAN AN and a WAG.
Selected W-APN: The W-APN selected by the network as a result of the WLAN -UE subscriber request.
Service Authorization: Authorization allowing a subscriber to access the requested service based on subscription.

Tunnel Identifier: Identifier of a tunnel between a WLAN UE and a PDG. It is contained in the unencrypted part of a packet.

User Identifier: Identifier of a user which may be used, for example, in charging functionality.
WLAN Access Point Name (W-APN): Is used to identify a specific IP network and a point of interconnection to that network (Packet Data Gateway).
WLAN 3GPP IP Access: Access to an IP network via a PLMN via a tunnel. A related term is WLAN Direct IP Access.

WLAN coverage: The area where a WLAN UE can connect to a WLAN.

WLAN Direct IP Access: Access to an IP network directly from a WLAN AN without passing data to a PLMN via a tunnel. A related term is WLAN 3GPP IP Access.

WLAN UE's local IP address: The address used to deliver a packet to a WLAN UE in a WLAN AN. It identifies the WLAN UE in the WLAN AN. The WLAN UE's local IP address may be translated by a Network Address Translation prior to being received by any other IP network, including a PLMN.

WLAN UE's remote IP address: The address used by the data packet encapsulated inside the WLAN UE to PDG tunnel. It represents the address of the WLAN UE in the network which the WLAN UE is accessing via the PDG.
External AAA Server: The External AAA Server is located in an external packet data network. The PDG interworks with the External AAA Server via the Wi reference point that is described in 3GPP TS 29.161 [YY].
**** Third modified section ****
8
Tunnel management procedures

8.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the WLAN UE and the PDG. Tunnel Establishment procedure is always initiated by a WLAN UE, whereas Tunnel Disconnection procedure can be initiated by the WLAN UE or network.

Tunnel Establishment procedures can be initiated by a WLAN UE without having been previously authenticated for WLAN Direct IP Access. There is no requirement to use the full authentication mechanism for the first tunnel establishment if the WLAN UE is already authenticated for WLAN interworking. However, if the WLAN UE is attempting WLAN 3GPP IP Access without being authenticated earlier, i.e. not having received previously any temporary identity; full authentication mechanism shall be used by the 3GPP network and WLAN UE (using the IMSI).
The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [5].
8.2
Tunnel establishment procedures

8.2.1
UE procedures

8.2.1.1
General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after selecting a remote tunnel endpoint using Domain Name System (DNS) procedure as mentioned in the subclause 8.3.1.2.

The WLAN UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for IPsec tunnel negotiation as specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

The WLAN UE may support authentication to an External AAA Server as described in draft-eronen-ipsec-ike-v2-multiple-auth [XX]. In this case, the WLAN UE shall support one of following authentication mechanisms i.e. EAP, PAP or CHAP procedures as described in 3GPP TS 33.234 [5].
8.2.1.2
Selection of remote tunnel endpoint

The WLAN UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the remote tunnel endpoint, i.e. the PDG.

When performing W-APN resolution (i.e. building a Fully Qualified Domain Name (FQDN) for the DNS request), the WLAN UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the WLAN UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [1a]. 

NOTE:
The W-APN NI identifies the IP network the user wants to access, e.g. operator service network or the Internet. The W-APN OI defines in which PLMN the PDG is located and it is used in WLAN IW in order to select a PDG in VPLMN or a PDG in HPLMN. For this reason the W-APN OI usage in the DNS query is mandatory in WLAN IW.

The initial selection of the remote tunnel endpoint is done in the WLAN UE. Upon reception of a DNS response containing one or more IP addresses of PDGs that support the requested W-APN, the WLAN UE shall select an IP address with the same IP version as its local IP address. This selection may be performed by the user (WLAN UE implementation option) or may be performed automatically by the WLAN UE. In the later case, the criterion for automatic selection is implementation dependent.

8.2.1.3 WLAN UE initiated tunnel establishment
8.2.1.3.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA Server
In order to request the establishment of a tunnel to a certain W-APN, the WLAN UE shall comply with IKEv2 protocol definitions as defined in the IKEv2 protocol (IETF RFC 4306 [14]). In order to set up an IKE connection between the WLAN UE and the PDG, the WLAN UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the PDG. On receipt of an IKE_SA_INIT response, the WLAN UE shall send a tunnel establishment request (IKE_AUTH request message defined in IETF RFC 4306 [14]) to the selected PDG (see clause 8.2.1.2) including the W‑APN and the NAI. The WLAN UE shall include in "IDr" payload the W-APN that was used in the DNS query and in the "IDi" payload the NAI.

NOTE 1:
The username part of the NAI included in "IDi" payload may be an IMSI, pseudonym or re-authentication ID.

NOTE 2:
Fast re‑authentication mechanism is optional, and therefore is an implementation option in the WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent an re-authentication ID during previous EAP authentication) whether to use it during tunnel establishment.

Upon receipt of a response message with Notify payload of type "ERROR" i.e. indicating the failure of the tunnel establishment the WLAN UE may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
stop the tunnel establishment attempt and release the security association (SA) with the PDG.

8.2.1.3.2
WLAN UE initiated tunnel establishment with additional authentication to an External AAA Server
When the WLAN UE needs authentication to an External AAA Server for WLAN 3GPP IP Access at a particular W-APN, the WLAN UE shall perform the actions as specified in subclause 8.2.1.3.1 with the following additions:
On receipt of an IKE_SA_INIT response from the PDG containing a "MULTIPLE_AUTH_SUPPORTED" Notify payload, the WLAN UE shall include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in draft-eronen-ipsec-ike-v2-multiple-auth [XX]. If the IKE_SA_INIT response from the PDG does not contain a "MULTIPLE_AUTH_SUPPORTED" Notify payload, the WLAN UE shall use the procedures defined in clause 8.3.1 to disconnect the tunnel. After that, the WLAN UE then may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or
-
perform an implementation specific action.
After successful EAP-SIM or EAP-AKA authentication, the WLAN UE shall send an IKE_AUTH request with "AUTH" payload and Notify payload of type "ANOTHER_AUTH_FOLLOWS".
Upon subsequent receipt of an IKE_AUTH response with "AUTH" payload only, the WLAN UE shall send an IKE_AUTH request to the PDG containing the user identity in the private network in the "IDi" payload encoded in UTF-8 format as described in IETF RFC 3629 [ZZ]. The WLAN UE then takes the following actions, depending on the type of EAP request then received from the PDG within the IKE_AUTH response and the credentials the WLAN UE has stored for the particular W-APN:
-
If the WLAN UE receives an EAP-GTC request and the WLAN UE has PAP credentials, then the WLAN UE shall send EAP-GTC response to the PDG containing the user’s PAP password encoded in ASCII. 
-
If the WLAN UE receives an EAP-MD-5 request, and the WLAN UE has CHAP credentials, then the WLAN UE shall send an EAP MD5-Challenge response to the PDG
-
If the WLAN UE receives a different EAP authentication type request for which the WLAN UE has credentials, then the WLAN UE shall send EAP response to the PDG.
-
If the WLAN UE receives a different EAP authentication type request, which the WLAN UE does not support, then the WLAN UE shall send EAP-Legacy-Nak response to the PDG containing authentication types supported by the WLAN UE.
NOTE 1:
The authentication and authorization to an External AAA Server for WLAN 3GPP IP Access signalling flows are described in 3GPP TS 33.234 [5].
8.2.2
PDG procedures

8.2.2.1
General

The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see IETF RFC 4306 [14]), in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

If the PDG supports a W-APN for which authentication to an External AAA Server is required, the PDG shall support the capability for multiple authentications as described in draft-eronen-ipsec-ikev2-multiple-auth [XX].
The PDG shall support in place rekeying of security association as described in IETF RFC 4306 [14]. The support for multiple IPsec ESP security association (I-WLAN tunnels) per IKE connection is dependent on operator configuration at the PDG. The PDG shall support an operator configurable parameter for the maximum number of tunnels per IKE security association and a per user count for the number of tunnels such that it is possible for the operator to configure a limit for the number of IPsec ESP security association (I-WLAN tunnels) per IKE security association.

8.2.2.2
UE initiated tunnel establishment
8.2.2.2.1 WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA Server
Upon receipt of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, the PDG shall contact the 3GPP AAA Server as specified in 3GPP TS 29.234 [3] in order to retrieve service authorization and authentication information for the WLAN UE requesting the establishment of the tunnel.

Upon successful authorization and authentication, the PDG shall accept the tunnel establishment request by sending the IKE_AUTH response message and including the allocated remote IP address in the "Configuration" payload. The PDG shall increment its maintained count of the number of tunnels for that user

Upon authentication failure, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload of type "AUTHENTICATION FAILED".
8.2.2.2.2 WLAN UE initiated tunnel establishment with additional authentication to an External AAA Server

When the PDG supports authentication to an External AAA Server for WLAN 3GPP IP Access at a particular W-APN, the PDG shall perform the actions as specified in subclause 8.2.2.2.1 with the following additions.
On receipt of an IKE_SA_INIT message, the PDG shall include Notify payload of type "MULTIPLE_AUTH_SUPPORTED" in the IKE_SA_INIT response message.
On successful completion of EAP-SIM or EAP-AKA and on receipt of an IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the PDG shall send an IKE_AUTH response containing the "AUTH" payload. 
Upon receipt of a subsequent IKE_AUTH request from the WLAN UE containing the user identity in the private network within the "IDi" payload, the PDG shall take the following actions depending on the the type of authentication required by the External AAA Server: 
-
if EAP authentication is required, the PDG shall send an EAP request to the WLAN UE within an IKE_AUTH response message. Upon receipt of an EAP response, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [YY]) to authenticate the user to the external AAA Server.

-
if PAP procedure is required, the PDG shall send an EAP-GTC request to the WLAN UE. Upon receipt of an EAP-GTC response within an IKE_AUTH request message from the WLAN UE, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [YY]) to authenticate the user to the external AAA Server. If the PDG receives Legacy-Nak response from the WLAN UE containing EAP–MD5 type, the PDG may, if the specified W-APN allows, change the authentication and authorization procedure to CHAP. If the specified W-APN does not allow CHAP procedures or the PDG receives Legacy-Nak response not containing EAP-MD5, the PDG shall send an EAP-Failure to the WLAN UE. 
-
if CHAP procedure is required, the PDG shall send an MD5-Challenge request to WLAN UE. Upon receipt of MD5-Challenge response within an IKE_AUTH request message from the WLAN UE, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [YY]) to authenticate the user to the external AAA Server. If the PDG receives Legacy-Nak response containing EAP–GTC type from the WLAN UE, the PDG may, if the specified W-APN allows, change the authentication and authorization procedure to PAP. If the specified W-APN does not allow PAP procedures or the PDG receives Legacy-Nak response not containing EAP-GTC, the PDG shall send an EAP-Failure to the WLAN UE.
NOTE 1:
The authentication and authorization to an External AAA Server for WLAN 3GPP IP Access signalling flows are described in 3GPP TS 33.234 [5].
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