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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:
In the case that "border control concepts", as specified in 3GPP TS 23.228 [7], are to be applied in an IM CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node. If "border control concepts" are not applied, then the I-CSCF is considered as an entry point of a network. If the P-CSCF is in the home network, then the I-CSCF is considered as an entry point for this document.

Exit point:
If operator preference requires the application of "border control concepts" as specified in 3GPP TS 23.228 [7], then these are to be provided by capabilities within the IBCF, and requests sent towards another network are routed via a local network exit point (IBCF), which will then forward the request to the other network (discovering the entry point if necessary).
Newly established set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations:
Two pairs of IPsec security associations still in existence after another set of security associations has been established due to a successful authentication procedure.

Temporary set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where a requirement exists to send information "integrity protected" the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirements exists to check that information was received "integrity protected", then the information received is checked for compliance with the procedures as specified in 3GPP TS 33.203 [19].

Public Safety Answering Point: In this document the term PSAP includes the Emergency Centre. 

Resource reservation: Mechanism for reserving bearer resources that is required for certain access technologies.
Local preconditions: The indication of segmented status preconditions for the local reservation of resources as specified in RFC 3312 [30].
Alias SIP URI:
A URI is an alias of another URI if the treatment of both URIs is identical, i.e. both URIs belong to the same set of implicitly registered public user identities, have the same service profile, and both are either shared or not shared.
UE private IP address:
It is assumed that the NAT device performs network address translation between a private and a public network with the UE located in the private network and the IMS in the public network. The UE is assumed to be configured with a private IP address. This address will be denoted as UE private IP address.
UE public IP address:
 The NAT device is assumed to be configured with one (or perhaps more) public address(es). When the UE sends a request towards the public network, the NAT replaces the source address in the IP header of the packet, which contains the UE private IP address, with a public IP addressed assigned to the NAT. This address will be denoted as UE public IP address. 
Encapsulating UDP header:
For the purpose of performing UDP encapsulation according to RFC 3948 [87] each IPsec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header. 
Port_Uenc:
In most residential scenarios, when the NAT device performs address translation, it also performs translation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [87], the UE will use port 4500 as source port in the encapsulating UDP header when sending a packet. This port is translated by the NAT into an arbitrarily chosen port number which is denoted as port_Uenc. 
For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B].

Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless otherwise specified see clause 6).

Back-to-Back User Agent (B2BUA)

Client

Dialog

Final response

Header

Header field

Loose routeing

Method

Option-tag (see RFC 3261 [26] subclause 19.2)

Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)

Tag (see RFC 3261 [26] subclause 19.3)

Target Refresh Request
User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2] subclause 4.1.1.1 and subclause 4a.7 apply:

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Media Gateway Control Function (MGCF)

Multimedia Resource Function Controller (MRFC)

Multimedia Resource Function Processor (MRFP)

Subscription Locator Function (SLF)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5] subclause 3.1 apply:

Filter criteria

Initial filter criteria

Initial request

Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts

Interconnection Border Control Function (IBCF)

Interrogating-CSCF (I-CSCF)

IMS Application Level Gateway (IMS-ALG)

IP-Connectivity Access Network (IP-CAN)

Policy Decision Function (PDF)

Private user identity

Proxy-CSCF (P-CSCF)

Public Service Identity (PSI)

Public user identity

Serving-CSCF (S-CSCF)

Statically pre-configured PSI
For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

IM Subscriber Identity Module (ISIM)

Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

Universal Integrated Circuit Card (UICC)

Universal Subscriber Identity Module (USIM)
User Equipment (UE)
For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access transport. Within this document this term specifically applies to either:

i)
the security association that exists between the UE and the P-CSCF. This is the only security association that has direct impact on SIP; or

ii)
the security association that exists between the WLAN UE and the PDG. This is the security association that is relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [1B] apply:
WLAN UE
3GPP AAA proxy

3GPP AAA server

Packet Data Gateway (PDG)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:

International public telecommunication number

*** next change ***

5.1.1.1
General

The UE shall register public user identities (see table A.4/1 and dependencies on that major capability).

In case a UE registers several public user identities at different points in time, the procedures to re-register, deregister and subscribe to the registration-state event package for these public user identities can remain uncoordinated in time.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT, the UE may need to modify the SIP contents according to the procedures described in annex F.
*** next change ***

Annex F (normative):
Additional procedures in support for hosted NAT

[Editor’s note:change the style of the following NOTE from “EN”  to the correct style “NO“ ]

NOTE:
This subclause describes the mechanism for support of the hosted NAT scenario. This does not preclude other mechanisms but they are out of the scope of the specification.

F.1
Scope

This annex describes the UE and P-CSCF procedures in support of hosted NAT. In this scenario, both the media flows and the SIP signalling both traverse a NA(P)T device located in the customer premises domain. The term "hosted NAT" is used to address this function. 

When receiving an initial SIP REGISTER request without integrity protection, the P-CSCF can, determine whether to perform the hosted NAT procedures for the user identified by the REGISTER request by comparing the address information in the top-most SIP Via header with the IP level address information from where the request was received. The P-CSCF will use the hosted NAT procedure only when the address information do not match. 
NOTE: There is no need for the P-CSCF to resolve a domain name in the Via header when UDP encapsulated tunnel mode for IPsec is used. The resolution of a domain name in the Via header is not required by RFC 3261. [26].

In order to provide hosted NAT traversal for SIP REGISTER requests without integrity protection and the associated responses, the P-CSCF makes use of the "received" and "rport" header field parameters as described in RFC 3261 [26] and RFC 3581 [56A]. The hosted NAT traversal for protected SIP messages is provided by applying UDP encapsulation to IPSec packets in accordance with RFC 3948 [87]. 

Alternativly to the procedures defined in subclause F.2 which are employed to support the hosted NAT scenario where the security solution is based on UDP encapsulated IPSec as defined in 3GPP TS 33.203 [19], subclause F.4 provides procedures for NAT traversal for security solutions that are not defined in 3GPP TS 33.203 [19]. Use of such security solutions is outside the scope of this document.
Editor’s Note: It is for further study whether the capability described in F.4 will be shifted to other specifications. This depends on whether or not 3GPP TS  24.229 will also describe SIP procedures to support alternative security mechanism.



















F.2
Application usage of SIP

F.2.1
UE usage of SIP

F.2.1.1
General

This subclause describes the UE SIP procedures for supporting hosted NAT scenarios. The description enhances the procedures specified in subclause 5.1. 

The UE shall support the symmetric response routing mechanism according to RFC 3581 [56A].

F.2.1.2
Registration and authentication
F.2.1.2.1
General

The text in subclause 5.1.1.1 applies without changes
F.2.1.2.1A
Parameters contained in the ISIM

The text in subclause 5.1.1.1A applies without changes
F.2.1.2.2
Initial registration
The procedures described in subclause 5.1.1.2  apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address aquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems d), e) and h) which are modified as follows

The UE shall populate:

d)
a Contact header according to the following rules: if the REGISTER request is sent without integrity protection, the Contact header shall be set to include SIP URI(s) containing the private IP address of the UE in the hostport parameter or FQDN. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the hostport parameter. The UE shall only use a FQDN in a protected REGISTER request, if it is ensured that the FQDN resolves to the public IP address of the NAT;
a) NOTE 2:
The  UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

e)
a Via header according to the following rules: if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field;
b) NOTE 3:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other IMS entities.
h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48]. In addition to transport mode the UE shall support UDP encapsulated tunnel mode as per RFC 3948 [87] and shall announce support for both modes as described in TS 33.203 [19]; 

When a 401 (Unauthorized) response to a REGISTER is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:
The UE shall check whether a received parameter is present in the topmost Via header. 

-
If no received parameter is present, the UE shall proceed with the procedures described in subclause 5.1 of the main body of this specification;

-
If a received parameter is present, the UE shall verify using the Security-Server header that mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall store the IP address contained in the received parameter as the UE public IP address. If the verification does not succeed the UE shall abort the registration.

In addition, when a 401 (Unauthorized) response to a REGISTER is received (with or without integrity protection) the UE shall behave as described in subclause F.2.1.2.5. 

F.2.1.2.3
Initial subscription to the registration-state event package

The procedures described in subclause 5.1.1.3  apply with the additional procedures described in the present subclause.

On sending a SUBSCRIBE request, the UE shall populate the header fields as indicated in subclause 5.1.1.2 with the exception of subitem g) which is modified as follows
The UE shall populate:

g)
a Contact header set to contain the UE public IP address or FQDN, and with the protected server port value as in the initial registration. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT.
F.2.1.2.4
User-initiated re-registration

The procedures described in subclause 5.1.1.4  apply with the additional procedures described in the present subclause.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as indicated in  subclause 5.1.1.4 with the exception of subitems d) and e) which are modified as follows. 

The UE shall populate:

d)
a Contact header set to include SIP URI(s) that contain(s) in the hostport parameter the public IP address of the UE or FQDN and protected server port value bound to the security association;
e)
a Via header set to include the public IP address or FQDN of the UE in the sent-by field and the protected server port value bound to the security association. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

F.2.1.2.5
Authentication
F.2.1.2.5.1
General
The procedures of subclause 5.1.1.5.1 apply with with the additional procedures described in the present subclause. 

On receiving a 401 (Unauthorized) response to the REGISTER request and the response is deemed to be valid, the UE shall behave as of subclause 5.1.1.5.1 with the exception of subitem 3) which is modified as follows. 

The UE shall:

3)
send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial request (see subclause F.2.1.2.2), with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response calculated by the UE using RES and other parameters, as described in RFC 3310 [49]. The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the integrity protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security associations. The UE should send an unprotected REGISTER message according to the procedure specified in subclause F.2.1.2.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

F.2.1.2.5.2
Network initiated re-authentication
The procedures of subclause 5.1.1.5.2 apply with with the additional procedures described in the present subclause. 

On starting the re-authentication procedure sending a REGISTER request that does not contain a challenge response, the UE shall behave as of subclause 5.1.1.5.2 with the exception of subitem 2) which is is modified as follows. 

The UE shall:

2)
start the re-authentication procedures at the appropriate time (as a result of the S-CSCF procedure described in subclause 5.4.1.6) by initiating a reregistration as described in subclause F.2.1.2.4, if required.

F.2.1.2.5.3
Abnormal cases
The text in subclause 5.1.1.5.3 applies without changes.

F.2.1.2.5A
Change of Ipv6 address due to privacy 

The text in subclause 5.1.1.5A applies without changes.
F.2.1.2.6
User-initiated deregistration
The procedures of subclause 5.1.1.6 apply with with the additional procedures described in the present subclause. 

On sending a REGISTER request, the UE shall populate the header fields as indicated in subclause 5.1.1.6 with the exception of subitems d) and e) which is modified as follows. 

The UE shall populate:

d)
a Contact header set to either the value of "*" or SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN and the protected server port value bound to the security association. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field and the protected server port value bound to the security association. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

NOTE : In case of hosted NAT traversal only the UE public IP addresses are bound to security associations.

F.2.1.2.7
Network-initiated deregistration

The procedures of subclause 5.1.1.7 apply with with the additional procedures described in the present subclause.

Upon receipt of a NOTIFY request on the dialog which was generated during subscription to the reg event package as described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE with:

-
the state attribute set to "terminated" and the event attribute set to "rejected" or "deactivated"; or

-
the state attribute set to "active" and the state attribute within the <contact> element belonging to this UE set to "terminated", and associated event attribute element to "rejected" or "deactivated";

The UE shall remove all registration details relating to these public user identities. In case of a "deactivated" event attribute, the UE shall start the initial registration procedure as described in subclause F.2.1.2.2. In case of a "rejected" event attribute, the UE shall release all dialogs related to those public user identities.
F.2.1.3
Subscription and notification

The text in subclause 5.1.2 applies without changes.
F.2.1.4
Generic procedures applicable to all methods excluding the REGISTER method

F.2.1.4.1
UE originating case

The procedures described in subclause 5.1.2A.1 apply with the additional procedures described in the present subclause.

When the UE sends any request, the requirements in subclause 5.1.2A.1 are replaced by the following requirements. The UE shall include:

-
a Via header set to include the public IP address of the UE or FQDN and the protected server port in the sent-by field. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT; and

-
the public IP address of the UE or FQDN and the protected server port in the hostport parameter in any Contact header that is otherwise included. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT.

The UE shall discard any SIP response that is not integrity protected and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause F.2.1.2.4.

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause F.2.1.2.3.

F.2.1.4.2
UE terminating case

The procedures described in subclause 5.1.2A.2 apply with the additional procedures described in the present subclause.

When the UE sends any response, the requirements in subclause 5.1.2A.1 are replaced by the following requirement. The UE shall:

-
include the public IP address of the UE or FQDN and the protected server port in the hostport parameter in any Contact header that is otherwise included. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT.

The UE shall discard any SIP request that is not integrity protected and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause F.2.1.2.
F.2.2
P-CSCF usage of SIP

F.2.2.1
Introduction

This subclause describes the SIP procedures for supporting hosted NAT scenarios.

The description enhances the procedures specified in subclause 5.2. 
The P-CSCF shall support the symmetric response routing mechanism according to RFC 3581 [56A].

NOTE :
Symmetric response routing is used to support hosted NAT and applicable only to initial, unprotected REGISTER requests and corresponding responses.

F.2.2.2
Registration

The procedures described in subclause 5.2.2 apply with the additional procedures described in the present subclause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall behave as of subclause 5.2.2 with the exception of subitem 5) and 6) which are modified as follows. 
The P-CSCF shall:

5)
in case the REGISTER request was received without integrity protection, then:

a)
check the existence of the Security-Client header. If the header is not present, then the P-CSCF shall return a suitable 4xx response. If the header is present the P-CSCF shall:

-
in case the UE indicated support for "UDP-enc-tun" then remove and store it. 

-
in case the UE does not indicate support for "UDP-enc-tun" then: 

-
if the host portion of the sent-by field in the topmost Via header contains an IP address that differs from the source address of the IP packet, silently drop the REGISTER;

-
otherwise continue with procedures as of subclause 5.2.2. 

NOTE: 
If the UE does not indicate support for "UDP-enc-tun" and the P-CSCF detects that the UE is located behind a NAT device, then the P-CSCF can just drop the REGISTER to avoid unnecessary signalling traffic.

b)
if the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26]. If the P-CSCF adds a received parameter, it shall also add an rport parameter in accordance with the procedure defined in RFC 3581 [56A].
6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

a)
check the security association which protected the request. If the security association is a temporary one, the P-CSCF shall:

-
in case the host parameter in the Contact address is in the form of a FQDN, ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address bound to the security association;

-
in case the P-CSCF has detected earlier that the UE is located behind a NAT, retrieve port_Uenc from the encapsulating UDP header of the packet received and complete configuration of the temporary set of security associations by configuring port_Uenc in each of the temporary security associations;

-
check whether the request contains a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header;

When the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response contains a received and rport parameter in the Via header associated with the UE and the UE indicated support for "UDP-enc-tun" IPsec mode, the P-CSCF shall:
1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the only IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall leave the value for port-Uenc unspecified in each of the temporary security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response unprotected to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter of the Via header associated with the UE. In case UDP is used as transport protocol, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.

When the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that use UDP encapsulated tunnel mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity protection and encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall specify the same port_Uenc that was used in the old set of security associations. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the old set of security associations.

Otherwise, when the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response does not contain a received and rport parameter or when the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that do not use UDP encapsulated tunnel mode, the P-CSCF shall proceed as described in subclause 5.2.2 of the main body of this specification.
F.3
Application usage of SDP
F.3.1
UE usage of SDP

The procedures as of subclause 6.1 apply.
F.3.2
P-CSCF usage of SDP

F.3.2.1
Introduction

Subclause F.3.2 describes the SDP related procedures performed by the P-CSCF in support of hosted NAT.

F.3.2.2
Receipt of an SDP offer

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE located behind a hosted NAT, the P-CSCF shall modify the SDP offer by replacing the IP address(es) and port number previously set in the SDP offer by the IP address(es) and port number(s) received  from the IMS Access Gateway over the Iq interface.

F.3.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause F.3.2.2, if this answer comes from a UE located behind a hosted NAT, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number previously set in the SDP answer by the IP address(es) and port number(s) received from the IMS Access Gateway over the Iq interface. 

F.3.2.4
Change of media connection data

After the session is established, it is possible for both ends of the session to change the media connection data for the session. When the P-CSCF receives a SDP offer/answer coming from a UE located behind a hosted NAT with port number(s) or IP address(es) included, there are three different possibilities:


IP address(es) or/and port number(s) have been added. In this case, the P-CSCF shall apply the procedures as described in subclause F.3.2.2 and subclause F.3.2.3 as appropriate for those additional IP address(es) or/and port number(s);


IP address(es) and port number(s) have been reassigned to the end points. In this case, the P-CSCF shall apply the procedures as described in subclause F.3.2 and subclause F.3.3 as appropriate for those reassigned IP address(es) and port number(s);

NOTE:
If necessary, the P-CSCF or IBCF will cause the IMS access gateway to release the resources related to the previously assigned IP address(es) and port number(s).

no change has been made to the IP address(es) and port number(s). The P-CSCF shall apply procedures described in subclause F.3.2 using the previously stored IP address(es) and port number(s).
F.4
P-CSCF usage of SIP in case UDP encapsulated IPSec is not employed 
F.4.1
Introduction

This subclause describes the SIP procedures for supporting hosted NAT scenarios in case UDP encapsulated IPsec is not employed. In these scenarios the procedures for NAT traversal must take into account that all SIP requests and responses are not protected by an IPSec SA.

F.4.2
Registration

The procedures described in subclause 5.2.2 apply with the additional procedures described in the present clause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall add the "received" and "rport" parameters to the Via header set to the source IP address and port of the packet header in accordance with the procedure defined in RFC 3261 [26] and RFC 3581 [56A]. Furthermore, the P-CSCF performs the following actions on the Contact header depending on its content:


if the Contact header contains a contact address in the form of an IP address (NOTE), the P-CSCF shall save this IP address for the duration of the registration and replace it by the source IP address of the packet containing the REGISTER request before forwarding the message; 


if the Contact header contains more than one contact addresses in the form of an IP address, the P-CSCF shall apply the above procedure to one of those contact addresses (i.e. by chosing the one with the hightest qvalue parameter) and delete any other contact addresses containing an IP address. 
Editor's note: Need to indicate what happens when two with same qvalue 

NOTE:
When the host parameter in the Contact address is in the form of a FQDN, the P-CSCF has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address and port pointing towards the hosted NAT and bound to this UE.

When the P-CSCF received a response to the above request, if the Contact header contains a contact address in the form of an IP address, the P-CSCF shall replace this IP address by the saved IP address contained in the REGISTER request before forwarding the associated response to the UE. 

F.4.3
General treatment for all dialogs and standalone transactions excluding the REGISTER method 

F.4.3.1
Introduction

The procedures described in subclause 5.2.6 apply with the additional procedures described in subclause F.2.3.

F.4.3.2
Request initiated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, the P-CSCF shall add the "received" and "rport" parameters to the Via header set to the source IP address and port in the packet header as defined in RFC 3261 [26] and RFC 3581 [56A]. Furthermore, if the contact address in the Contact header is in the form of an IP address, the P-CSCF shall save this IP address for the duration of the dialog or standalone transaction and replace it by the source IP address of the packet containing the REGISTER request.

When the P-CSCF received a response to the above request, if the Contact header contains a contact address in the form of an IP address, the P-CSCF shall replace this IP address by the saved IP address contained as per the previous paragraph.

F.4.3.3
Request terminated by the UE

When the P-CSCF receives a response to an initial request for a dialog or a request for a standalone transaction, if the contact address in the Contact header is in the form of an IP address, the P-CSCF shall save this IP address for the duration of the dialog or standalone transaction and replace it by the source IP address of the packet containing the REGISTER request.
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