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1. Overall Description:

CT1 thanks SA3 for the LS C1-060687/S3-06340 highlighting to CT1 the possible DoS attack scenario through non-integrity protected NAS registration reject messages. CT1 has done the analysis of this problem and would like to respond to SA3 with our answers to SA3's questions and ask SA3 for guidance before CT1 proceed with any further actions.
SA3 asks the following 4 questions and CT1 would like SA3 to consider our answers

1st Question: Confirm that this vulnerability affects the PS service but not the CS service

CT1 confirms that the exact case of utilising T3302 for a DoS attack does only affect the PS service but does not affect the CS service. However, CT1 sees other ways a well informed false basestation could utilise other non-integrity protected messages to mount similar DoS attacks. For instance a reject cause #12 could be provided and this too will have the same effect of providing a very large T3302 value. Although with that particular reject cause the UE's MMI will give an indication that services (both CS and PS) are not available. CT1 will provide more examples in answers to question 4.
2nd question: Clarify what is meant by “deactivating” T3302 

CT1 confirm that the impact of setting T3302 to "deactivated" would result in the UE not performing any RAU until any one of three events occur. These events being 1) there is a power cycle, 2) there is a RA change or 3) a manual request for PS service is triggered. The exact implementation of the "deactivated" value is up to UE vendors but the effectively the UE is running an infinite T3302 timer until one of the three events occur.

3rd question: Clarify why the capability should be provided for the network to remotely set the timer T3302.

During the design stage of R99, it was found not possible to agree to a hard fixed timer value for T3302. Thus the means to remotely set T3302 was introduced. The T3302 IE was further added to the Reject messages in order to allow the network to adapt to the network problems that result in the network temporarily not able to accept registrations from the UE. CT1 believes that the wish to maintain this flexibility still remains.
4th question: Confirm that there are no other parameters that could be similarly misused to achieve persistent denial of services attacks.

CT1 has done detail analysis and finds that there are many parameters that can be provided over many non-integrity protected messages and not just non-integrity protected registration reject messages that can be abused by a false basestation. Some examples are: 

- 
If the reject cause #12 is given the MS reject any MO CS and PS establishments; the UE will stay on the LA where the reject was received and will not perform any PLMN re-selection, even if the false basestation has moved or the UE changes cells within this LA.
-
If a reject cause of #3 or #6 is provided, this has the effect of locking out the UE too, although for this cause the UE's MMI will indicate lack of service. 
-
Provision of a very long periodic RAU timer. If that can be effected, the mobile reachable timer in the network could expire while the UE is still running this corrupted periodic RAU timer. This will not deny the user from originating services but terminating services will be affected with the NW not paging the UE until the UE next update its location. This attack  can be persistent and effective even when  false basestation has moved on if the RAI used by the false basestation is the same as the RAI of genuine surrounding cells. CT1 note that corrupting the periodic LAU timer is unlikely to cause the same problem. 

-
A corrupted TMSI could be provided to the UE. In that instance, that would not likely bring about a DoS attack but rather an inconvenience as that corrupted TMSI situation can be corrected by the NW when next the UE access the network. Terminating call to the UE will likewise be inconvenience as the NW will having paged the UE with a TMSI and fail, will have to page with an IMSI to get to the UE.
With respect to Action 2 in LS C1-069687/S3-060340 :-

"If  CT1 confirms the understanding of SA3 regarding the above mentioned vulnerability in the standards, then CT1 is kindly requested to remove this vulnerability."
CT1 can confirm that the abuse of T3302 provided to the UE over non-integrity protected or non-encrypted messages to the UE will lead to a persistent DoS attack of the kind that SA3 highlighted. But CT1 has not right now considered any action to remove the vulnerability.
CT1 considers that there are other parameters that can be likewise abused and the effect of that can range from inconvenience to the UE and NW to having similar effect to T3302 (if reject causes were abused). CT1 is thus not convinced that modifying mobile terminals to remove the vulnerability of T3302 significantly reduces overall susceptibility to a DoS attack. 
2. Actions:

To SA3 group.

ACTION: 
CT1 would like SA3 to consider our analysis and provide guidance on how wide ranging action CT1 should take to close vulnerabilities to DoS attacks. 
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