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Annex H of TS 33.203 defines the BNF of three new SIP headers, namely, Security-Client, Security-Server and Security-Verify. All these three headers have the same syntax. However, the use of these three headers is totally different. The Security-Client header is used to carry information about the security mechanisms supported by the UE and the parameters associated with them. For an IMS compliant UE supporting ipsec-3gpp, this header carries the list of integrity algorithms supported by the UE. When the UE is compliant to Rel-6 or subsequent releases, the Security-Client header also carries the list of encryption algorithms supported by the UE.

The Security-Server header is sent from the P-CSCF to the UE. It contains a prioritized list of security mechanisms supported by the P-CSCF along with parameters associated with each security mechanism. In IMS, the P-CSCF is mandated to support two integrity algorithms, and in Rel-6, two encryption algorithms in addition to the two integrity algorithms.
The third header, Security-Verify header is sent by the UE to the P-CSCF and its contents are identical to the contents of the Security-Server header that the UE received previously from the P-CSCF. In this discussion document, we will not be discussing this header.

According to Annex H of TS 33.203:

security-client
= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server
= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify
= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism
= mechanism-name *(SEMI mech-parameters)

mechanism-name
= "ipsec- 3gpp"


mech-parameters
= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )

According to this, sec-mechanism consists of a mechanism-name followed by an arbitrary number of mech-parameters, separated from each other by a semicolon. There is no restriction on the number of occurrences of each mech-parameter in a sec-mechanism. TS 33.203 does not describe how to process a sec-mechanism that contains multiple occurrences of one or more mech-parameters.

Section 7.2 of TS 33.203 describes how the UE selects the integrity and the encryption algorithm when the P-CSCF lists support for multiple integrity and encryption algorithms. Quoting from Section 7.2:

Upon receipt of SM6, the UE determines the integrity algorithm as follows: the UE selects the first integrity algorithm on the list received from the P‑CSCF in SM 6 which is also supported by the UE.

The preference field in the sec-mechanism indicates the relative preference of the P-CSCF for this sec-mechanism. However, according to the text quoted above, the UE selects the first integrity algorithm on the list
Security-Client Header
Assume that the UE is a Rel-6 compliant UE that supports three encryption algorithms (including "null") and two integrity algorithms, as specified in 33.203. There are several alternate ways to represent this information in the Security-Client header. The UE could populate the Security-Client header in the outgoing, unprotected REGISTER message as shown in Table 1.
Table 1: Verbose representation of Security-Client header
	Security-Client: ipsec-3gpp; alg="hmac-md5-96"; ealg="aes-cbc"; prot="esp"; mod="trans";

spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768, 

ipsec-3gpp; alg="hmac-md5-96"; ealg="des-ede3-cbc"; prot="esp"; mod="trans"; 

spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768,

ipsec-3gpp; alg="hmac-sha-1-96"; ealg="des-ede3-cbc"; prot="esp"; mod="trans";

spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768,


ipsec-3gpp; alg="hmac-sha-1-96"; ealg="aes-cbc"; prot="esp"; mod="trans"; 


spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768,


ipsec-3gpp; alg="hmac-sha-1-96"; ealg="null"; prot="esp"; mod="trans";

spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768,


ipsec-3gpp; alg="hmac-md5-96"; prot="esp"; mod="trans";


spi-c=2147483647; spi-s=2147483648; port-c=32767; port-s=32768


We make the following observations on the above representation of UE capabilities:

1. The UE indicates that it supports six security-mechanisms. Each security-mechanism begins with the token "ipsec-3gpp" and ends with the first comma and contains a unique combination of an integrity algorithm and an encryption algorithm, along with other fields.
2. It is possible to split the contents of the Security-Client header above so that each security-mechanism is in a separate Security-Client header.

3. Within a security-mechanism, the fields values are not repeated. If they are repeated, the recipient could either return an error or use only the first occurrence of a field, ignoring subsequent occurrences of that field within the security-mechanism. TS 33.203 does not describe the behavior of the recipient if it detects a repeated field.
4. TS 33.203 also does not describe the behavior of a Rel-5 compliant P-CSCF when a Security-Client header that contains an unknown field is received by that P-CSCF.

5. If the UE does not support a particular combination of encryption algorithm and integrity algorithm, then the security-mechanism corresponding to that combination would be missing from the Security-Client header.

6. To indicate that an unencrypted bearer is acceptable, the UE includes a security-mechanism either without the ealg field or with the ealg field set to "null". The absence of such a security-mechanism from the Security-Client header indicates that the UE will only accept encrypted bearer for SIP signalling.
7. All the fields in each security-mechanism, except alg and ealg fields, have the same value across the different security-mechanisms. This is for illustration only.

8. There is no required ordering of fields within a security-mechanism.

9. The representation is very verbose.

The verbose representation above can be compressed if the UE is permitted to repeat the fields alg and ealg in the Security-Client header, resulting in the following compact representation. This is equivalent to the verbose representation in Table 1 above.
Table 2: Compact representation of Security-Client header
	Security-Client: ipsec-3gpp; alg="hmac-sha-1-96"; alg="hmac-md5-96"; ealg="aes-cbc"; 

ealg="des-ede3-cbc"; ealg="null"; prot="esp"; mod="trans"; spi-c=2147483647; spi-s=2147483648; 

port-c=32767; port-s=32768


Both the representations above conform to the BNF in Annex H of 33.203. Clearly, the verbose representation is acceptable. We request SA3 to 
1. clarify whether the compact representation, as illustrated in Table 2, is also acceptable.
2. specify P-CSCF behavior if a field (such as spi-c, port-s etc) occurs multiple times in the Security-Client header.

Security-Server Header
In the following, it is assumed that the P-CSCF is compliant to Rel-6 and thus supports two encryption algorithms and two integrity algorithms. TS 33.203 requires the P-CSCF to prioritize the integrity and encryption algorithm combinations that it supports. (See Section 7.2 of TS 33.203). This is done using the q field, which is the only difference between Security-Client header in Table 1 and the Security-Server header in Table 3.
Table 3: Verbose representation of Security-Server header
	Security-Server: ipsec-3gpp; q=0.9; alg="hmac-md5-96"; ealg="aes-cbc"; prot="esp"; mod="trans";

spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751, 

ipsec-3gpp; q=0.8; alg="hmac-md5-96"; ealg="des-ede3-cbc"; prot="esp"; mod="trans"; 

spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751,

ipsec-3gpp; q=0.7; alg="hmac-md5-96"; prot="esp"; mod="trans";


spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751


ipsec-3gpp; q=0.6; alg="hmac-sha-1-96"; ealg="aes-cbc"; prot="esp"; mod="trans"; 


spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751,


ipsec-3gpp; q=0.5; alg="hmac-sha-1-96"; ealg="des-ede3-cbc"; prot="esp"; mod="trans";


spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751,


ipsec-3gpp; q=0.4; alg="hmac-sha-1-96"; ealg="null"; prot="esp"; mod="trans";


spi-c=2147483630; spi-s=2147483631; port-c=32750; port-s=32751,


We make the following observations on the above representation of UE capabilities:

1. The P-CSCF indicates that it supports six security-mechanism>s. Each security-mechanism begins with the token "ipsec-3gpp" and ends with the first comma and contains a unique combination of an integrity algorithm and an encryption algorithm, along with other fields.

2. It is possible to split the contents of the Security-Server header above so that each security-mechanism is in a separate Security-Server header.

3. According to RFC 3329, higher the q value of a security-mechanism the more preferred is that security-mechanism.

4. According to TS 33.203, the order of occurrence of the combinations of integrity and encryption algorithms in the Security-Server header determines the relative preferences of each combination, with earlier occurrences having higher preference.

5. Within a security-mechanism, the fields values are not repeated. If they are repeated, the recipient could, for example, return an error, use only the first occurrence of a field ignoring subsequent occurrences of that field within the security-mechanism, etc. TS 33.203 does not describe the behavior of the recipient if it detects a repeated field.

6. If the P-CSCF does not wish to support a particular combination of encryption algorithm and integrity algorithm, then the security-mechanism corresponding to that combination would be missing from the Security-Client header.
7. To indicate that an unencrypted bearer is acceptable, the P-CSCF includes a security-mechanism either without the ealg field or with the ealg field set to "null". The absence of such a security-mechanism from the Security-Server header indicates that the P-CSCF requires the UE to encrypt the SIP signalling.

8. All the fields in each security-mechanism, except alg and ealg fields, have the same value across the different security-mechanism s. This is for illustration only.
9. There is no required ordering of fields within a security-mechanism.

10. The representation is very verbose.

In the first attempt to shorten the Security-Server, it is assumed that the values of alg and ealg  fields can occur multiple times in a Security-Server header. The q field is assumed to apply to the security mechanism "ipsec-3gpp". If another Security-Server header were present in the response generated by P-CSCF, the q value of these two lines would provide an indication to the UE which of the two mechanisms the UE must choose. When a Security-Server header contains multiple alg and ealg values, the q value does not indicate preferences for any particular combination of alg and ealg field values. This is illustrated below:

Table 4: Compact representation of Security-Server header
	Security-Server: ipsec-3gpp; q=0.3; alg="hmac-md5-96"; alg="hmac-sha-1-96"; prot="esp"; mod="trans"; 
ealg="aes-cbc"; ealg="des-ede3-cbc"; ealg="null"; spi-c=2147483630; spi-s=2147483631; 

port-c=32750; port-s=32751


For deterministic behaviour at the UE in processing the Security-Server such as the one shown in Table 4, TS 33.203 needs to be enhanced to describe how to process a Security-Server header that contains repeated alg and ealg fields. Under the assumption that the alg values and the ealg values are specified in the order of decreasing preference, the representation in Table 4 is functionally equivalent to that in Table 3. The use of ealg= “null” here means that the P-CSCF is willing to accept unciphered connections. If it had been omitted then, the P-CSCF would only accept ciphered connections (a similar comment would also apply to the compact representation from the UE).
It should be noted that, if text is provided in 33.203 clarifying that the order of occurrence of values of alg and ealg fields indicates priority, then the relative order of occurrence of alg and ealg fields in the header could influence which combination is selected for the security association. 
A limitation of the representation in Table 4 is that it is not possible for the P-CSCF specify more complex preferences.

The last proposal below provides a semi-compact representation, that permits multiple occurrences of various fields and also provides the flexibility in representing preferences.
Table 5: Sem-compact representation of Security-Server header
	Security-Server: ipsec-3gpp; prot="esp"; mod="trans"; spi-c=2147483630; spi-s=2147483631; 


port-c=32750; port-s=32751; 


q=0.9; alg="hmac-md5-96"; ealg="aes-cbc"; 

q=0.8; alg="hmac-sha-1-96"; ealg="des-ede3-cbc";


q=0.7; alg="hmac-sha-1-96"; ealg="aes-cbc";


q=0.6; alg="hmac-md5-96"; ealg="des-ede3-cbc"


Here the semantics of the parsing is that all the fields until the first q field are common and are applicable, as a default,  to all the combinations of alg and ealg  field values. Fields and their values that are found between two q fields override the default values. If this interpretation is chosen, then it must be clearly documented in TS 33.203.
It is our understanding that Table 3 must be supported by all entities compliant to TS 33.203. However it is not clear if the representations in Tables 4 and 5 are permitted in addition. If they are, then the semantics must be clearly specified in TS 33.203.
Conclusion and Proposal
As can be seen from the examples above, there are many different ways of representing the contents of the Security-Client and the Security-Server header. Even though all these representations are conforming to the BNF in Annex H of 33.203, some of them are semantically ambiguous. 

SA3 is requested to study the problem and add text to 33.203 that clarifies how the UE and the P-CSCF should parse the Security-Server and the Security-Client header contents respectively, when they contain fields that occur multiple times.

