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The OMA Device Management service is able to control virtually all aspects of a handset. It is a complete framework of infrastructure and over-the-air protocols that has been designed to address the complete management of mobile devices in the field. The OMA Work Item for Software Component Management Object (SCoMO) defines a Management Object for management of an application on a UE. Some of the capabilities of SCoMO defined in the SCoMO WID (OMA-WID_0121-SCOMO-V1_0-20051130-A.doc) include;

1) Inventory Reporting: Support the query of Software Components.

2) Software Component Delivery and Install: Enable device management servers to facilitate secure delivery and subsequent installation of software components.

3) Update / Upgrade Software Components: Enable device management servers to update/upgrade software as components that may be either complete or part of the whole application.
4) Uninstall and Removal of Software Components: Enable device management servers to remotely uninstall and remove software components from the device.

5) Possibilities for secure Software Component deactivation and activation: Enables device management systems to minimise the interference of external events while performing Software Component management. In addition enables Software Component isolation.

6) Security and charging analysis.  This shall identify which security and charging aspects can be addressed as part of the specifications for this enabler (working within the constraints of DM1.2), and which aspects should be considered as enhancements for future DM release (e.g. DM1.3); the latter aspects will be captured in white papers.
Point 5) specifically highlights the ability to activate and deactivate a software application on the UE. This is clearly a function that can be used to fulfill the requirement of the 3GPP Selective Disabling WID.
Recommendation
It is proposed that CT1 liaise with the OMA Device Management working group to inform them of the requirements of the Selective Disabling WID and request that all Managed Objects developed under the SCoMO WID contain a node allowing the activation and deactivation of a software application. Also explaining the need to be able to deactivate an application in the context of it being the source of misbehaviour observed from a UE.
A draft LS is attached.

Title:
DRAFT LS on use of OMA DM for Selective Disabling of UE functions

TO:
OMA DM

FROM:

3GPP CT1


3GPP CT1 would like to inform OMA DM of work it is undertaking to implement a mechanism to selectively disable functions on a UE when the UE shows behaviour that is inconsistent with appropriate use of network services or normal user operation.

3GPP CT1 has learned of work in OMA DM for management of applications on a mobile called Software Component Managed Object and would like to leverage this work to achieve some of the objectives outlined in the 3GPP WID on Selective Disablement. The 3GPP WID is attached.

Specifically 3GPP CT1 would ask OMA DM to ensure that for each application where an MO is created, that MO be required to support a node that allows the activation and deactivation of the application at anytime. This would provide 3GPP CT1 with a mechanism to disable rouge applications on a mobile using the OMA DM protocols and infrastructure.

3GPP looks forward OMA DMs’ response and continued co-operation between our respective working groups.

-attach 3GPP CT1 WID on Selective Disablement
-attach TR 23.805 Selective Disabling of UE Capabilities






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































