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Introduction and background

In the IMS there are scenarios when a session is released due to an error that prevented the end-user to fully benefit from the service provided by IMS. For example, whenever the UE crashes, it is not able to release the SIP session. Obviously, on the signalling plane it is not visible immediately that the UE has crashed and the session is released only later (by other terminal or by network; e.g. after the session timer has expired). The UE and the network releasing the session should provide additional information in the BYE request, which indicates that the expiration of the session timer has triggered the session release. The appropriate place for this additional information is the SIP Reason header (RFC 3326). Charging application may consider the information received in Reason header when the session is charged, as it would not be fair toward end-user to charge the whole session normally.

Using the information provided in the SIP message (and this is not specific to Reason header) that has been sent for releasing the session gives opportunity for end-users to avoid proper charging of SIP dialogs. E.g. an end-user can send BYE message to release the session and can insert the SIP Reason header indicating same cause that is used in case of session timer expiration. The session would not be charged properly in this case.
DISCUSSION

A trust concept can be developed for information carried in the SIP Reason header. The trust concept defines when applications can rely on the content of the SIP Reason header and when they should simply ignore the SIP Reason header, as it is not guaranteed that its content reflects the real situation.

Basic assumption is that trust relationship defined in 3GPP 24.229 exists between networks.
Following alternative trust concepts for the SIP Reason header can be defined:

Simple trust token

Trust concept is based on trust relationship defined in 3GPP TS 24.229 and an additional new trust token which is inserted into the SIP message (can be a parameter of the SIP Reason header or can be a separate header as well).
Trust token consist of one field that contains identifier of SIP entity (e.g. address of SIP proxy).The SIP entity generating the SIP request puts the trust token including its own identifier into the message. 

If the NE receives a SIP message from a trusted SIP entity then it should check whether trust token exist in the message. If so and the trust token contains the identifier of SIP entity from which the message has been received then the NE can rely on content of the SIP Reason header. NE should overwrite the identifier in the token with its own identifier. If trust token is missing or the token contains a different identifier then the NE should not rely on content of the SIP Reason header and should remove the token from the SIP message (if that is present). 

If NE receives a SIP message from a non-trusted SIP entity then it should not rely on content of the SIP Reason header. NE should remove trust token from SIP message (if token is present) in this case, but the SIP Reason header is not removed from the message.

Note that a network element not supporting the mechanism described here will not touch the trust token. Any further NE receiving the message will see that identifier in the token is different from the entity who has sent the message and therefore will not trust in content of SIP Reason header.
Few scenarios:
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Obviously if there is a non-trusted element in the signalling path, then the concept cannot be applied. Furthermore, if any element in the signalling path does not support the trust concept, then the rest of the elements in the signalling path cannot apply trust concept either.

Compound trust token

Trust concept is based on trust relationship defined in 3GPP TS 24.229 and on a trust token that includes following fields:
· ‘Source’: identifier of the SIP proxy who inserted the SIP Reason header into the SIP message.
· ‘Last-Trusted-Hop’: Identifier of last SIP proxy who confirms that SIP Reason header was really inserted by the entity identified in the ‘Source’ field and it was not changed by any non-trusted entity.

The SIP entity that generates the SIP request inserts a trust token into the SIP message and inserts its own identifier into both fields. The trust token in this context means that the NE can be sure that the SIP Reason header was really inserted into the SIP message by the entity whose address is present in the SIP Reason header. Following procedure is defined for NEs:

If the NE receives a SIP message from a trusted SIP entity:

· if trust token exist in the message and ‘Last-Trusted-Hop’ field contains the identifier of SIP entity from which the message has been received then the NE can be sure that ‘Source’ field of trust token is valid. If NE has trust relationship with the entity identified in ‘Source’ field of trust token then NE can rely on content of SIP Reason header, otherwise NE should ignore content of Reason header. In both cases NE should write its own identifier to the ‘Last-Trusted-Hop’ field of the token.
· if trust token exist in the message but ‘Last-Trusted-Hop’ field identifies a different SIP entity than the one from which the message has been received then the NE cannot be sure that ‘Source’ field of trust token is valid. NE should remove trust token from the SIP message and should not rely on content of SIP Reason header.

If trust token is missing then NE should not rely on content of Reason header.

If the NE receives a SIP message from a non-trusted SIP entity then it should not rely on the content of the SIP Reason header. If both ‘Source’ and ‘Last-Trusted-Hop’ fields contain the identifier of SIP entity from which the message has been received then NE should write its own identifier to the ‘Last-Trusted-Hop’ field of the token, otherwise NE should remove the trust token from the SIP message.
Advantages compared to the previous solution:

· It is not necessary to have associative trust relationship, i.e. if hop2 trusts hop1, and hop3 trusts hop2, but hop3 does not trust hop1, then hop3 need not accept the trust token forwarded by hop2.

· If hop2 does not trust hop1, but, hop3 trusts both hop1, and hop2, this solution enables hop3 to trust in the content of the Reason header.
Proposed solution

If the concept is agreed, apply it in IMS, and even extend its usage to other headers that can affect network behaviour but require the trust relationship for the element that inserted the header into the SIP message.
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