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1. Overall Description:

CT1 is currently trying to remove in release 7 some of the restrictions that apply for the use of other services like point-to-point SMS in parallel to an ongoing voice group call.
As a part of this work CT1 already agreed a CR to TS 43.068 specifying that 

· if the talker in a voice group call is using the group call channel uplink and 
· if he wants to send or receive a point-to-point SMS while he is talker, 
the signalling for this SMS is sent on the group call channel up- and downlink.   

At the last CT1 meeting the question was raised whether such a solution is acceptable from the view point of data confidentiality, since the group call channel downlink is also received by any listener located in the same cell. CT1 would like to ask SA3 for guidance with regard to this matter.
To summarize the situation:
In a ciphered voice group call, the encryption (as specified in TS 43.020, Annex F) provides confidentiality against eavesdropping of the SMS by other subscribers who are not members of the voice group call. 
Towards other members of the voice group call, however, data confidentiality is only ensured by a requirement to their mobile stations "to ignore an SMS not directed to them". 
CT1 would like to ask SA3 
· whether they consider such a "cooperative" approach as sufficient to guarantee confidentiality, taking into account that the contents of the point-to-point SMS need not be related to the ongoing voice group call at all; 

· or whether such an approach is not acceptable and CT1 should look for an alternative solution for the talker to send and receive point-to-point SMS.
Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 to clarify the security requirements for the transmission and reception of a point-to-point SMS during an ongoing voice group call and to answer the question above. 
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