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***** BEGIN MODIFICATION *****
5.2.1
User Equipment (UE)

5.2.1.1
General

The UE implements the role of an XCAP client, as described in clause 5.3.1.


 For systems where Generic Authentication Architecture [6] is used, the UE shall support the authentication mechanisms specified in 3GPP TS 33.222 [6] and 3GPP TS 24.109 [5].
For systems where Generic Authentication Architecture [6] is not used, the UE shall support RFC 2617 [3] and RFC 2246 [4] according to ETSI TS 183 038 [12].
On sending an HTTP request, the UE may indicate the user's identity intended to be used with the AS by adding a HTTP X‑3GPP‑Intended‑Identity header (TS 124 109 [5]) to the outgoing HTTP request.
5.2.1.2
Subscription for notification of state changes in XML document

In order to keep the simulation services state synchronized with the network elements and other terminals that the user might be using, the UE should subscribe to changes in the XCAP simserv documents by generating a SUBSCRIBE request in accordance with draft-ietf-simple-xcap-diff-03.txt [10] and draft-ietf-sipping-config-framework-08.txt [11].

5.2.2
Authentication Proxy (AP)

5.2.2.1
Introduction

An Authentication Proxy is an HTTP/1.1 [1] compliant server whose main purpose is to authenticate the user requests. The Authentication Proxy is used to separate the authentication procedure and the Application Server (AS) specific application logic to different logical entities.

The AP is configured as a HTTP reverse proxy, i.e. the FQDN of the AS is configured to the AP such a way that the IP traffic intended to the AS is directed to the AP by the network. The AP performs the authentication of the UE. After the authentication procedure has been successfully completed, the AP assumes the typical role of a reverse proxy, i.e. the AP forwards HTTP requests originating from the UE to the correct AS, and returns the corresponding HTTP responses from the AS to the originating UE.

The AP allows authorized users to manipulate services when they are connected to an IMS network or when they are connected to a non‑IMS network (e.g. the public Internet). Authentication details can differ in both situations. Provisioning of credentials to authenticate the user is outside the scope of the present document. TS 187 003 [9] provides further architectural authentication details.

5.2.2.2
Authentication

On receiving an HTTP request, the AP shall first determine the mechanism used to authenticate the user. If the Generic Authentication Architecture [6] is used, the AP shall attempt to authenticate the user via the mechanisms specified in TS 133 222 [6] and the AP shall follow the procedures indicated in clause 5.2.2.2.1. For systems where Generic Authentication Architecture [6] is not used, the AP shall attempt to authenticate the user according to RFC 2617 [3] and ETSI TS 183 038 [12] provides guidelines for the Authentication Proxy.

5.2.2.2.1
Authentication based on the generic authentication architecture

On receiving an HTTP request that contains the Authorization header field, the AP shall:

a) use the value of that username parameter of the Authorization header field to authenticate the user;

b) apply the procedures specified in RFC 2617 [3] for authentication;

c) if the HTTP request contains an X‑3GPP‑Intended‑Identity header field (TS 124 109 [5]), then the AP may verify that the user identity belongs to the subscriber. This verification of the user identity shall be performed dependant on the subscriber's application specific or AP specific user security settings;

d) if authentication is successful, remove the Authorization header field from the HTTP request; 

e) insert an HTTP X‑3GPP‑Asserted‑Identity header field (TS 124 109 [5]) that contains the asserted identity or a list of identities; and 

f) forward the HTTP request to the appropriate AS.

On receiving an HTTP response for the previous request, the AP shall:

g) add an Authentication‑Info header field in accordance to the procedures described in TS 133 222 [6]; and

h) forward the response to the XCAP client.
On receiving an HTTP request that does not contain the Authorization header field, the AP shall:

i) challenge the user by generating a 401 Unauthorized response according to the procedures specified in TS 133 222 [6] and RFC 2617 [3]; and

j) forward the 401 Unauthorized response to the sender of the HTTP request.

5.2.2.2.2
Void 

5.2.2.3
Authorization

The AP shall be able to decide whether particular subscriber, i.e. the UE, is authorized to access a particular AS. On doing so, the AP may use the User Security Settings specified in TS 124 109 [5]. 

The AP may indicate an asserted identity or a list of identities to the AS by adding an HTTP X‑3GPP‑Asserted‑Identity header field to the HTTP requests prior to forwarding the request to the AS. In case of multiple identities, they shall be separated by comma (,) and each identity shall be surrounded by quotation marks ("). Whether the AP supports this handling of an asserted identity or a list of identities then it shall depend on local policy in the AP. In addition the subscriber's application specific or AP specific user security settings may be considered.

The AP may indicate an authorization flag or a list of authorization flags from the application specific user security settings (USS) to the AS by adding a HTTP X‑3GPP‑Authorization‑Flags header field to the HTTP request prior to forward it to the XCAP server. The HTTP X‑3GPP‑Authorization‑Flags header field shall contain a list of authorization flags separated by comma (,) and each authorization flag is surrounded by quotation marks ("). In case the AP supports this handling of authorization flags from USS then it shall depend on local policy in the AP.

5.2.3
Application Server (AS)

5.2.3.1
General

An Application Server implements the role of an XCAP server as described in clause 5.3.2.
For systems where Generic Authentication Architecture [6] is used, the AS shall support the authentication mechanisms specified in 3GPP TS 33.222 [6] and 3GPP TS 24.109 [5].
For systems where Generic Authentication Architecture [6] is not used, the AS shall support RFC 2617 [3] and RFC 2246 [4] according to ETSI TS 183 038 [12].



5.2.3.2
Authentication and authorization

If an Authentication Proxy (AP) is provided in the path of the HTTP request, then the AS receives an HTTP request from a trusted source (the AP) and contains an HTTP X‑3GPP‑Asserted‑Identity header (TS 124 109 [5]) that includes an asserted identity of the user. In this case the AS does not need to authenticate the user, but just provide authorization to access the requested resource. 

If an HTTP X‑3GPP‑Asserted‑Identity header (TS 124 109 [5]) is not present in the HTTP request or if the request is received from a non‑trusted source, then the AS needs to authenticate the user prior to providing authorization to the XCAP resource by applying the procedures of authentication mechanisms specified in 3GPP TS 33.222 [6] and 3GPP TS 24.109 [5] in case Generic Authentication Architecture is supported, or as described in clause 5.2.3.2.1 otherwise.

5.2.3.2.1
HTTP digest authentication 

On receiving an HTTP request that does not contain an Authorization header the AS shall:

k) challenge the user by generating a 401 Unauthorized response that contains the proper Digest authentication parameters (e.g. realm), according to RFC 2617 [3]. Provisioning of credentials to authenticate the user is outside the scope of the present document; and

l) forward the 401 Unauthorized response to the sender of the HTTP request.

On receiving an HTTP request that contains an Authorization header, the AS shall:

m) apply the authentication procedures defined in RFC 2617 [3]; and

n) authorize or deny authorization depending on the authenticated identity.

5.2.3.3
Subscription acceptance and notification of state changes in XML document

When the AS receives a SUBSCRIBE request having the Event header field value set to "ua‑profile", the AS shall first authenticate the source of the SUBSCRIBE request and then perform authorization. Afterwards, the AS shall generate a response to the SUBSCRIBE request and notifications in accordance with draft-ietf-simple-xcap-diff-03.txt [10] and 
draft-ietf-sipping-config-framework-08.txt [11].
***** END MODIFICATION *****
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