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****** FIRST MODIFICATION *****

5.2.6.3
Requests initiated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more then one default public user identity available, the P-CSCF shall randomly select one of them.

NOTE 1:
The contents of the From header do not form any part of this decision process.

When the P-CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCFshall either:

a)
return a 400 (Bad Request) response that may include a Warning header containing the warn-code 399; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header value in the request with the value of the Service-Route header received during the last 200 (OK) response for a registration or reregistration;

2)
add its own address to the Via header. The P-CSCF Via header entry is built in a format that contains the port number of the P-CSCF in accordance with the procedures of RFC3261 [26], and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address;

3)
add its own SIP URI to the top of the Record-Route header. The P-CSCF SIP URI is built in a format that contains the port number of the P-CSCF where it awaits subsequent requests from the called party, and either:

a)
the P-CSCF FQDN that resolves to the IP address; or

b)
the P-CSCF IP address;

4)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value representing the initiator of the request;

5)
add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and

6)
if the request is an INVITE request, save the Contact, Cseq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

2)
store the list of Record-Route headers from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
rewrite the port number of its own Record Route entry to its own protected server port number negotiated with the calling UE, and append the comp parameter in accordance with the procedures of RFC 3486 [55]; and

NOTE 2:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P-CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives from the UE a target refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The response may include a Warning header containing the warn-code 399. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response that may include a Warning header containing the warn-code 399; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog;

3)
add its own address to the Via header. The P-CSCF Via header entry is built in a format that contains the port number of the P-CSCF where it awaits the responses to come, and either:

a)
the P-CSCF FQDN that resolves to the IP address, or

b)
the P-CSCF IP address;

4)
add its own SIP URI to the top of Record-Route header. The P-CSCF SIP URI is built in a format that contains the port number of the P-CSCF where it awaits subsequent requests from the called party, and either:

a)
the P-CSCF FQDN that resolves to the IP address; or

b)
the P-CSCF IP address; and


5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and Cseq header filed values received in the request such that the P-CSCF is able to release the session if needed;
before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].
NOTE: The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.
When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the list of Record-Route headers from the received response;

2)
rewrite the port number of its own Record Route entry to its own protected server port number negotiated with the calling UE, and append the comp parameter in accordance with the procedures of RFC 3486 [55]; and

NOTE 3:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port value see 3GPP TS 33.203 [19].

3)
 replace the saved Contact header field value received in the response such that the P-CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response that may include a Warning header containing the warn-code 399; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or 

b)
replace the preloaded Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response;

2)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value representing the initiator of the request; and

3)
add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives from the UE subsequent requests other than a target refresh request (including requests relating to an existing dialog where the method is unknown), the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The response may include a Warning header containing the warn-code 399. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response that may include a Warning header containing the warn-code 399; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog; and
3)
for dialogs that are not INVITE dialogs, add a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];
4)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P-CSCF is able to release the session if needed;
before forwarding the request, (based on the topmost Route header,) in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives from the UE the request for an unknown method (that does not relate to an existing dialog), and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re-registration) is included, preserving the same order, as a subset of the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
return a 400 (Bad Request) response that may include a Warning header containing the warn-code 399; the P-CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or 

b)
replace the Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response; and

2)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value representing the initiator of the request;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

****** SECOND MODIFICATION *****

5.2.6.4
Requests terminated by the UE

When the P-CSCF receives, destined for the UE, an initial request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
convert the list of Record-Route header values into a list of Route header values and save this list of Route headers;

2)
if the request is an INVITE request, save a copy of the Contact, Cseq and Record-Route header field values received in the request such that the P-CSCF is able to release the session if needed;

3)
add its own SIP URI to the top of the list of Record-Route headers and save the list. The P-CSCF SIP URI is built in a format that contains the comp parameter in accordance with the procedures of RFC 3486 [55], and the protected server port number of the security association established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association established from the UE to the P-CSCF;

4)
add its own address to the top of the received list of Via header and save the list. The P-CSCF Via header entry is built in a format that contains the comp parameter in accordance with the procedures of RFC 3486 [55], and the protected server port number of the security association established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association established from the UE to the P-CSCF;

NOTE 1:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details of the usage of the two ports see 3GPP TS 33.203 [19].

5)
store the values received in the P-Charging-Function-Addresses header;

6)
remove and store the icid parameter received in the P-Charging-Vector header; and 

7)
save a copy of the P-Called-Party-ID header;

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with the value saved from the P-Called-Party-ID header that was received in the request;

2)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request;

3)
verify that the list of URIs received in the Record-Route header of the request corresponding to the same dialog is included, preserving the same order, as a subset of the Record-Route header list of this response. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Record-Route header values with those received in the request, rewrite the port number of its own Record-Route entry to the port number where it awaits subsequent requests from the calling party and remove the comp parameter.


If the verification is successful, the P-CSCF shall rewrite the port number of its own Record-Route entry to the port number where it awaits subsequent requests from the calling party and remove the comp parameter;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session; and

5)
if the response corresponds to an INVITE request, save the Contact, To, From and Record-Route header field value received in the response such that the P-CSCF is able to release the session if needed;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives, destined for the UE, a target refresh request for a dialog, prior to forwarding the request, the P-CSCF shall:

1)
add its own address to the top of the received list of Via header and save the list. The P-CSCF Via header entry is built in a format that contains the comp parameter in accordance with the procedures of RFC 3486 [55], and the protected server port number of the security association established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association established from the UE to the P-CSCF; and

NOTE 2:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details of the usage of the two ports see 3GPP TS 33.203 [19].


2)
for INVITE dialogs, replace the saved Contact and Cseq header filed values received in the request such that the P-CSCF is able to release the session if needed;
before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].
NOTE: The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.
When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request;

2)
rewrite the port number of its own Record-Route entry to the port number where it awaits subsequent requests from the calling party and remove the comp parameter; and

3)
 replace the saved Contact header field value received in the response such that the P-CSCF is able to release the session if needed;

before forwarding the response in accordance with the procedures of RFC 3261 [26].
When the P-CSCF receives  any other response to the above request, the P-CSCF shall:

1)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If the verification fails, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request;

2)
rewrite the port number of its own Record-Route entry to the port number where it awaits subsequent requests from the calling party and remove the comp parameter;

before forwarding the response in accordance with the procedures of RFC 3261 [26].
When the P-CSCF receives, destined for the UE, a request for a standalone transaction, or a request for an unknown method (that does not relate to an existing dialog), prior to forwarding the request, the P-CSCF shall:

1)
add its own address to the top of the received list of Via header and save the list. The P-CSCF Via header entry is built in a format that contains the comp parameter in accordance with the procedures of RFC 3486 [55], and the protected server port number of the security association established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association established from the UE to the P-CSCF;

NOTE 3:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details of the usage of the two ports see 3GPP TS 33.203 [19].

2)
store the values received in the P-Charging-Function-Addresses header; 

3)
remove and store the icid parameter received in the P-Charging-Vector header; and

4)
save a copy of the P-Called-Party-ID header; 

before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request; and

2)
remove the P-Preferred-Identity header, if present, and insert an P-Asserted-Identity header with the value saved from the P-Called-Party-ID header of the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives, destined for the UE, a subsequent request for a dialog that is not a target refresh request (including requests relating to an existing dialog where the method is unknown), prior to forwarding the request, the P-CSCF shall:

1)
add its own address to the top of the received list of Via header and save the list The P-CSCF Via header entry is built in a format that contains the comp parameter in accordance with the procedures of RFC 3486 [55], and the protected server port number of the security association established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the security association established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the security association established from the UE to the P-CSCF; and

NOTE 4:
The P-CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details of the usage of the two ports see 3GPP TS 33.203 [19].

2)
remove and store the icid parameter from P-Charging-Vector header;
3)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P-CSCF is able to release the session if needed;
before forwarding the request to the UE in accordance with the procedures of RFC 3261 [26].

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
verify that the list of Via headers matches the saved list of Via headers received in the request corresponding to the same dialog, including the P-CSCF via header value. This verification is done on a per Via header value basis, not as a whole string. If these lists do not match, then the P-CSCF shall either:

a)
discard the response; or

b)
replace the Via header values with those received in the request;

before forwarding the response in accordance with the procedures of RFC 3261 [26].

****** THIRD MODIFICATION *****

5.2.8.1.2
Release of an existing session

Upon receipt of an indication that the radio interface resources are no longer available for a served user, for whom one or more ongoing session exists, the P-CSCF shall release each of the related dialogs by applying the following steps:

1)
if the P-CSCF serves the calling user of a session it shall generate a BYE request based on the information saved for the related dialog, including:

-
a Request-URI, set to the stored Contact header provided by the called user;

-
a To header, set to the To header value as received in the 200 (OK) response for the initial INVITE request;

-
a From header, set to the From header value as received in the initial INVITE request;

-
a Call-ID header, set to the Call-Id header value as received in the initial INVITE request;

-
a CSeq header, set to the current CSeq value stored for the direction from the calling to the called user, incremented by one;

-
a Route header, set to the routeing information towards the called user as stored for the dialog;

-
further headers, based on local policy or the requested session release reason.

2)
If the P-CSCF serves the called user of a session it shall generate a BYE request based on the information saved for the related dialog, including:

-
a Request-URI, set to the stored Contact header provided by the calling user;

-
a To header, set to the From header value as received in the initial INVITE request;

-
a From header, set to the To header value as received in the 200 (OK) response for the initial INVITE request;

-
a Call-ID header, set to the Call-Id header value as received in the initial INVITE request;

-
a CSeq header, set to the current CSeq value stored for the direction from the called to the calling user, incremented by one;

-
a Route header, set to the routeing information towards the calling user as stored for the dialog;

-
further headers, based on local policy or the requested session release reason.

3)
send the so generated BYE request towards the indicated user.

4)
upon receipt of the 2xx responses for the BYE request, shall delete all information related to the dialog and the related multimedia session.
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