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	Reason for change:
	1) 24.554 contains the following:
-------------
a)	if the source 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in the TBD message of the source 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the source 5G ProSe direct link;
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the source 5G ProSe direct link, sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE. This depends on SA3.
-------------
When a non-null integrity protection algorithm and a non-null ciphering protection algorithm are selected, the first integrity and confidentiality protected message in the source 5G ProSe direct link, sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE, is a PROSE DIRECT LINK SECURITY MODE COMPLETE message.
Thus, during 5G ProSe direct link establishment of the source 5G ProSe direct link, MAC address of the source 5G ProSe layer-3 end UE needs to be indicated in the PROSE DIRECT LINK SECURITY MODE COMPLETE message.

2) 24.554 contains the following:
-------------
c)	if the target 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in TBD message of the target 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the target 5G ProSe direct link; and
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the target 5G ProSe direct link, sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE. This depends on SA3.
-------------
When a non-null integrity protection algorithm and a non-null ciphering protection algorithm are selected, the first integrity and confidentiality protected message in the target 5G ProSe direct link, sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE, is a PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message.
Thus, during 5G ProSe direct link establishment of the target 5G ProSe direct link, MAC address of the source 5G ProSe layer-3 end UE needs to be indicated in the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message.

3) It is not clear what the 5G ProSe layer-3 UE-to-UE relay UE and the 5G ProSe layer-3 end UE use the MAC addresses for. The 5G ProSe layer-3 UE-to-UE relay UE should use the MAC addresses for routing of user data packets. The 5G ProSe layer-3 end UE should use the MAC addresses for construction of user data packets.

	
	

	Summary of change:
	During 5G ProSe direct link establishment of the source 5G ProSe direct link, MAC address of the source 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK SECURITY MODE COMPLETE message.
During 5G ProSe direct link establishment of the target 5G ProSe direct link, MAC address of the source 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message.
Usage of MAC addresses clarified.
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	Revision 1:
- editor's note in 8a.2.10.3 was removed
- "5G ProSe layer-3 end UE use" -> "5G ProSe layer-3 end UE uses"
- in 8a.2.10.3, message construction is specified before message being sent
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- QoS flow descriptions and IP address configuration provided to the target 5G ProSe end UE.
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Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a 5G ProSe direct link context.
NOTE 1:	A default PC5 DRX configuration is used for receiving the PROSE DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 38.300 [21].
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK or DUSK used for 5G ProSe UE-to-network relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]), and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure.
NOTE 2:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK or DUSK used for 5G ProSe UE-to-UE relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]), and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-UE relay discovery procedure.
NOTE 2A:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for ProSe identifier indicating "ranging and sidelink positioning", the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	the ProSe identifier indicating "ranging and sidelink positioning"; and
b)	the SLPK ID, if available,
using the DUCK or DUSK used for ranging and sidelink positioning UE discovery, and verifies if the ProSe identifier indicating "ranging and sidelink positioning" matches with the one that the target UE has sent during ranging and sidelink positioning UE discovery.
NOTE 2B:	If the UE is neither configured with DUCK nor DUSK, the ProSe identifier indicating "ranging and sidelink positioning" and the SLPK ID are not encrypted.
[bookmark: _Hlk132720886]If the target UE is acting as the target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery, the target UE upon reception of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages which contain the same source user info, ProSe identifier(s) and relay service code as received from multiple 5G ProSe UE-to-UE relay UEs, selects one of the 5G ProSe UE-to-UE relay UEs via which to communicate with the source 5G ProSe end UE as specified in TS 23.304, clause 6.7.3.2.
If the 5G ProSe direct link establishment procedure is neither for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, and the 5G ProSe direct link establishment procedure is not for direct communication for ProSe identifier indicating "ranging and sidelink positioning", the target UE may initiate 5G ProSe direct link authentication procedure as specified in clause 7.2.12 and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, or for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, upon receiption of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages, and the initiating UE is identified by a SUCI, a CP-PRUK ID or a UP-PRUK ID, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and if:
a)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] is completed successfully; or
b)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails, the RSC is specific for emergency services, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration;
shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE using the security procedure with network assistance, upon receiption of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages, the target UE shall proceed with 5G ProSe direct link security request procedure.
If the 5G ProSe direct link establishment procedure is for direct communication for ProSe identifier indicating "ranging and sidelink positioning", the target UE shall proceed with the SLP key request procedure as specified in clause 8.3.1.1.x in 3GPP TS 24.514 [56], and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
Editor's note:	(WI:5G_ProSe_Ph2, CR: 0411) it is FFS how to configure the target UE that 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the initiating UE is identified by a PEI, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, the target UE shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
The target UE shall set the source layer-2 ID and the destination layer-2 ID as specified in clause 7.2.12 and clause 7.2.10, and store the corresponding source layer-2 ID for unicast communication and the destination layer-2 ID for unicast communication in the 5G ProSe direct link context.
If:
a)	the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE's application layer ID; or
b)	the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall:
a)	if the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance. The 5G ProSe direct link establishment procedure is not for direct communication for ProSe identifier indicating "ranging and sidelink positioning":
1)	identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or
2)	if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.12;
b)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the initiating UE is identified by a SUCI or a CP-PRUK ID, and the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over user plane as specified in 3GPP TS 33.503 [34];
c)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the initiating UE is identified by a SUCI or a UP-PRUK ID, and the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane; and
NOTE 3:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
d)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the initiating UE is identified by a PEI, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, generate a new KNRP in an implementation defined way.
e)	if the 5G ProSe direct link establishment procedure is for direct communication for ProSe identifier indicating "ranging and sidelink positioning", request a new KSLP according to the security procedure as specified in 3GPP TS 33.533 [55].
If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, the target UE shall generate a new KNR_ProSe or KNRP in an implementation defined way.
After an existing KNRP or KSLP was identified or a new KNRP or KSLP was derived, or after a new KNRP or KNR_ProSe or KSLP is received or a new KNR_ProSe or KNRP were generated, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fail, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE shall perform the 5G ProSe direct link remote identity procedure to fetch PEI.
Before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE initiates the UE requested PDU session establishment procedure as specified in 3GPP TS 24.501 [11] if:
1)	the PDU session for relaying the service associated with the RSC has not been established yet; or
2)	the PDU session for relaying the service associated with the RSC has been established but the PDU session type is Unstructured.
If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE's application layer ID received from upper layers, or set to the user info ID of the target 5G ProSe end UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
aa)	shall include the UE-to-UE relay UE user info set to the user info ID of the 5G ProSe UE-to-UE relay UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
b)	shall include PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s) that the target UE accepts, if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
c)	may include the PC5 QoS rule(s) if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
d)	shall include an IP address configuration IE set to one of the following values if IP communication is used and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE, or 5G ProSe layer-2 UE-to-UE relay UE or 5G ProSe layer-3 UE-to-UE relay UE using the security procedure with network assistance:
1)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
2)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the target UE is not acting as a 5G ProSe layer-3 UE-to-network relay UE;
NOTE 4:	The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE if Ethernet or Unstructured data unit type is used for communication.
e)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25] if IP address configuration IE is set to "address allocation not supported", the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE, 5G ProSe layer-3 UE-to-network relay UE, or 5G ProSe layer-2 UE-to-UE relay UE or 5G ProSe layer-3 UE-to-UE relay UE using the security procedure with network assistance; 
f)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.503 [34]. If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, and:
1)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails; or
2)	the initiating UE is identified by a PEI;
	the target UE shall include the user plane integrity protection configuration set to "off" and the user plane ciphering configuration set to "off";
g)	if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source or target 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and for Ethernet traffic, shall include the MAC address of the target 5G ProSe layer-3 end UE; and
h)	may include a target 5G ProSe layer-3 end UE IP address IE set to the IP address of the target 5G ProSe layer-3 end UE, if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the data unit type for the communication is IP.
After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and shall start timer T5090 if: 
a)	at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.4; or
b)	T5090 is configured as specified in clause 5.2.5.
NOTE 5:	Two UEs negotiate the PC5 DRX configuration in the AS layer, and the PC5 DRX parameter values are configured per pair of source and destination Layer-2 IDs in the AS layer, as specified in 3GPP TS 38.300 [21].
After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this 5G ProSe direct link;
b)	PQFI(s) and its corresponding PC5 QoS parameters, if available;
c)	an indication of activation of the PC5 unicast user plane security protection for the 5G ProSe direct link, if applicable; and
d)	an indication of emergency services for the 5G ProSe direct link if the 5G ProSe direct link is established with the RSC specific for emergency services between the 5G ProSe layer-2 remote UE and the 5G ProSe layer-2 UE-to-network relay UE.
If the target UE accepts the 5G ProSe direct link establishment request and the 5G ProSe direct link is established not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and not for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8.2.6. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8a.2.7.
***** change *****
7.2.10.3	5G ProSe direct link security mode control procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if the 5G ProSe direct link authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for 5G ProSe direct communication. The target UE shall check the selected security algorithms IE included in the PROSE DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the integrity protection is not offered for this 5G ProSe direct link and the signalling messages are transmitted unprotected. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the ciphering protection is not offered for this 5G ProSe direct link and the signalling messages are transmitted unprotected. If the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required", the target UE shall check the selected security algorithms IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	if the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE when security procedure with network assistance is used:
1)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the PROSE DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [37];
2)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.536 [37]; and
3)	if the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.536 [37]; or
b)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE when security procedure with network assistance is used and:
-	the RSC is not specific for emergency services; or
-	the RSC is specific for emergency services, and the selected integrity protection algorithm is not the null integrity protection algorithm;
	then:
1)	if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, derive Krelay-sess according to the security procedure over control plane, and derive Krelay-int from Krelay-sess and the selected integrity algorithm as specified in 3GPP TS 33.503 [34]. If the Krelay-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive Krelay-enc from Krelay-sess and the selected ciphering algorithm as specified in 3GPP TS 33.503 [34]; or
2)	if security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, derive KNRP-sess according to the security procedure over user plane, and derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.503 [34]. If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.503 [34].
The target UE shall determine whether or not the PROSE DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required";
b)	asking the lower layers to check the integrity of the PROSE DIRECT LINK SECURITY MODE COMMAND message using NRPIK (or Krelay-int when applicable) and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message;
d)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure,
1)	checking that the received UE 5G ProSe direct signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE's PROSE DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure and the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm, checking that the selected security algorithms IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the PROSE DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive:
a)	a new KNRP if the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE when security procedure with network assistance is used; the target UE shall derive KNRP as specified in 3GPP TS 33.536 [37];
b)	a new KNRP, if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [37]; or
c)	a new KNR_ProSe, if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, the target UE shall derive KNR_ProSe as specified in 3GPP TS 33.536 [37]; and
the target UE shall choose the 2 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSB of KNRP ID and its chosen 2 LSBs of KNRP ID and shall store the complete KNRP ID with KNRP/KNR_ProSe.
NOTE 1:	If the direct communication is not between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the KNRP ID holds the ID that corresponds to KNRP. If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the KNRP ID holds the ID that corresponds to KNRP (if security procedure over user plane is used) or KNR_ProSe (if security procedure over control plane is used).
NOTE 1A:	If the direct communication is not between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, the KNRP ID holds the ID that corresponds to KNRP. If the direct communication is between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, the KNRP ID holds the ID that corresponds to KNRP (if security procedure over user plane is used) or KNR_ProSe (if security procedure over control plane is used).
If the GPI is included in the PROSE DIRECT LINK SECURITY MODE COMMAND message and the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target UE shall derive the UP-PRUK and obtain the UP-PRUK ID from the GPI, and use the UP-PRUK in deriving the KNRP, according to the security procedure over user plane as specified in 3GPP TS 33.503 [34].
If the target UE accepts the PROSE DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a PROSE DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure:
1)	shall include the PQFI and the corresponding PC5 QoS parameters if the 5G ProSe direct link is not neither for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE nor between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance; or
2)	may include the PQFI and the corresponding PC5 QoS parameters if the 5G ProSe direct link is for 5G ProSe direct communication between 5G ProSe layer-3 remote UE and 5G ProSe layer-3 UE-to-network relay UE;
NOTE 2:	The PQFI and the corresponding PC5 QoS parameters are not included if the 5G ProSe direct link is for 5G ProSe direct communication between 5G ProSe remote UE and 5G ProSe layer-2 UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe layer-2 UE-to-UE relay UE.
b)	if IP communication is used, the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, and the 5G ProSe direct link is not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe layer-2 UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe layer-2 UE-to-UE relay UE, shall include an IP address configuration IE set to one of the following values:
1)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router; 
2)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the 5G ProSe direct link is not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe layer-3 UE-to-network relay UE;
NOTE 3:	The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE if Ethernet or Unstructured data unit type is used for communication.
c)	if IP communication is used, the IP address configuration IE is set to "address allocation not supported" and the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25];
d)	if a new KNRP was derived or a new KNRP or KNR_ProSe was received, shall include the 2 LSBs of KNRP ID; and
e)	if the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, shall include its UE 5G ProSe direct user plane security policy for this 5G ProSe direct link. In the case where the different ProSe services are mapped to the different 5G ProSe direct user plane security policies, when more than one ProSe identifier is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those ProSe services shall be compatible, e.g., "user plane integrity protection not needed" and "user plane integrity protection required" are not compatible. If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, and the null integrity protection algorithm and the null ciphering protection algorithm are the selected security algorithms, the target UE shall indicate the user plane integrity protection policy set to "user plane integrity protection not needed" and the user plane ciphering policy set to "User plane ciphering not needed"; and
x)	if the 5G ProSe direct link security mode control procedure is triggered during a 5G ProSe direct link establishment procedure for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and for Ethernet traffic, shall include the MAC address of the source 5G ProSe layer-3 end UE.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID it had sent in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID received in the PROSE DIRECT LINK SECURITY MODE COMMAND message. The target UE shall use the KNRP-sess ID to identify the new security context.
After the PROSE DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for 5G ProSe direct communication and the initiating UE's layer-2 ID for 5G ProSe direct communication, NRPIK (or Krelay-int when applicable), NRPEK (or Krelay-enc when applicable) if applicable, KNRP-sess ID, the selected security algorithm as specified in 3GPP TS 33.536 [37] and an indication of activation of the 5G ProSe direct signalling security protection for the 5G ProSe direct link with the new security context, if applicable.
NOTE 4:	The PROSE DIRECT LINK SECURITY MODE COMPLETE message and further 5G ProSe direct signalling messages are integrity protected and ciphered (if applicable) at the lower layer using the new security context.
If the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the 5G ProSe direct user plane security protection for the 5G ProSe direct link with the new security context, if applicable, along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176][bookmark: _Toc59208930][bookmark: _Toc75734769][bookmark: _Toc82772106][bookmark: _Toc146712148]***** change *****
[bookmark: _Toc155372164][bookmark: _Toc146712410][bookmark: _Hlk153179550]8a.2.8	Support for Ethernet traffic via 5G ProSe layer-3 UE-to-UE relay
When a 5G ProSe direct link is being established or modified between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE (called source 5G ProSe direct link) and another 5G ProSe direct link is being established or modified between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE (called target 5G ProSe direct link), for Ethernet traffic:
a)	if the source 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK SECURITY MODE COMPLETE TBD message of the source 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the source 5G ProSe direct link;
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the source 5G ProSe direct link, sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE. This depends on SA3.
b)	if the source 5G ProSe direct link is being modified:
1)	MAC address of the target 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION ACCEPT message of the source 5G ProSe direct link; or
2)	MAC address of the source 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION REQUEST message of the source 5G ProSe direct link if the MAC address of the source 5G ProSe layer-3 end UE changed;
c)	if the target 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPTTBD message of the target 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the target 5G ProSe direct link; and
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the target 5G ProSe direct link, sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE. This depends on SA3.
d)	if the target 5G ProSe direct link is being modified:
1)	MAC address of the source 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION REQUEST message of the target 5G ProSe direct link; or
2)	MAC address of the target 5G ProSe layer-3 end UE may be indicated in the PROSE DIRECT LINK MODIFICATION ACCEPT message of the target 5G ProSe direct link if the MAC address of the target 5G ProSe layer-3 end UE changed.
The 5G ProSe layer-3 UE-to-UE relay UE maintains associations between the 5G ProSe direct links and Ethernet MAC addresses provided by the 5G ProSe layer-3 end UEs of the 5G ProSe direct links, shall ensure that each 5G ProSe layer-3 end UE uses a different MAC address, and shall use the association for forwarding of the user data packets.
The 5G ProSe layer-3 end UE maintains associations between the 5G ProSe direct link and Ethernet MAC address provided by the other 5G ProSe layer-3 end UE, and shall use the Ethernet MAC address provided by the other 5G ProSe layer-3 end UE as destination address of the user data packets.
[bookmark: _Toc146712411]***** change *****
[bookmark: _Toc155372169]8a.2.10.3	5G ProSe UE-to-UE relay direct link security establishment procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message, the target UE shall verify the MIC field in the received PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK, or DUSK with the associated encrypted bitmask used for 5G ProSe UE-to-UE relay discovery (see clause 6.6.3.1 of 3GPP TS 33.503 [34]) and verifies if the relay service code matches with the one that the target UE has sent in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 1:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the target UE is authorized to act as the 5G ProSe UE-to-UE relay UE and is in NG-RAN coverage, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
The target UE shall:
a)	if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over user plane as specified in 3GPP TS 33.503 [34]; or
b)	if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane.
NOTE 2:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After a new KNRP was derived or after a new KNRP or KNR_ProSe is received, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10. The target UE determines whether the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message can be accepted or not based on the result of the 5G ProSe direct link security mode control procedure.
If the target UE accepts the 5G ProSe direct link security establishment procedure, the target UE shall create a PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message.
In the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters if received from the source 5G ProSe layer-3 end UE;
b)	shall include the PC5 QoS rule(s) if received from the source 5G ProSe layer-3 end UE;
c)	if IP communication is used, shall include an IP address configuration IE set to one of the following values:
1)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router;
2)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the 5G ProSe direct link is not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe layer-3 UE-to-network relay UE;
d)	if IP communication is used, the IP address configuration IE is set to "address allocation not supported" and the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25]; and
e)	if Ethernet communication is used, shall include the MAC address of the source 5G ProSe layer-3 end UE.
After the PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message is created, the target UE shall and pass the message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Editor’s note:	The content of PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message is FFS.
***** change *****
[bookmark: _Toc155372329][bookmark: _Toc68196381][bookmark: _Toc59209052][bookmark: _Toc51951275][bookmark: _Toc45882725][bookmark: _Toc45282339][bookmark: _Toc146712531]10.3.14.1	Message definition
This message is sent by a UE to another peer UE to respond to a PROSE DIRECT LINK SECURITY MODE COMMAND message. See table 10.3.14.1.1.
Message type:	PROSE DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_14_1_1]Table 10.3.14.1.1: PROSE DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY MODE COMPLETE message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
11.3.23
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	62
	IP address configuration
	IP address configuration
11.3.6
	O
	TV
	2

	61
	Target link local IPv6 address

	Link local IPv6 address
11.3.7
	O
	TV
	17

	5B
	LSBs of KNRP ID
	LSBs of KNRP ID
11.3.17
	O
	TV
	3

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	33
	Source 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8



[bookmark: _Toc68196382][bookmark: _Toc59209053][bookmark: _Toc51951276][bookmark: _Toc45882726][bookmark: _Toc45282340][bookmark: _Toc146712532]***** change *****
[bookmark: _Toc68196385][bookmark: _Toc59209056][bookmark: _Toc51951279][bookmark: _Toc45882729][bookmark: _Toc45282343][bookmark: _Toc146712537]10.3.14.x	Source 5G ProSe layer-3 end UE MAC address
The UE shall include this IE when the MAC address of the source 5G ProSe layer-3 end UE needs to be indicated.
***** change *****
10.3.y	ProSe direct link security establishment accept
10.3.y.1	Message definition
This message is sent by a 5G ProSe layer-3 UE-to-UE relay UE to a target 5G ProSe layer-3 end UE to accept a PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message. See table 10.3.y.1.1.
Message type:	PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.y.1.1: PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	62
	IP address configuration
	IP address configuration
11.3.6
	O
	TV
	2

	61
	Target link local IPv6 address

	Link local IPv6 address
11.3.7
	O
	TV
	17

	33
	Source 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8



[bookmark: _Toc68196350][bookmark: _Toc59209021][bookmark: _Toc155372255]10.3.y.2	IP address configuration
The UE shall include this IE if IP communication is used.
[bookmark: _CR10_3_2_3][bookmark: _Toc68196351][bookmark: _Toc59209022][bookmark: _Toc155372256]10.3.y.3	Target link local IPv6 address
The UE shall include this IE if IP communication is used and the IP address configuration is set to "address allocation not supported".
[bookmark: _CR10_3_2_4][bookmark: _Toc155372257]10.3.y.4	QoS flow descriptions
The UE shall include this IE if QoS flow descriptions are received from the source 5G ProSe layer-3 end UE.
[bookmark: _CR10_3_2_5][bookmark: _Toc155372258]10.3.y.5	QoS rules
The UE may include this IE if PC5 QoS rules are received from the source 5G ProSe layer-3 end UE.
10.3.y.6	Source 5G ProSe layer-3 end UE MAC address
The UE shall include this IE when the MAC address of the source 5G ProSe layer-3 end UE needs to be indicated.

3GPP
