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1. Overall Description:
As part of the work on 5G_eLCS_Ph3, CT1 has specified protocol solutions for location service over user plane as defined in new TS 24.572:
Step 1) UPP-CM procedure during which the LMF provides the user plane connection information to the UE.
Step 2) The UE performs user plane connection establishment with the LMF (i.e., TLS connection) based on the information received from Step 1).
Step 3) LCS-UPP procedure to transfer location service messages between the UE and the LMF.

CT1 has found an issue after the UE establishes a secured user plane connection with the LMF: in case of LMF-initiated location procedure, the LMF shall be able to bind the established user plane connection with the TLS client to the UE to which the UPP-CM command message has been sent. CT1 has discussed the solution of using LCS-UP session ID as follows:
a) The LMF assigns an LCS-UP session ID to the UE during step 1 above.
b) After step 2, the UE provides the LCS-UP session ID over the user plane.
c) The LMF checks the LCS-UP session ID sent over the user plane and associates the user plane connection with the UE.

During the discussion, CT1 found potential security vulnerabilities by which a rogue UE could potentially generate a random value that coincidentally matches the LCS-UP session ID of another UE, so that the rogue UE uses the matched value to associate its user plane connection with the LMF. There’s also a possibility that attackers could intercept the contents of a UPP-CM message and extract the value of the LCS-UP session ID, in particular, if the NAS connection is not confidentiality protected. Therefore, CT1 would like to ask SA3 to provide feedback for the security aspects of these procedures.

2. Actions:
To SA WG3 group.
ACTION: 	CT WG1 asks SA WG3 to provide feedback for above described solution for user plane connection binding.
3. Date of Next CT1 Meetings:
CT1#148                          15th April- 19th April 2024                       China (TBC), CN
CT1#149                           27th May- 31st May 2024                       India, IN

