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1. Reason for Change
PIN Authorization is clarified in TS 23.542 v18.2.0, which should be implemented in stage-3 as well. In summary, the purpose of the PIN authorization procedure is to enable a PIN peer to acquire the security information that is for authorization in all other procedures defined in this specification.
<TS 23.542 v18.2.0>
The PIN authorization procedure is used by a PINE, PEGC or PEMC to acquire security information needed to perform procedures with other functional entities (e.g., PIN Server, PEMC, PEGC) of the PIN. The security information is used by a PINE, PEGC or PEMC (e.g., a requestor) when performing procedures of clause 8 that require security credentials for request authorization. A PINE, PEGC or PEMC performs the PIN authorization procedure with the PIN server.
NOTE:	How security credentials are provisioned on the PIN server is implementation dependent.
Editor's note:	Whether the PEGC/PEMC can authorize a PINE request or needs PIN server support is FFS.
For deployments where a PIN server has CAPIF core function capabilities, and a PINE, PEGC, PEMC or AS have CAPIF API invoker capabilities, as defined in 3GPP TS 23.222 [7], security information may be obtained via CAPIF mechanisms.
Editor's note:	Whether further details related to CAPIF mechanisms are needed is FFS.


Figure 8.10.2.2-1: PIN authorization with PIN server
Table 8.10.3.2-1: PIN authorization request
	Information element
	Status
	Description

	Requestor identifiers
	M
	The identifiers of the requestor (i.e., GPSI or MAC address of the PINE, and PINE identifier or AS identifier).

	PIN identifier
	M
	Identifier of the PIN.

	Name 
	M
	The PINE vendor name or the AS service provider name.

	Description
	M
	Description of the PINE or AS. 

	Requestor IP Address
	M
	The IP address of PINE or AS. 



Table 8.10.3.3-1: PIN authorization response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN authorization request was successful.

	> Security information
	M
	The security information to be used by the requestor in PIN procedures.

	Failure response
	O
(see NOTE)
	Indicates that the PIN authorization request failed.

	> Cause
	M
	Provides the cause for PIN authorization request failure.

	NOTE:	At least one of the IE shall be present.



It is important to point out that Name, Description, and Requestor IP Address should NOT be a mandatory IE as Name and Description is always an optional information in a PIN, and the security material is NOT related to the IP address. The above three IE are hence optional in this pCR.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v1.0.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc151546048][bookmark: _Toc151546235]5.1	General
The following procedures are defined for PIN application layer procedures:
a)	PIN server discovery as specified in clause 5.2;
b)	PIN registration management as specified in clause 5.3;
c)	PIN management as specified in clause 5.4;
d)	PIN communication as specified in clause 5.5;
e)	application server discovery in PIN as specified in clause 5.6;
f)	service switch as specified in clause 5.7; and
g)	service continuity as specified in clause 5.8; and
h)	PIN authorization as specified in clause 5.9.

* * * Next Change * * * *
5.9	PIN authorization
[bookmark: _Toc151546236]5.9.1	Requesting entity procedure
The purpose of the PIN authorization procedure is to enable a PIN peer to acquire the security information (i.e. security credential) that is for authorization in all other procedures defined in this specification.
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to request for security information, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element in the <pinapp-info> root element and within the <pine-authorization-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI or PIN client ID);
2)	shall include a <pin-id> element set to the identity of the requested PIN;
3)	may include a <ip-address> element set to the IP address of the requesting entity;
4)	may include a <vendor-name> element set to the vendor’s name of the requesting entity; and
5)	may include a <device-description> element set to the description of the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-accept> element in the <pinapp-info> root element,
the requesting entity shall store the received PIN credential in the <pine-authorization-accept> element.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN authorization is rejected by the PAE-S with the indicated cause.
[bookmark: _Toc151546060]5.9.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to request the security information. 
If the requesting entity is authorized to request the security information, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-accept> element in the <pinapp-info> root element and within the <pine-authorization-accept> element:
i)	shall include a <security-credentials> element set to the security credentials of the requesting entity.
b)	send the HTTP 200 (OK) response towards the requesting entity.
If the requesting entity is not authorized to request the security information, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-reject> element in the <pinapp-info> root element and within the <pine-authorization-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN authorization failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.

* * * End of Changes * * * *
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