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***** change *****
[bookmark: _Toc154618991]6.3a	Authentication for NSWO in 5GS
A UE that supports NSWO in 5GS and is configured to use NSWO in 5GS, shall not perform NSWO in EPS. NSWO in 5GS capability can be enabled and disabled via configuration on the USIM (see 3GPP TS 31.102 [35]) or on the ME. Configuration on the USIM shall take precedence over the ME.
In order to use NSWO in 5GS, and if the WLAN access network requires 5GS-based authentication of a UE to connect to the WLAN, the UE shall perform:
a)	the EAP-AKA' authentication procedure as specified in 3GPP TS 33.501 [5] annex S.3, if the UE does not operate in SNPN access operation mode for 5G NSWO; or
b)	any key-generating EAP authentication method as specified in 3GPP TS 33.501 [5] subclause I.10.5, if the UE operates in SNPN access operation mode for 5G NSWO.
The UE shall use as its identity the SUCI in NAI format for NSWO in 5GS as defined in clause 28.7.12 of 3GPP TS 23.003 [8] when:
-	the UE does not operate in SNPN access operation mode for 5G NSWO;
-	the UE operates in SNPN access operation mode for 5G NSWO and the PLMN subscription is selected; or
-	the UE operates in SNPN access operation mode for 5G NSWO and an indication to use SUPI which is associated with the selected entry of the "list of subscriber data", is not configured in the ME. 
NOTE 1:	The same NAI format is used over both trusted and untrusted non-3GPP access networks for NSWO in 5GS, which is different from the NAI format used for registration over trusted non-3GPP access specified in clause 28.7.6 of 3GPP TS 23.003 [8].
If:
a)	the UE operates in SNPN access operation mode for 5G NSWO;
b)	the UE uses the "null-scheme" as specified in 3GPP TS 33.501 [5] to generate a SUCI; and
c)	an indication to use anonymous SUCI which is associated with the selected entry of the "list of subscriber data", is configured in the ME;
NOTE 2:	The ME can be configured with an indication to use anonymous SUCI associated with an entry of "list of subscriber data" when the EAP method associated with the credentials of the entry supports SUPI privacy at the EAP layer.
then the UE shall use as its identity the anonymous SUCI in NAI format as specified in clause 28.7.12 of 3GPP TS 23.003 [8].
If:
a)	the UE operates in SNPN access operation mode for 5G NSWO; and
b)	an indication to use SUPI which is associated with the selected entry of the "list of subscriber data", is configured in the ME;
then the UE:
a)	if the indication to use SUPI is set to "SUPI", shall use as its identity the SUPI, in NAI format as specified in clause 28.7.x of 3GPP TS 23.003 [8]; or
b)	if the indication to use SUPI is set to "anonymous SUPI", shall use as its identity the anonymous SUPI in NAI format as specified in clause 28.7.x of 3GPP TS 23.003 [8];
NOTE 3:	The ME can be configured with an indication to use SUPI associated with the selected entry of the "list of subscriber data" with value set to "anonymous SUPI" when the EAP method associated with the credentials of the entry supports SUPI privacy at the EAP layer.
Upon receipt of an EAP-Request/AKA'-Challenge message the UE shall apply the rules for comparison of the locally determined ANID "5G:NSWO" (see table 8.1.1.2-2 of 3GPP TS 24.302 [7]) and the Network Name field of the AT_KDF_INPUT attribute received in the EAP-Request/AKA'-Challenge message as specified in IETF RFC 5448 [38].
A:
a)	roaming UE; or
b)	UE which selected a non-subscribed SNPN in the SNPN selection procedures for NSWO in 5GS;
that supports NSWO in 5GS and is configured to use NSWO in 5GS shall use as its identity the SUCI in decorated NAI format or the SUPI in decorated NAI format, as specified for NSWO in 5GS in clause 28.7.9 of 3GPP TS 23.003 [8].
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