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	Reason for change:
	In order to get priority treatment as early as possible in the attach process, the UE can send in indicator in the EAP-Response/Identity message, to indicate that the UE is a UE configured for high priority access. 

This aligns with a change for the 5GC in clause 7.3A.2.2 of TS 24.502 made in C1-239553 in CT1#145 (Nov 2023).

TS 24.302 has an exemption for MPS during overload on SCM, an overload exemption is needed for TSCM. 


	
	

	Summary of change:
	
First change:
Add a referenc to TS 24.368.

Second change:
UE adds MPS indicator as NAI decoration if UE is configured to behave as a UE with high priority access. The NAI with decoration is to be used in an EAP-Response message to indicate to the TWAN that the UE is a UE configured for high priority access.
Legacy networks that do not recognize the decoration will likely reject the EAP-Response/Identity and retry the EAP-Request/Identity. The UE is allowed to send a subsequent EAP-Response/Identity without NAI decoration so that the response has a chance of success. 

Third change:
Removed change made in C1-236155 in CT1#143, which added an attribute to an EAP-Response message to convey the MPS indicator from the UE to the TWAN. Adding an attribute to an EAP-Response message other than an EAP-Response/Identity is too late in the attachment process to be useful, and the EAP-Response/Identity message cannot accommodate new attributes.

Fourth change:
Adds a general MPS exemption for all modes, which also then covers TSCM.

Fifth change:
The relevant content in the referred clause has moved to another clause. Changed the reference to the new clause.

Sixth change:
The reference for identifying a high priority UE needs to refer to an untrusted WLAN clause, not a trusted WLAN clause, because the clause is about untrusted WLANs. 

Seventh change:
Remove AT_HPA_INFO, it's no longer needed now that NAI decoration is used to indicate an MPS subscription from the UE.


	
	

	Consequences if not approved:
	MPS users attaching via a trusted WLAN will not get priority treatment until later in the attach process, i.e., when the UE profile is retrieved from the HSS and the MPS subscription can be checked.

MPS users connecting in TSCM will not have an exemption during overload.
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[bookmark: _Hlk153369856][bookmark: _Toc20154277][bookmark: _Toc27727253][bookmark: _Toc45203711][bookmark: _Toc146249171]***** First change *****
[bookmark: _Toc20154191][bookmark: _Toc27727167][bookmark: _Toc45203625][bookmark: _Toc155360858]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	Void.
[2A]	3GPP TS 23.002: "Network architecture".
[3]	3GPP TS 23.003: "Numbering, addressing and identification".
[4]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[5]	Void.
[5A]	3GPP TS 23.203: "Policy and Charging Control Architecture".
[6]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[bookmark: _Ref159859248][6A]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[7]	Void.
[8]	Void.
[9]	3GPP TS 24.234 v12.2.0: "3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols".
[bookmark: PP2_P_R0001][10]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".
[11]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".
[12]	3GPP TS 24.304: "Mobility management based on Mobile IPv4; User Equipment (UE) - Foreign Agent interface".
[13]	3GPP TS 24.312: "Access Network Discovery and Selection Function (ANDSF) Management Object (MO)".
[14]	3GPP TS 25.304: "User Equipment (UE) procedures in idle mode and procedures for cell reselection in connected mode".
[14A]	3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification".
[15]	3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses".
[16]	3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) procedures in idle mode".
[16A]	3GPP TS 45.008: "Radio Access Network; Radio subsystem link control".
[16B]	3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".
[17]	3GPP TS 29.273: "Evolved Packet System; 3GPP EPS AAA Interfaces".
[18]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols".
[19]	3GPP TS 29.276: "Optimized Handover Procedures and Protocols between EUTRAN Access and cdma2000 HRPD Access".
[bookmark: PP2_C_S0024_0][20]	3GPP2 X.S0057-B v2.0: "E-UTRAN - HRPD Connectivity and Interworking: Core Network Aspects".
[21]	3GPP2 C.S0087-A v4.0: "E-UTRAN – HRPD and CDMA2000 1x Connectivity and Interworking: Air Interface Aspects".
[22]	Void.
[bookmark: PP2_C_S0024_A][23]	3GPP2 C.S0024-B v3.0: "cdma2000® High Rate Packet Data Air Interface Specification".
[23A]	3GPP2 C.S0016-D v1.0: "Over-the-Air Service Provisioning of Mobile Stations in Spread Spectrum Standards".
[24]	WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 2: "Architecture Tenets, Reference Model and Reference Points", November 2007.
[25]	WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3: "Detailed Protocols and Procedures", November 2007.
[26]	WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0, April 2007.
[27]	IEEE Std 802.16e-2005 and IEEE Std 802.16-2004/Cor1-2005: "IEEE Standard for Local and Metropolitan Area Networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems Amendments 2 and Corrigendum 1", February 2006.
[28]	IETF RFC 7296 7296 (October 2014): "Internet Key Exchange Protocol Version 2 (IKEv2)".
[29]	IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".
[30]	IETF RFC 4301 (December 2005): "Security Architecture for the Internet Protocol".
[31]	IETF RFC 4555 (June 2006): "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[32]	IETF RFC 4303 (December 2005): "IP Encapsulating Security Payload (ESP)".
[33]	IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)"
[34]	IETF RFC 3629 (November 2003): "UTF-8, a transformation format of ISO 10646".
[35]	IETF RFC 1035 (November 1987): "DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION".
[36]	Void.
[37]	IETF RFC 6153 (February 2011): "DHCPv4 and DHCPv6 Options for Access Network Discovery and Selection Function (ANDSF) Discovery".
[38]	IETF RFC 5448 (May 2009): "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[39]	OMA-ERELD-DM-V1_2: "Enabler Release Definition for OMA Device Management".
[40]	Void
[41]	"Unicode 5.1.0, Unicode Standard Annex #15; Unicode Normalization Forms", March 2008. http://www.unicode.org.
[42]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[43]	3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol".
[44]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[45]	3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".
[46]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[47]	3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
[48]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects".
[49]	IETF RFC 4739: "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".
[50]	3GPP TS 29.274: "Tunnelling Protocol for Control plane (GTPv2-C)".
[51]	3GPP TS 24.139: "3GPP System-Fixed Broadband Access Network Interworking; Stage 3".
[52]	3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[53]	IETF RFC 2817 (May 2000): "Upgrading to TLS Within HTTP/1.1".
[54]	Void.
[55]	Void.
[56]	3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN access to EPC".
[57]	IEEE Std 802.11-2016: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[58]	IEEE Std 802-2014: "IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture", 30th June 2014.
[59]	Void.
[60]	IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication Protocol (EAP)".
[61]	IEEE Std 802.1X™-2010: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Port-based Network Access Control".
[62]	IETF RFC 4282: "The Network Access Identifier".
[63]	ITU-T Recommendation E.212: "The international identification plan for mobile terminals and mobile users".
[64]	IETF RFC 7651 (September 2015): "3GPP IP Multimedia Subsystems (IMS) Option for the Internet Key Exchange Protocol Version 2 (IKEv2)".
[65]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[66]	3GPP TS 23.380: "IMS Restoration Procedures".
[67]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[68]	3GPP TS 23.161: "Network-Based IP Flow Mobility (NBIFOM); Stage 2".
[69]	3GPP TS 24.161: "Network-Based IP Flow Mobility (NBIFOM); Stage 3".
[70]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[70A]	IETF RFC 4309 (December 2005): "Internet Key Exchange Protocol Version 2 (IKEv2)".
[70B]	IETF RFC 7296 (October 2014): "Internet Key Exchange Protocol Version 2 (IKEv2)".
[71]	IETF RFC 6696 (July 2012): "EAP Extensions for the EAP Re-authentication Protocol (ERP)".
[72]	IETF RFC 3948 (January 2005): "UDP Encapsulation of IPsec ESP Packets".
[73]	IETF RFC 2234 (November 1997): "Augmented BNF for Syntax Specification: ABNF".
[74]	IETF RFC 5279 (July 2008): "A Uniform Resource Name (URN) Namespace for the 3rd Generation Partnership Project (3GPP)".
[75]	IETF RFC 2474 (December 1998): "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[76]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage3".
[77]	3GPP TR 24.502: "Access to the 3GPP 5G Core Network (5GCN) via non-3GPP access networks".
[78]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[79]	3GPP TS 24.193: "Access Traffic Steering, Switching and Splitting (ATSSS); Stage 3".
[X]	3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".
***** Second change *****
[bookmark: _Hlk153369871]6.4.2.1	Identity Management
The user identities to be used by the UE in the authentication and authorization for accessing EPC via a trusted non-3GPP access are the Root-NAI (permanent identity), decorated NAI, Fast-Reauthentication NAI (Fast-Reauthentication Identity) and Pseudonym Identity and these identities are described in clause 4.4.
If the UE supports ERP, the identity to be used by the UE during the re-authentication procedure using ERP is the "KeyName-NAI" as described in 3GPP TS 23.003 [3].
If the UE is a UE configured for high priority access in the selected PLMN and the UE is configured, as specified in 3GPP TS 24.368 [X], to apply NAI decoration for MPS, the UE shall inform the TWAN by appending a priority indication to the NAI in the EAP Response/Identity message. See 3GPP TS 23.003 [3] for NAI details. 
[bookmark: _Hlk160004603]Editor's Note (CR#0772, MPS_WLAN):	The MO for enabling NAI decoration for MPS needs to be added to 3GPP TS 24.368 [X]. 
***** Third change *****
[bookmark: _Toc146249174]6.4.2.3	Full Authentication and Fast Re-authentication
The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in IETF RFC 4187 [33] and for EAP-AKA' as specified in IETF RFC 5448 [38].
Full authentication is performed to generate new keys. The initial authentication shall be a full authentication as specified in 3GPP TS 33.402 [15]. For a full authentication either the Permanent Identity or the Pseudonym Identity is used.
According to 3GPP TS 33.402 [15] the fast re-authentication procedure uses the Fast Re-authentication Identity and is used for renewing the session keys.
The Permanent Identity is based on the IMSI of the UE. The Fast Re-authentication Identity is provided to the UE by the 3GPP AAA server during the previous authentication procedure. The UE shall use the Fast Re-authentication Identity only once. A Pseudonym Identity provided to the UE by the 3GPP AAA Server during a previous authentication procedure can be reused in later authentications until the UE receives a new Pseudonym identity from the 3GPP AAA Server.
NOTE:	The 3GPP AAA Server will assign a new Pseudonym Identity with a frequency dictated by operator's policy. The allocation of new pseudonyms is required to prevent that the user's movements are tracked by an unauthorized party.
If during an authentication request, the UE receives an EAP-Request/AKA-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP-Response/AKA_Identity. If the UE receives an EAP-Request/AKA'-Identity message containing AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity in the AT_IDENTITY attribute of the EAP- Response /AKA'-Identity message.
If during an authentication request, the UE receives an EAP-Request/AKA-Identity message which contains AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity as the AT_IDENTITY within EAP-Response/AKA_Identity message if available. If the UE receives an EAP-Request/AKA'-Identity message containing AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity as the AT_IDENTITY within the EAP- Response /AKA'-Identity message if available. Otherwise the UE shall return the Permanent Identity.
If during an authentication request, the UE receives an EAP-Request/AKA-Identity message or EAP-Request/AKA'-Identity message respectively, which contains AT_ANY_ID_REQ, the UE shall return the Fast Re-authentication Identity if available as the AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.
[bookmark: _Hlk131607092]If the UE's USIM file indicates that the UE is a UE configured for high priority access in the selected PLMN as specified in 3GPP TS 31.102 [35], the UE shall inform the TWAN by returning an AT_HPA_INFO element in the EAP-response as defined in clause 8.2.11.
***** Fourth change *****
[bookmark: _Hlk153279147][bookmark: _Toc20154305][bookmark: _Toc27727281][bookmark: _Toc45203739][bookmark: _Toc146249199]6.4.3.5.1	General
The 3GPP AAA server may support the single-connection mode (SCM).
The 3GPP AAA server may support the multi-connection mode (MCM).
If the network supports SCM, MCM or both, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 and the AT_RESULT_IND attribute in the EAP-Request/AKA'-Challenge message. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
a)	set the message type field to CONNECTION_CAPABILITY; and
b)	in the item list field:
1)	include a CONNECTION_MODE_CAPABILITY item according to clause 8.1.4.8 indicating whether the network supports TSCM, SCM, MCM or any combination of them and indicating whether the network supports the emergency services; and
2)	if the network supports MCM, include a SUPPORTED_WLCP_TRANSPORTS item according to clause 8.1.4.15 indicating WLCP transport(s) supported by the TWAG.
Based on operator policy, under general overload conditions the 3GPP AAA server should not reject requests from UE configured for high priority access as specified in clause 6.4.2.1, up to the point where further exemption would cause network instability.
NOTE:	"instability" is determined by the implementation taking into account operator policy and regional regulation.
***** Fifth change *****
[bookmark: _Toc20154307][bookmark: _Toc27727283][bookmark: _Toc45203741][bookmark: _Toc155360974]6.4.3.5.2	Usage of single-connection mode (SCM)
If 
-	the 3GPP AAA server supports SCM;
-	the EAP-Response/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1 contains the message type field indicating SCM_REQUEST; and
-	the authentication was successful;
then the 3GPP AAA server:
-	if the ATTACHMENT_TYPE item according to clause 8.1.4.4 indicating an emergency attach, or an emergency handover is included in the item list field of the message field, shall identify that the attach is for emergency services; and
-	shall trigger the TWAN to establish the connectivity of the requested connectivity type according to 3GPP TS 23.402 [6]. 
If:
-	the 3GPP AAA server authorizes the requested connectivity; and
-	the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute;
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:
a)	indicate success in the AT_NOTIFICATION attribute; and
b)	include the AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
1)	set the message type field to SCM_RESPONSE; and
2)	in the item list field:
A)	include a CONNECTIVITY_TYPE item as described in clause 8.1.4.3 indicating the authorized connectivity type. Only one connectivity type is indicated; and
B)	if a PDN connection was authorized:
i)	if the initial attach, or the handover attach is requested, include an APN item according to clause 8.1.4.5 indicating the APN of the authorized PDN connection;
ii)	include a PDN_TYPE item according to clause 8.1.4.6 indicating the PDN type(s) selected in the authorized PDN connection;
iii)	if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item according to clause 8.1.4.9;
iv)	if an IPv4 address is allocated to the UE for the PDN connection, include a IPV4_ADDRESS item according to clause 8.1.4.11;
v)	if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a IPV6_INTERFACE_IDENTIFIER item according to clause 8.1.4.12; and
vi)	include a TWAG_UP_MAC_ADDRESS item according to clause 8.1.4.14.
[bookmark: _Hlk140502462][bookmark: _Hlk140590054]If the UE is a UE configured for high priority access as specified in clause 6.4.2.13, if allowed by operator policy, the 3GPP AAA server shall not deny the authorization for the requested connectivity due to a #26 "Insufficient resources" failure unless doing so would cause system instability.
If the 3GPP AAA server does not authorize the requested connectivity and if:
-	the attach is not for emergency session; or
-	the attach is for emergency session and if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN,
NOTE:	The case where the 3GPP AAA server does not authorize the request but is configured to accept unauthenticated emergency session over WLAN is specified in clause 6.4.3.5.2A.
then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:
a)	indicate failure in the AT_NOTIFICATION attribute; and
b)	include the AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
1)	set the message type field to SCM_RESPONSE;
2)	in the item list field, include an ACCESS_CAUSE or CAUSE item according to clause 8.1.4.17 and 8.1.4.10 indicating the cause of failure;
3)	if the initial attach, or the handover attach is requested, the cause of failure is #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to clause 8.1.4.16. If the UE is a UE configured for high priority access as specified in clause 6.4.2.13, if allowed by operator policy, the 3GPP AAA server shall not include a Tw1 item in the message;
3A)	if the initial attach, or the handover attach is requested, the cause of failure is #38 "Network failure" or #27 "unknown APN" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tw1 item according to clause 8.1.4.16;
4)	if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC not allowed" value in the ACCESS_CAUSE item;
5)	if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" value in the ACCESS_CAUSE item;
6)	if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the CAUSE item;
7)	if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" value in the ACCESS_CAUSE item; and
8)	if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.
***** Sixth change *****
[bookmark: _Toc20154415][bookmark: _Toc27727391][bookmark: _Toc45203849][bookmark: _Toc155361082]7.4.1.2	Tunnel establishment not accepted by the network
During the tunnel establishment procedures, if the ePDG receives from the AAA Server the Authentication and Authorization Answer message with the Result code IE (as specified in 3GPP TS 29.273 [17]):
a)	DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED as defined in clause 8.1.2;
b)	DIAMETER_ERROR_USER_UNKNOWN, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type USER_UNKNOWN as defined in clause 8.1.2;
c)	DIAMETER_AUTHORIZATION_REJECTED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type AUTHORIZATION_REJECTED as defined in clause 8.1.2;
d)	DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type RAT_TYPE_NOT_ALLOWED as defined in clause 8.1.2;
e)	DIAMETER_UNABLE_TO_ COMPLY, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type NETWORK_FAILURE as defined in clause 8.1.2 and the ePDG may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message;
f)	DIAMETER_ERROR_ROAMING_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type PLMN_NOT_ALLOWED as defined in clause 8.1.2;
g)	DIAMETER_ERROR_ USER_NO_APN_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify Payload with a Private Notify Message Type NO_APN_SUBSCRIPTION as defined in clause 8.1.2 and the ePDG may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message; or
h)	DIAMETER_ERROR_ILLEGAL_EQUIPMENT, the ePDG shall include, in the IKE_AUTH response message to the UE, a Notify payload with a Private Notify Message Type ILLEGAL_ME as defined in clause 8.1.2.
NOTE:	In the cases a) through h), the ePDG still provides to the UE the information needed to authenticate the ePDG.
During the tunnel establishment procedures when the ePDG is congested, if the UE is a UE configured for high priority access as specified in clause 6.4.2.37.2.2.1, and if allowed by operator policy, the ePDG shall attempt to complete the procedure unless doing so would cause system instability.
During the tunnel establishment procedures, when the network has determined that the requested procedure cannot be completed successfully due to a network failure, e.g. due to ePDG congestion, the ePDG:
a)	shall include in the IKE_AUTH response message to the UE a Notify payload with a Private Notify Message Type NETWORK_FAILURE as defined in clause 8.1.2; and 
b)	may also include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message.
If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in clause 7.2.2, and the ePDG needs to reject a PDN connection for example due to the corresponding PDN GW identity not received for the APN, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type "PDN_CONNECTION_REJECTION" as specified in clause 8.1.2 and the Notification Data field with the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted.
If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN connection request with any APN can be accepted for the UE, the ePDG shall include in the IKE_AUTH response message containing the IDr payload a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in clause 8.1.2.
***** Seventh change *****
8.2.11	AT_HPA_INFO attributeVoid
The AT_HPA_INFO attribute is coded according to Figure 8.2.11-1 and Table 8.2.11-1.
The AT_HPA_INFO attribute conveys the UE's priority subscription information from the USIM file as specified in 3GPP TS 31.102 [35].
	
	

	7
	6
	5
	4
	3
	2
	1
	0
	  Octets

	Attribute Type = AT_HPA_INFO
	1

	Length = 1
	2

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	MPS_PRI
	AC_PRI
	3

	Padding
	4


Figure 8.2.11-1: AT_HPA_INFO attribute

Table 8.2.11-1: AT_HPA_INFO attribute
	Octet 1 indicates the type of attribute as AT_ HPA_INFO with a value of zzz. This attribute is skippable.


	Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187 [33].


	Octet 3, the HPA INFO Value, contains priority related information andis coded as follows:


	The UE is configured with high priority access control classes 11 to 15 indicated in the USIM (AC_PRI) (octet 3, bit 0)

	0
	None of the access priority bits 11 to 15 in the USIM are set.

	1
	One or more of the access priority bits 11-15 in the USIM are set.

	
The UE is configured for MPS in the HPLMN, EHPLMN or visited PLMN of the home country indicated in the USIM (MPS_PRI) (octet 3, bit 1)

	0
	The UE is not configured for MPS in the USIM

	1
	The UE is configured for MPS in the USIM

	
Bit 2 to bit 7 of octet 3 are spare.

	

	The optional padding field starts after the last octet of the HPA INFO Value field. Each octet of this field is set to zero by sending entity and ignored by receiving entity.




***** End of changes *****

Page 1



