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	Reason for change:
	If the UE identity is the anonymous SUCI in trusted non-3GPP access connected to 5GCN of an SNPN, TS 33.501 subclause I.10.3.1 requires that the UE provides the same 64-bit random number as a key identifier in:
- AN-parameters of the EAP-Response/5G-NAS message; and
- IDi payload of the IKE_AUTH request:

This is not reflected in 24.502 yet.

It is proposed to append the 64-bit random number to the user part of the anonymous SUCI.

NOTE: In IKE_AUTH request, the SUCI above is included already according to the existing text in 7.3A.3.1:
------------
The UE shall set the IDi payload of the IKE_AUTH request message in the IKE_AUTH exchange (see IETF RFC 7296 [6]) to the NAI format of 5G-GUTI or the NAI format of SUCI as specified in 3GPP TS 23.003 [8], depending on the employed UE identity in the EAP-Response/5G-NAS message at the time of EAP-5G session initiation according to clause 7.3A.2.3.
------------

	
	

	Summary of change:
	If the UE identity is the anonymous SUCI in trusted non-3GPP access connected to 5GCN of an SNPN, the UE includes in AN-parameters of the EAP-Response/5G-NAS message a SUCI composed of:
- the username set to username of an anonymous SUCI corresponding to an anonymous SUPI with username set to "anonymous", with appended a 64-bit random number and encoded using 16 ASCII coded hexadecimal digits; and
- realm of the subscribed SNPN.

	
	

	Consequences if not approved:
	The handling in case of using anonymous SUCI in trusted non-3GPP access connected to 5GCN of an SNPN, is missing.
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* * * First Change * * *
[bookmark: _Toc154619043][bookmark: _Toc146750055][bookmark: _Hlk149030557][bookmark: _Toc45271372][bookmark: _Toc51936631][bookmark: _Toc58230301][bookmark: _Toc20212094][bookmark: _Toc36114778][bookmark: _Toc27744977][bookmark: _Toc138338790]7.3A.2.3	EAP-5G session initiation
The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on to TNGF, shall initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol packets. In the EAP-Response/5G-NAS message, the UE:
a)	shall include a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message;
b)	shall include an AN-parameters field containing access network parameters, such as UE identity, selected PLMN ID or SNPN, requested NSSAI and establishment cause, selected NID if the UE is accessing SNPN services via trusted non-3GPP access network, and onboarding indication if the UE is accessing SNPN for onboarding services in SNPN via trusted non-3GPP access network, see 3GPP TS 23.502 [3], each of which is up to 255 (decimal) octets long. If the UE operates in the SNPN access operation mode for non-3GPP access and the UE identity provided by upper layers is the anonymous SUCI as specified in 3GPP TS 23.003 [8], the UE shall set the UE identity AN-parameter of the AN-parameters field to the UE identity provided by upper layers with a modified username. The modified username is set to a username of an anonymous SUCI which includes "anonymous", appended with a 64-bit random number generated as specified in 3GPP TS 33.501 [5] and encoded using 16 (decimal) ASCII coded hexadecimal digits; and
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as specified in 3GPP TS 24.501 [4].
NOTE 1A:	An example of the SUCI with modified username in the UE identity AN-parameter of the AN-parameters field is "type1.rid678.schid0.useridanonymous0123456789ABCDEF@5gc.nid000007ed9d5.mnc012.mcc345.3gppnetwork.org", where 678 is the routing indicator, 0123456789ABCDEF (hexadecimal) is the 64-bit random number, and 000007ed9d5 (hexadecimal) is NID, 012 (decimal) is MNC and 345 (decimal) is MCC, of the SNPN identity of the subscribed SNPN.
[bookmark: _Hlk39398228]c)	if at least one access network parameter is longer than 255 (decimal) octets, shall include an extended-AN-parameters field containing one or more access network parameters, such as UE identity, see 3GPP TS 23.502 [3], each of which is longer than 255 (decimal) octets.
The UE identity shall be 5GS mobile identity of type 5G-GUTI, if available, otherwise it shall be the 5GS mobile identity of type SUCI. The 5GS mobile identities of type 5G-GUTI and of type SUCI are specified in 3GPP TS 24.501 [4].
The TNGF on reception of EAP-Response/5G-NAS message, forwards the NAS message to the AMF.
NOTE 2:	The TNGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages to the AMF.
The TNAN, on reception of the NAS messages from the AMF, shall send an EAP-Request/5G-NAS message encapsulated in the link layer protocol packets towards the UE via the TNAP.
[bookmark: _Hlk146620013]The TNGF handles access attempts with the establishment cause "mps-PriorityAccess" with high priority and rejects these access attempts only in extreme network load conditions that may threaten network stability.
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message. Further NAS messages between the UE and the AMF, via the TNGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to TNGF direction) and EAP-Request/5G-NAS (TNGF to UE direction) message.
The UE, on reception of the EAP-Request/5G-NAS message including a NAS-PDU field containing a NAS message e.g. for security establishment, shall send a response with EAP-Response/5G-NAS message including a NAS-PDU field containing a NAS message related to the NAS security context to the TNGF.
[bookmark: _Toc20212098][bookmark: _Toc27744981][bookmark: _Toc36114782][bookmark: _Toc45271376][bookmark: _Toc51936635][bookmark: _Toc58230305][bookmark: _Toc138338794][bookmark: _Toc146750059][bookmark: _Hlk149032014]The TNGF, on reception of the TNGF key shall construct an EAP-Request/5G-Notification message that includes an AN-parameters field containing the access network parameters, such as TNGF IPv4 contact information, TNGF IPv6 contact information, or both, see 3GPP TS 23.502 [3]. The TNGF shall send the EAP-Request/5G-Notification message encapsulated in the link layer protocol packets towards the UE via the TNAP. The UE shall acknowledge by sending an EAP-Response/5G-Notification message encapsulated in the link layer protocol packets.
* * * End of Changes * * *

