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	Reason for change:
	There are editor's notes regarding support for Ethernet traffic via 5G ProSe layer-3 UE-to-UE relay as following:
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the source 5G ProSe direct link, sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE. This depends on SA3.
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the target 5G ProSe direct link, sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE. This depends on SA3.
According to clause 7.2.10, the first security protected message sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE is the PROSE DIRECT LINK SECURITY MODE COMPLETE message.
According to clause 8a.2.10, the first security protected message sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE is the PROSE DIRECT LINK SECURITY MODE COMMAND message, as the 5G ProSe layer-3 UE-to-UE relay UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10 after receiving the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message from the target 5G ProSe layer-3 end UE.
So these two editor's notes can be resolved.

	
	

	Summary of change:
	1. Resolve the editor's notes on the messages in which MAC address of the source 5G ProSe layer-3 end UE are indicated by changing "the TBD message" to the PROSE DIRECT LINK SECURITY MODE COMPLETE message for the source 5G ProSe direct link, and to the PROSE DIRECT LINK SECURITY MODE COMMAND message for the target 5G ProSe direct link.
2. Add the Source 5G ProSe layer-3 end UE MAC address IE to the PROSE DIRECT LINK SECURITY MODE COMPLETE message and to the PROSE DIRECT LINK SECURITY MODE COMMAND message.

	
	

	Consequences if not approved:
	It is unclear how the MAC address of the source 5G ProSe layer-3 end UE is indicated when 5G ProSe layer-3 UE-to-UE relay communication is established.
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* * * Start of Change * * * *
[bookmark: _Toc155372164]8a.2.8	Support for Ethernet traffic via 5G ProSe layer-3 UE-to-UE relay
When a 5G ProSe direct link is being established or modified between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE (called source 5G ProSe direct link) and another 5G ProSe direct link is being established or modified between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE (called target 5G ProSe direct link), for Ethernet traffic:
a)	if the source 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK SECURITY MODE COMPLETETBD message of the source 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the source 5G ProSe direct link;
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the source 5G ProSe direct link, sent from the source 5G ProSe layer-3 end UE to the 5G ProSe layer-3 UE-to-UE relay UE. This depends on SA3.
b)	if the source 5G ProSe direct link is being modified:
1)	MAC address of the target 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION ACCEPT message of the source 5G ProSe direct link; or
2)	MAC address of the source 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION REQUEST message of the source 5G ProSe direct link if the MAC address of the source 5G ProSe layer-3 end UE changed;
c)	if the target 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in PROSE DIRECT LINK SECURITY MODE COMMANDTBD message of the target 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the target 5G ProSe direct link; and
Editor's note:	(WI: 5G_ProSe_Ph2, CR: 0286) It is FFS what is the first security protected message in the target 5G ProSe direct link, sent from the 5G ProSe layer-3 UE-to-UE relay UE to the target 5G ProSe layer-3 end UE. This depends on SA3.
d)	if the target 5G ProSe direct link is being modified:
1)	MAC address of the source 5G ProSe layer-3 end UE shall be indicated in the PROSE DIRECT LINK MODIFICATION REQUEST message of the target 5G ProSe direct link; or
[bookmark: OLE_LINK19]2)	MAC address of the target 5G ProSe layer-3 end UE may be indicated in the PROSE DIRECT LINK MODIFICATION ACCEPT message of the target 5G ProSe direct link if the MAC address of the target 5G ProSe layer-3 end UE changed.
The 5G ProSe layer-3 UE-to-UE relay UE maintains associations between the 5G ProSe direct links and Ethernet MAC addresses provided by the 5G ProSe layer-3 end UEs of the 5G ProSe direct links.

* * * Next Change * * * *
[bookmark: _Toc68196374][bookmark: _Toc59209045][bookmark: _Toc51951269][bookmark: _Toc45882719][bookmark: _Toc45282333][bookmark: _Toc26193713][bookmark: _Toc155372320]10.3.13.1	Message definition
This message is sent by a UE to another peer UE when a 5G ProSe direct link security mode control procedure is initiated. See table 10.3.13.1.1.
Message type:	PROSE DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_13_1_1]Table 10.3.13.1.1: PROSE DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY MODE COMMAND message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
11.3.22
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
11.3.11
	M
	LV
	3-9

	59
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
11.3.12
	O
	TV
	2

	57
	Nonce_2
	Nonce
11.3.10
	O
	TV
	17

	5D
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
11.3.15
	O
	TV
	2

	74
	Key establishment information container
	Key establishment information container
11.3.9
	O
	TLV-E
	4-65538

	5A
	MSBs of KNRP ID
	MSBs of KNRP ID
11.3.16
	O
	TV
	3

	7A
	GPI
	GPI
11.3.35
	O
	TLV-E
	n-65538

	70
	EAP message
	EAP message
11.3.31
	O
	TLV-E
	7-1503

	33
	Source 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8




* * * Next Change * * * *
[bookmark: _CR10_3_13_2][bookmark: _Toc155372283]10.3.13.x	Source 5G ProSe layer-3 end UE MAC address
The UE shall include this IE if:
-	the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE; and
-	the 5G ProSe direct link is being established between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE for Ethernet traffic.

* * * Next Change * * * *
[bookmark: _Toc68196381][bookmark: _Toc59209052][bookmark: _Toc51951275][bookmark: _Toc45882725][bookmark: _Toc45282339][bookmark: _Toc155372329]10.3.14.1	Message definition
This message is sent by a UE to another peer UE to respond to a PROSE DIRECT LINK SECURITY MODE COMMAND message. See table 10.3.14.1.1.
Message type:	PROSE DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_14_1_1]Table 10.3.14.1.1: PROSE DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY MODE COMPLETE message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
11.3.23
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	62
	IP address configuration
	IP address configuration
11.3.6
	O
	TV
	2

	61
	Target link local IPv6 address

	Link local IPv6 address
11.3.7
	O
	TV
	17

	5B
	LSBs of KNRP ID
	LSBs of KNRP ID
11.3.17
	O
	TV
	3

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	33
	Source 5G ProSe layer-3 end UE MAC address
	MAC address
11.3.45
	O
	TLV
	8




* * * Next Change * * * *
10.3.14.x	Source 5G ProSe layer-3 end UE MAC address
The UE shall include this IE if:
-	the UE acts as a source 5G ProSe layer-3 end UE; and
-	the 5G ProSe direct link is being established between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE for Ethernet traffic.
[bookmark: _CR10_3_14_2][bookmark: _CR10_3_14_3]
* * * End of Changes * * * *

