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	Reason for change:
	The network requirements of triggering the procedure of secondary DN authentication and authorization over EPC (SDNAEPC) is missing from the EPC spec (TS 24.301). Only the UE impact is already captured in clause 6.4.3.3 when the UE receives the MODIFY EPS BEARER CONTEXT REQUEST message with the SDNAEPC EAP message included in the ePCO IE.

It is necessary to capture the network-side requirement for the feature, since it is a Mandatory action on the network (SMF+PGW-C) to trigger that secondary authentication with the external DN in case it is mandated by local policy and also when the UE supports it.

It is worth to note that, in 5GS case (TS 24.501), the network-side requirements for secondary authentication are already captured in clause 6.4.1.2 as following (and in other places as well):

If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the SM PDU DN request container IE is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [24] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes.

Hence a similar action is needed for EPS case (with the difference that, in EPS case the SDNAEPC procedure starts only after successfully establishing the PDN connection).


	
	

	Summary of change:
	Adding the network requirements for triggering the procedure of secondary DN authentication and authorization over EPC.

	
	

	Consequences if not approved:
	Missing requirements of when/how the network triggers the secondary DN authentication and authorization over EPC.
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Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, if the UE provided an APN for the establishment of the PDN connection, the UE shall stop timer T3396 if it is running for the APN provided by the UE. If the UE did not provide an APN for the establishment of the PDN connection and the request type was different from "emergency" and from "handover of emergency bearer services", the UE shall stop the timer T3396 associated with no APN if it is running. If the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message was received in response to a request for an emergency PDN connection, the UE shall not stop the timer T3396 associated with no APN if it is running. For any case, the UE shall then send an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message and enter the state BEARER CONTEXT ACTIVE. When the default bearer is activated as part of the attach procedure, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message together with ATTACH COMPLETE message. When the default bearer is activated as the response to the stand-alone PDN CONNECTIVITY REQUEST message, the UE shall send the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message alone.
If a WLAN offload indication information element is included in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the WLAN offload acceptability values for this PDN connection and use the E-UTRAN offload acceptability value to determine whether this PDN connection is offloadable to WLAN or not.
The UE checks the PTI in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to identify the UE requested PDN connectivity procedure to which the default bearer context activation is related (see clause 6.5.1).
If the UE receives a serving PLMN rate control IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the serving PLMN rate control IE value and use the stored serving PLMN rate control value as the maximum allowed limit of uplink User data container IEs included in ESM DATA TRANSPORT messages for the corresponding PDN connection in accordance with 3GPP TS 23.401 [10].
If the UE receives an APN rate control parameters container in the Protocol configuration options IE or Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the APN rate control parameters value and use the stored APN rate control parameters value as the maximum allowed limit of uplink user data related to the APN indicated in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message in accordance with 3GPP TS 23.401 [10]. If the UE has a previously stored APN rate control parameters value for this APN, the UE shall replace the stored APN rate control parameters value for this APN with the received APN rate control parameters value.
If the UE receives an additional APN rate control parameters for exception data container in the Protocol configuration options IE or Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the additional APN rate control parameters for exception data value and use the stored additional APN rate control parameters for exception data value as the maximum allowed limit of uplink exception data related to the APN indicated in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message in accordance with 3GPP TS 23.401 [10]. If the UE has a previously stored additional APN rate control parameters for exception data value for this APN, the UE shall replace the stored additional APN rate control parameters for exception data value for this APN with the received additional APN rate control parameters for exception data value.
If the UE receives a small data rate control parameters container in the Protocol configuration options IE or the Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the small data rate control parameters value and use the stored small data rate control parameters value as the maximum allowed limit of uplink user data for the corresponding PDU session that becomes transferred after inter-system change from S1 mode to N1 mode in accordance with 3GPP TS 23.501 [58].
If the UE receives an additional small data rate control parameters for exception data container in the Protocol configuration options IE or the Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall store the additional small data rate control parameters for exception data value and use the stored additional small data rate control parameters for exception data value as the maximum allowed limit of uplink exception data for the corresponding PDU session that becomes transferred after inter-system change from S1 mode to N1 mode in accordance with 3GPP TS 23.501 [58].
If the UE receives non-IP Link MTU parameter, Ethernet Frame Payload MTU parameter, IPv4 Link MTU parameter, or Unstructured Link MTU parameter of the Protocol configuration options IE or of the Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall pass the received Non-IP Link MTU size, Ethernet Frame Payload MTU size, or IPv4 Link MTU size, or Unstructured Link MTU size to the upper layer.
NOTE 1:	The Non-IP Link MTU and the IPv4 Link MTU size correspond to the maximum length of user data that can be sent either in the user data container in the ESM DATA TRANSPORT message or via S1-U interface.
NOTE 2:	The Ethernet frame payload MTU size corresponds to the maximum length of a payload of an Ethernet frame that can be sent either in the user data container in the ESM DATA TRANSPORT message or via S1-U interface.
NOTE 3:	A PDN connection of non-IP PDN type can be transferred to a PDU session of "Unstructured" PDU session type, thus the UE can request the unstructured link MTU parameter in the default EPS bearer context activation procedure. The unstructured link MTU size correspond to the maximum length of user data packet that can be sent either via the control plane or via N3 interface for a PDU session of the "Unstructured" PDU session type as specified in 3GPP TS 24.501 [54].
If the UE receives the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message containing the Uplink data not allowed parameter in the Extended protocol configuration options IE, then the UE shall not send any uplink user data over EPS bearer context(s) of the corresponding PDN connection.
Upon receiving the DNS server security information, the UE shall pass it to the upper layer. The UE shall use this information to send the DNS over (D)TLS (See 3GPP TS 33.501 [24]).
NOTE 4:	Support of DNS over (D)TLS is based on the informative requirements as specified in 3GPP TS 33.501 [24].
If the UE supports provisioning of ECS configuration information to the EEC in the UE, then upon receiving:
-	at least one of ECS IPv4 address(es), ECS IPv6 address(es), ECS FQDN(s);
-	at least one associated ECSP identifier; and
-	optionally spatial validity conditions associated with the ECS address
in the Extended protocol configuration options IE of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, the UE shall pass them to the upper layers.
NOTE 5:	The IP address(es) and/or FQDN(s) are associated with the ECSP identifier and replace previously provided ECS configuration information associated with the same ECSP identifier, if any.
Upon receipt of the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message, the MME shall enter the state BEARER CONTEXT ACTIVE and stop the timer T3485, if the timer is running. If the PDN CONNECTIVITY REQUEST message included a low priority indicator set to "MS is configured for NAS signalling low priority", the MME shall store the NAS signalling low priority indication within the default EPS bearer context. If the PDN CONNECTIVITY REQUEST message included the SDNAEPC support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE and the secondary DN authentication and authorization over EPC is required due to local policy, the network shall proceed with the secondary DN authentication and authorization over EPC as specified in 3GPP TS 23.502 [59].
If the UE indicated the URSP provisioning in EPS support indicator as specified in 3GPP TS 24.008 [13] in the UE requested PDN connectivity procedure establishing the PDN connection, and the Extended protocol configuration options IE of the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message contains the URSP provisioning in EPS support indicator, then the UE shall perform the UE requested bearer resource modification procedure to provide a UE policy container with the length of two octets containing the UE STATE INDICATION message (see 3GPP TS 24.501 [54] annex D), otherwise the UE shall not perform the UE requested bearer resource modification procedure to provide a UE policy container with the length of two octets containing the UE STATE INDICATION message (see 3GPP TS 24.501 [54] annex D).
***** End of changes *****

