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	Reason for change:
	TS 24.501 states the following:

[bookmark: _Toc155372568]6.4.1.7	Abnormal cases on the network side
The following abnormal cases can be identified:
(…)
b)	The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data
	If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in the SM PDU DN request container IE is not compliant with the local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #29 "user authentication or authorization failed", in the PDU SESSION ESTABLISHMENT REJECT message.

Where the SM PDU DN request container IE contains the DN-specific identity of the UE.

Now, for the SDNAEPC procedure specified for EPS in TS 24.301, the DN-specified identity was also considered in the procedure as stated in clause 6.5.1.2 in TS 24.301 as following:

If the UE supports secondary DN authentication and authorization over EPC and has included the PDU session ID in the Protocol configuration options IE or the Extended protocol configuration options IE, the UE shall include the SDNAEPC support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message, and if the UE requests to establish a new non-emergency PDN connection with a DN, the UE may include the SDNAEPC DN-specific identity set to DN-specific identity of the UE complying with network access identifier (NAI) format as specified in IETF RFC 7542 [62] in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message.

Hence a similar abnormal case handling like what is specified in TS 24.501 is needed for EPS case, while it is currently missing. This abnormal case is mandatory to be captured in the EPS spec in order to give the network the ability to reject the PDN CONNECTIVITY REQUEST message sent by UE if it includes a DN-specified identity that is not compliant with the local policy and user's subscription data, before even staring the secondary DN authentication procedure over EPC.

Also an appropriate ESM cause needs to be provided by the network in that case.


	
	

	Summary of change:
	Specifying the missing abnormal case, related to receiving a DN-specific identity that is not compliant to local policy and user's subscription data.

	
	

	Consequences if not approved:
	No specification for how the network shall behave when it receives a DN-specific identity that is not compliant to local policy and user's subscription data, and inconsistency between the handling on 5GS case and EPS case.
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[bookmark: _Toc20218123][bookmark: _Toc27744008][bookmark: _Toc35959580][bookmark: _Toc45203013][bookmark: _Toc45700389][bookmark: _Toc51920125][bookmark: _Toc68251185][bookmark: _Toc155127774]6.5.1.6	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	UE initiated PDN connectivity request for an already existing PDN connection:
	If the network receives a PDN CONNECTIVITY REQUEST message with the same combination of APN and PDN type as an already existing PDN connection and:
-	the information elements in the PDN CONNECTIVITY REQUEST message do not differ from the ones received within the previous PDN CONNECTIVITY REQUEST message, and the MME has not received the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message from UE, the network shall resend the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message and continue the previous procedure.
-	one or more information elements in the PDN CONNECTIVITY REQUEST message differ from the ones received within the previous PDN CONNECTIVITY REQUEST message, and multiple PDN connections for a given APN are not allowed, the network may deactivate the existing EPS bearer contexts for the PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure or may reject this PDN connectivity procedure including the ESM cause #55 "multiple PDN connections for a given APN not allowed", in the PDN CONNECTIVITY REJECT message.
	If the network receives a PDN CONNECTIVITY REQUEST message with request type "emergency" and the MME has not received the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message from UE for the previous PDN connectivity request for emergency bearer services, the network shall resend the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message and continue the previous procedure. If there is already a PDN connection for emergency bearer services existing, the MME shall reject the request with ESM cause #55 "multiple PDN connections for a given APN not allowed" or deactivate the existing EPS bearer contexts for the PDN connection locally without notification to the UE and proceed with the requested PDN connectivity procedure.
b)	UE initiated PDN connectivity request with request type "handover" for a PDN connection that does not exist:
	If the network receives a PDN CONNECTIVITY REQUEST message for either a default APN or a specific APN with request type set to "handover" and the MME does not have any information about that PDN connection, then MME shall reject the PDN connectivity request procedure including the ESM cause #54 "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
c)	ESM information not received:
	If the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message has been set and the ESM information is not received before the final expiry of timer T3489 as described in clause 6.6.1.2.6, the MME shall reject the PDN connectivity request procedure including the ESM cause #53 "ESM information not received", in the PDN CONNECTIVITY REJECT message.
d)	Additional UE initiated PDN connectivity request received from a UE that is attached for emergency bearer services:
	The MME shall reject the request with ESM cause #31 "request rejected, unspecified".
e)	A PDN CONNECTIVITY REQUEST message with request type "handover of emergency bearer services" received from a UE and the MME does not have any information about a P-GW currently providing emergency bearer services for the UE or the MME is not configured with an address of a P-GW in the MME emergency configuration data:
	MME shall reject the PDN connectivity request procedure including the ESM cause #54 "PDN connection does not exist", in the PDN CONNECTIVITY REJECT message.
f)	Additional UE initiated PDN connectivity request received from a UE that is attached for access to RLOS:
	The MME shall reject the request with ESM cause #31 "request rejected, unspecified".
g)	PDN CONNECTIVITY REQUEST message received from a UE which is in a location where the PLMN is not allowed to operate:
	If the MME determines that the UE is in a location where the PLMN is not allowed to operate, the MME discards the message.
h)	The information in SDNAEPC DN-specific identity is not compliant with local policy and user's subscription data:
	If 
a)	the PDN connection being established is a non-emergency PDN connection;
b)	the secondary DN authentication and authorization over EPC (SDNAEPC) is required due to local policy and user's subscription data;
c)	the UE has included the SDNAEPC support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message; and
d)	the information in the SDNAEPC DN-specific identity included in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message is not compliant with the local policy and user's subscription data;
	the MME shall reject the PDN connectivity request procedure including the ESM cause #29 "user authentication or authorization failed", in the PDN CONNECTIVITY REJECT message.
***** End of changes *****

