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1. Introduction
In CT1#146, the issue of binding of user plane connection to the UE was identified. To summarize:
After the TLS connection is established, the UE and the LMF initiate LPP or LCS-SS procedure. For the LMF-initiated case, given that multiple UEs are served by the LMF and multiple TLS connections are active, the LMF needs to determine a TLS connection for the target UE. However, it has not been discussed how to link the association between the TLS connection and the UE, e.g., how the LMF knows which TLS connection is for the UE who has received the UPP-CM command message. If the TLS connection can be linked to the ‘wrong UE’ then there could be a risk of location related data from one UE which is sent to another UE.
This paper provides analysis and solution.
2. Solution analysis
There can be multiple alternatives on which information can be used to associate the TLS connection with the UE.
1) Including TLS session ID in the UPP-CM complete message,
2) Including IP address of the UE in the UPP-CM complete message,
3) Including GPSI in a new LCS-UPP message for binding, and
4) Including a new session ID (like a token) in a new LCS-UPP message for binding.
2.1 Solution with TLS session ID
During the TLS connection establishment, the client and the server exchange TLS session ID (i.e., random generated number) during the handshake procedure. The TLS session ID is used for identifying the TLS session of the client. With the use of the TLS session ID, the handshake process can be reduced in subsequent connections – to skip security steps.
One of the possible solutions could be using the TLS session ID, e.g., providing TLS session ID to the LMF during UPP-CM procedure. However, the TLS session ID can be re-issued at any time after the TLS connection has been negotiated and established, or resumption of the TLS session. Although it is a randomly generated value, it is not guaranteed that another client does not use the same value. Hence, it is possible that the UE provides the TLS session ID of another UE to the LMF via UPP-CM. And TLS session ID is just for TLS layer operation so it should not represent any upper layer (i.e., LCS-UPP layer) information. It is more appropriate to manage the information in the upper layer rather than mixing up different layers. Furthermore, TLS is out of scope of 3GPP so potential enhancement of TLS layer protocol would be a hindrance to complete the 3GPP feature. Also a new version of TLS may not use the same parameters so may invalidate the 3GPP specified method. 
Observation 1) Using TLS session ID does not guarantee the identification of the UE for the TLS connection, as it can be re-issued at any time and another TLS client can use the same value accidentally.
2.2 Solution with IP address of UE
During the discussion in CT1#146, one of the proposals was using the UE’s IP address to be included in the UPP-CM complete message (from the UE to the LMF) so that the LMF can identify the TLS client for the IP address. However, for IPv4 connection, NAT deployment has to be considered. 
NAT is used for preserving the limited number of IPv4 public IP addresses in use. (security from hiding internal IP address is an additional benefit). NAT maps multiple private IP addresses inside (allocated to the UEs in 3GPP system) to public IP address before transferring the information on to the data network. As a result, the IP address of which the UE is aware will be different from the IP address inside the packet which the LMF receives from the TLS client over the user plane. Hence, the use of the IP address of the UE cannot be a solution.
Observation 2) Using IP address of the UE cannot be used to identify the UE for the TLS connection in case of NAT deployment.
2.3 Solution with GPSI
During the discussion in CT1#146, one of the proposals was using the GPSI of the UE to be included in a new message of LCS-UPP. If the UE provides the GPSI to the LMF via LCS-UPP, the LMF can identify the TLS client with the UE corresponding to the GPSI. However, using the GPSI has following issues:
- It is not guaranteed that the UE has stored its GPSI for LCS services. The GPSI is an external identifier of the UE to be used inside the core network and interaction between the core network and the external entity (e.g., AF). The GPSI is stored in the subscription data, it is not provided to the UE, and it is not specified in 3GPP that the UE uses the GPSI for any NAS signaling. It is also important to note that multiple GPSI(s) can be available in the UE’s subscription. Therefore, this solution requires that the UE has to be provisioned with the GPSI for LCS services. 
- Given the concept of external ID, the GPSI can be a public information (note that MSISDN is also a format of GPSI). An entity outside of the 5G network can use the GPSI to invoke the external exposure API provided by the NEF. If the solution relies on the GPSI to be provided from the UE to the LMF over the user plane, it has a security issue: a rogue UE can use another UE’s GPSI to send to the LMF. Therefore, the LMF shall be able to determine if the received GPSI from the TLS client is the correct GPSI for the UE. This requires the LMF to check with the 5G CN (e.g., Nnef UE ID API) which brings more impact overall to the procedures.
Observation 3) Using the GPSI of the UE requires additional operation to provision the GPSI to the UE, and to determine if the GPSI received via LCS-UPP is the correct one for the UE.
2.4 Solution with new session ID
In many applications, a common method for identifying a client or user is using a token. Through the utilization of a token that is assigned in one medium and verified in another, the client and server can effectively link these two mediums into a single context. Here is the overall procedure:
1. The LMF assigns the LCS-UP session ID when it triggers UPP-CM: User plane connection establishment command message to the UE. The LMF assigns a unique LCS-UP session ID for the UPP-CM for the UE and provides the session ID together with the user plane connection information. The UE shall store the received LCS-UP session ID and use it for LCS-UPP procedure.
2. Once the UE receives the user plane connection information via UPP-CM command message, the UE initiates TLS connection establishment with the LMF. After the TLS connection establishment, the UE shall provide the LCS-UP session ID assigned by the LMF in UPP-CM command message. 
3. The LMF checks the LCS-UP session ID and makes the association of the TLS connection with the UE for LCS-UP session management. The LMF sends an response to the UE via an LCS-UPP message. After the response from the LMF for the LCS-UP session ID, the UE determines that the user plane connection and TLS session have completed successfully and sends the UPP-CM binding completion message to the LMF.
Observation 4) Introducing session ID to link UPP-CM and LCS-UPP is reliable and simpler than other solutions.
There was some discussion on above step 3 regarding whether the UE shall send the UPP-CM complete message after the successful binding, or the UE can send UPP-CM complete message independently. Since UPP-CM is to acknowledge the LMF ID address provisioning and successful PDU session connectivity, it may not necessarily be coupled with the TLS connection binding. The acknowledgement for this binding operation over control plane is necessary to complete to link the control plane with the secured user plane connection, so it is proposed to add a new UPP-CM message to acknowledge the binding completion.
3 Proposal
Based on the discussion in sections 2, the overall call flow of the proposed solution is shown below.
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Fig 3-1. Procedure for the proposed solution
Proposal 1) The LMF assigns the LCS-UP session ID and includes it in the UPP-CM User plane connection establishment command message to the UE.
Proposal 2) To define a new LCS-UPP procedure to inform the LMF of the assigned LCS-UP session ID for the UE.
In this proposal, it is called LCS-UP session binding request/response but the message name can be reworded.
Proposal 3) The UE shall perform the LCS-UP session binding procedure after the TLS connection establishment, and the UE shall send the UPP-CM User plane connection binding complete message after the response of the LCS-UP session binding request. 
4. Potential security issue of the proposed solution
The LMF should prevent any overlap of LCS-UP session IDs across different UEs. However, a rogue UE could potentially generate a random value that coincidentally matches the LCS-UP session ID of another UE, so that the rogue UE uses the matched value to associate its TLS connection with the LMF. There is also a possibility that attackers could intercept the contents of a UPP-CM message and extract the value of the LCS-UP session ID, in particular if the NAS connection is not confidentiality protected.
The situations mentioned earlier can be mitigated but not fully prevented with a few procedural measures. For instance, if the LMF detects a potential overlap of LCS-UP session IDs (such as when a TLS connection for a particular LCS-UP session ID is active and another message arrives from a different UE using the same LCS-UP session ID), the LMF can reject the latter one. For the suspected risk of LCS-UP session ID collision, the LMF can reassign the LCS-UP session ID at any time. In addition, as a method specific to the implementation, the LMF could initially store the UE’s IP address that corresponds to the LCS-UP session ID. This would allow the LMF to decide whether to reassign the session ID if it is being used by a UE with a different IP address. For the UE side, the UE sends the allocated LCS-UP session ID over LCS-UPP right after the TLS connection establishment, so the time of possible snooping will be limited.
Hence, the following operation at the LMF and the UE is proposed:
a) The LMF can re-assign the LCS-UP session ID at any time by sending a UPP-CM User plane connection establishment command message including the new LCS-UP session ID. 
b) The UE shall send a (new) LCS-UPP message to provide the LCS-UP session ID received from the LMF (in the UPP-CM User plane connection establishment command) right after the TLS session establishment.
c) The UE shall send the UPP-CM User plane connection establishment complete message after the acknowledgement from the LMF for the LCS-UPP message providing the LCS-UP session ID.
Proposal 4) The LCS-UP session ID can stay longer than the TLS connection. In other words, the LCS-UP session ID can be reused in subsequent TLS connections between the UE and the LMF unless the LMF re-assigns a new value. The LMF can trigger UPP-CM User plane connection establishment command message at any time to reassign an LCS-UP session ID to the UE, in which case the UE shall use the new LCS-UP session ID for subsequent TLS connections.
Proposal 5) Discuss the security of these procedures with SA3. Draft LS to SA3 is submitted in C1-240942
3. Conclusions
It is proposed to specify the above proposals into 3GPP TS 24.572 v1.1.0. Please see C1-240940 pCR against TS 24.572.
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