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	Reason for change:
	In their LS (C1-240276) to CT1 and SA3, GSMA informs CT1 and SA3 of the following:

“An unnamed commercial GPRS network was found to be using a default IOV value at the start of each GPRS session thereby reducing the strength of GPRS encryption.”

The LS then mentions the following:

“GSMA CVD PoE kindly ask 3GPP CT1 to consider improving the text in 3GPP TS 44.064 to make it even clearer that random IOV values must be used, and kindly ask 3GPP SA3 to consider improving the text in 3GPP TS 43.020 Annex D.4.6 to make it clear that the initial INPUT value determined by the network must be randomly generated for every new GPRS session and after the encryption key is changed”

Based on the observations pointed out by GSMA, the text in 44.064 needs to be modified to reflect the requested improvement by GSMA.

NOTE: A similar change for the IOV-I is not needed as the use of the ABM (LLC acknowledged mode) was discouraged and made optional as of Rel-11.

	
	

	Summary of change:
	The text in section 8.9.2 has been modified to make sure that a random IOV-UI shall be negotiated when ciphering is enabled.

	
	

	Consequences if not approved:
	The vulnerability issue (highlighted in the GSMA’s LS), reducing the strength of GPRS ciphering, will remain in the networks.
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First Change
[bookmark: _Toc100059903]8.9.2	Input Offset Values (IOV)
The Input Offset Values (IOV) are LLC layer parameters used for ciphering and integrity protection.
For ciphering, the IOV values are IOV-I and IOV-UI. The IOV-I and IOV-UI are random 32 bit values, generated by the SGSN. See also annex A.
The value for IOV can be different for I frames and UI frames. IOV‑UI is IOV for UI frames. IOV‑I is IOV for I frames.
The default values of IOV-I and IOV-UI are given in table 9. The following rules apply to the IOV values for ciphering:
-	After a change of ciphering key to a different value a random IOV-I value shall be negotiated. If ABM is re-established for an LLE, and ciphering key is not changed to a different value since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.
-	Upon receipt of the first LLGMM-ASSIGN-REQ enabling ciphering key and after eachAfter a change of ciphering key to a different value, a random IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and ciphering key is not changed to a different value since V(U) was last reset for this LLE, then a random IOV‑UI value shall be negotiated.
For integrity protection, the IOV values are i-IOV-UI and i-IOV-UI-cnt. The i-IOV-UI is used for UI frames and is a random 32 bit value, generated by the SGSN. See also 3GPP TS 43.020 [27].
The default values of i-IOV-UI and i-IOV-UI-cnt are given in table 9. The following rules apply to the IOV values for integrity protection:
-	After a successful authentication, a random i-IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and integrity key is not changed to a different value since V(U) was last reset for this LLE, then a random i-IOV‑UI value shall be negotiated.
-	After a successful authentication, both the MS and the SGSN shall store a local counter i-IOV-UI-cnt showing the number of IOV updates since the previous authentication. The counter is incremented by 1 every time the SGSN updates the IOV values. The i-IOV-UI-cnt in the MS side represents the number of successful IOV updates, and shall have the same or a lower value than the value received from the SGSN.
NOTE:	The maximum acceptable difference beween the value of the i-IOV-UI-cnt stored in the MS and the new value received from the SGSN is implementation specific.
The default value of MAC-IOV-UI is given in table 9. The MAC-IOV-UI is calculated over the IOV values for ciphering and integrity protection that are included in the same XID command. See 3GPP TS 43.020 [27] annex  H.9.1 for further details.
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