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[bookmark: _Toc146712106][bookmark: _Toc146712400]***** First Change *****
[bookmark: _Toc115079214][bookmark: _Toc146712369]8a.2.1.1	General
This clause describes the procedures for both 5G ProSe layer-3 and layer-2 UE-to-UE relay discovery for public safety use and commercial services at a ProSe-enabled UE over the PC5 interface. The purpose of the 5G ProSe UE-to-UE relay discovery procedure over PC5 interface is to enable a ProSe-enabled UE to detect and identify another ProSe-enabled UE over PC5 interface for 5G ProSe UE-to-UE relay communication between two UEs with the assistance of a 5G ProSe UE-to-UE relay UE.
A 5G ProSe UE-to-UE relay supporting multiple relay service codes can advertise the relay service codes using multiple discovery messages, with one relay service code per discovery message.
To perform 5G ProSe UE-to-UE relay discovery over PC5 interface, the UE is configured with the related information as described in clause 5.2.7. The following models for 5G ProSe UE-to-UE relay discovery procedure over PC5 interface as specified in 3GPP TS 23.304 [2] are supported:
a)	Model A uses a single discovery protocol message (Announcement); and
b)	Model B uses two discovery protocol messages (Solicitation and Response).
NOTE:	If the UE is authorized to perform both 5G ProSe UE-to-UE relay discovery Model A and 5G ProSe UE-to-UE relay discovery Model B, it is up to UE implementation to select which model to perform or perform both models simultaneously.
The 5G ProSe end UEs shall use the security materials provisioned by PC3a control protocol procedures for 5G ProSe direct discovery as specified in clause 6.2 to protect a direct discovery set so that the direct discovery set is transparent to the 5G ProSe UE-to-UE relay UE. The 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE shall use the security materials provisioned by 5G ProSe security procedure for 5G ProSe UE-to-UE relay as specified in clause 8a.2.x or clause 8a.2.y to protect the 5G ProSe UE-to-UE relay discovery messages.
Editor's Note:	It is FFS how to construct the direct discovery set for 5G ProSe UE-to-UE relay discovery model A.
The following procedures are defined for 5G ProSe UE-to-UE relay discovery procedure over PC5 interface:
a)	5G ProSe UE-to-UE relay discovery over PC5 interface with Model A:
1)	Announcing UE procedure for 5G ProSe UE-to-UE relay discovery initiation;
2)	Announcing UE procedure for 5G ProSe UE-to-UE relay discovery completion;
3)	Monitoring UE procedure for 5G ProSe UE-to-UE relay discovery initiation; and
4)	Monitoring UE procedure for 5G ProSe UE-to-UE relay discovery completion; and
b)	5G ProSe UE-to-UE relay discovery over PC5 interface with Model B:
1)	Discoverer end UE procedure for 5G ProSe UE-to-UE relay discovery initiation;
2)	Discoverer end UE procedure for 5G ProSe UE-to-UE relay discovery completion;
3)	Relay UE procedure for UE-to-UE relay discovery initiation;
4)	Relay UE procedure for UE-to-UE relay discovery completion;
5)	Discoveree end UE procedure for 5G ProSe UE-to-UE relay discovery initiation; and
6)	Discoveree end UE procedure for 5G ProSe UE-to-UE relay discovery completion.
***** Next Change *****
[bookmark: _Toc146712374]8a.2.1.2.2.2	Announcing UE procedure for UE-to-UE relay discovery initiation
The UE is authorised to perform the announcing UE procedure for UE-to-UE relay discovery if:
a)	the UE is authorised to act as a 5G ProSe UE-to-UE relay UE in the PLMN indicated by the serving cell as specified in clause 5.2.7, and
1)	the UE is served by NG-RAN and the UE is authorised to perform 5G ProSe UE-to-UE relay discovery in the PLMN as specified in clause 5; or
2)	the UE is authorised to perform 5G ProSe UE-to-UE relay discovery when not served by NG-RAN as specified in clause 5 and intends to use the provisioned radio resources for 5G ProSe UE-to-UE relay discovery; and
b)	the UE is configured with:
1)	the relay service code parameter identifying the connectivity service to be announced as specified in clause 5.2.7 and the indicated security procedure for 5G ProSe UE-to-UE relay for the relay service code is supported by the UE as per 3GPP TS 33.503 [34]; and
2)	the User info ID for the 5G ProSe UE-to-UE relay discovery parameter as specified in clause 5.2.7;
otherwise, the UE is not authorised to perform the announcing UE procedure for UE-to-UE relay discovery.
The direct discovery set shall be available in the announcing UE to perform the announcing UE procedure for UE-to-UE relay discovery. The direct discovery set may be retrieved from a previous 5G ProSe UE-to-UE relay discovery response message, or from a previous 5G ProSe UE-to-UE relay communication. The announcing UE shall store the list of the direct discovery set(s) based on the validity timer(s) derived from the bit length of UTC-based counter LSB contents of the UTC-based counter LSB IE associated with the direct discovery set as specified in clause 6.1.3.3 of 3GPP TS 33.503 [34]. If the validity timer associated with a direct discovery set expires, the announcing UE shall remove the direct discovery set from the list of direct discovery sets.
Editor's Note:	It is FFS whether and how to retrieve the direct discovery sets via the existing direct link between the end UE and the relay UE.
Editor's Note:	It is FFS how to address the announce prohibited indication for the direct discovery set.
Figure 8a.2.1.2.2.2.1 illustrates the interaction of the UEs in the announcing UE procedure for UE-to-UE relay discovery.


Figure 8a.2.1.2.2.2.1: Announcing UE procedure for UE-to-UE relay discovery
When the UE is triggered by the upper layers to announce availability of a connectivity service provided by a 5G ProSe UE-to-UE relay, if the UE is authorised to perform the announcing UE procedure for UE-to-UE relay discovery, then the UE:
a)	if the UE is served by NG-RAN and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for 5G ProSe UE-to-UE relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)	shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.5;
c)	shall generate a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement, the UE:
1)	shall set the announcer info parameter to the User info ID configured for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7;
2)	shall set the relay service code parameter to the relay service code configured for the connectivity service to be announced, as specified in clause 5.2.7;
3)	may shall set the 5G ProSe end UE list of direct discovery sets to a list of user info ID(s) of the 5G ProSe end UE(s)the stored direct discovery set(s), if available, e.g. during previous 5G ProSe UE-to-UE relay discovery, 5G ProSe UE-to-UE relay communication or 5G ProSe direct discovery procedure(s). The 5G ProSe end UE list shall only include user info IDs of UEs in the 5G ProSe end UE list if the UEs are in proximity of the announcing UE and the UEs have indicated the relay indication during the 5G ProSe direct discovery procedure over PC5 interface procedure as specified in clause 6.2.14.
4)	shall include the MIC field computed as described in 3GPP TS 33.503 [34];
5)	shall set the UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter;
6)	shall set the Resource Status Indicator bit of the status indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for 5G ProSe UE-to-UE relay for additional ProSe-enabled UEs; and
7)	shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.12;
Editor's note:	The security related contents are FFS and depend on SA3 requirements.
d)	shall apply the DUIK, DUSK or DUCK with the associated encrypted bitmask for the relay service code for 5G ProSe UE-to-UE relay discovery, along with the UTC-based counter, to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.503 [34];
de)	shall set the destination layer-2 ID to the default destination layer-2 ID as specified in clause 5.2.7 and self-assign a source layer-2 ID for sending the 5G ProSe UE-to-UE relay discovery announcement; and
NOTE 1:	The UE implementation ensures that the value of the self-assigned source layer-2 ID is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication as specified in clause 7.2, is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2 and is different from any other self-assigned source layer-2 ID in use for a simultaneous 5G ProSe direct discovery procedure over PC5 with a different discovery model as specified in clause 6.2.14.2.2.2, clause 6.2.15.2.2.2, clause 8.2.1.3.1.2 and clause 8a.2.1.3.1.2.
ef)	shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement to the lower layers for transmission over the PC5 interface with the source layer-2 ID, destination layer-2 ID and an indication that the message is for 5G ProSe direct discovery.
The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message along with the same source layer-2 ID, destination layer-2 ID and an indication that the message is for 5G ProSe direct discovery to the lower layers for transmission uUntil the UE is triggered by the upper layers to stop announcing availability of a connectivity service provided by a 5G ProSe UE-to-UE relay UE, or until the UE stops being authorised to perform the announcing UE procedure for UE-to-UE relay discovery,
a)	if the list of direct discovery set(s) remains the same, the UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message along with the same source layer-2 ID, destination layer-2 ID, and an indication that the message is for 5G ProSe direct discovery to the lower layer for transmission, and
b)	if the list of direct discovery set(s) in the UE is updated, for example, other valid direct discovery set(s) are available, or the direct discovery set(s), whose validity timer(s) have expired, are removed, the UE shall generate and protect a new PROSE PC5 DISCOVERY message containing the updated list of direct discovery set(s) and pass the PROSE PC5 DISCOVERY message along with the same source layer-2 ID, destination layer-2 ID, and an indication that the message is for 5G ProSe direct discovery to the lower layer for transmission.
. How this is achieved is left up to UE implementation.
NOTE 2:	The announcing UE can stop announcing UE procedure for UE-to-UE relay discovery for power saving by implementation specific means e.g. an implementation-specific maximum number of 5G ProSe direct links configured in the UE, or an implementation-specific timer expires.
[bookmark: _Toc146712375]***** Next Change *****
8a.2.1.2.2.3	Announcing UE procedure for UE-to-UE relay discovery completion
When the announcing UE is triggered by the upper layers to stop announcing availability for 5G ProSe UE-to-UE relay, or when the announcing UE stops being authorised to perform the announcing UE procedure for UE-to-UE relay discovery, or none of the direct discovery set to be announced is available, the UE shall instruct the lower layers to stop announcing.
NOTE:	The announcing UE can stop announcing UE procedure for UE-to-UE relay discovery for power saving by implementation specific means e.g. an implementation-specific maximum number of 5G ProSe direct links configured in the UE, or an implementation-specific timer expires.
When the UE stops announcing, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].
***** Next Change *****
[bookmark: _Toc146712378]8a.2.1.2.3.2	Monitoring UE procedure for UE-to-UE relay discovery initiation
The UE is authorised to perform the monitoring UE procedure for UE-to-UE relay discovery if:
a)	the following is true:
1)	the UE is not served by NG-RAN, is authorised to perform 5G ProSe UE-to-UE relay discovery using monitoring when the UE is not served by NG-RAN and is configured with the radio parameters to be used for 5G ProSe UE-to-UE relay discovery when not served by NG-RAN;
2)	the UE is served by NG-RAN and is authorised to perform 5G ProSe UE-to-UE relay discovery monitoring in at least one PLMN; or
3)	the UE is:
i)	in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14] and the reason for the UE being in limited service state is one of the following:
A)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];
B)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11] ; or
C)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
Editor's note:	The UE behavior in limited service state needs to be revisited, which will be determined by SA2.
ii)	authorised to perform 5G ProSe UE-to-UE relay discovery using monitoring when the UE is not served by NG-RAN, and:
A)	configured with the radio parameters to be used for 5G ProSe UE-to-UE relay discovery when not served by NG-RAN; and
b)	the UE is configured with the relay service code parameter identifying the connectivity service to be monitored, as specified in clause 5.2.7;
otherwise, the UE is not authorised to perform the monitoring UE procedure for UE-to-UE relay discovery.
Figure 8a.2.1.2.3.2.1 illustrates the interaction of the UEs in the monitoring UE procedure for UE-to-UE relay discovery.


Figure 8a.2.1.2.3.2.1: Monitoring UE procedure for UE-to-UE relay discovery
When the UE is triggered by the upper layers to monitor proximity of a connectivity service provided by a 5G ProSe UE-to-UE relay UE or when the UE decides to perform 5G ProSe UE-to-UE relay reselection as specified in clause 8a.2.3, and if the UE is authorised to perform the monitoring UE procedure for UE-to-UE relay discovery, then the UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages with the default destination layer-2 ID as specified in clause 5.2.7.
[bookmark: _Hlk151016582]Upon reception of a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement, for the target relay service code of the connectivity service which the UE is authorized to discover, the UE shall obtain a valid UTC time from the lower layers and generate a UTC-based counter corresponding to this UTC time, and use it to recover the UTC-based counter associated with the PROSE PC5 DISCOVERY message and the UTC-based counter associated with the direct discovery set(s). The UE shall use the associated DUSK, if received from the 5G DDNMF (if security procedure over control plane for 5G ProSe UE-to-UE relay is used) or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used) and the UTC-based counter associated with the PROSE PC5 DISCOVERY message to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.503 [34]. Then, if a DUCK is received from the 5G DDNMF (if security procedure over control plane for 5G ProSe UE-to-UE relay is used) or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUCK and the UTC-based counter associated with the PROSE PC5 DISCOVERY message to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.503 [34]. Finally, if a DUIK is received from the 5G DDNMF (if security procedure over control plane for 5G ProSe UE-to-UE relay is used) or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUIK and the UTC-based counter associated with the PROSE PC5 DISCOVERY message to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement.
The UE shall further extract the received direct discovery set(s) from the list of direct discovery set(s) included in the PROSE PC5 DISCOVERY message. Then, for each direct discovery set, if a DUSK is included in the in code-receiving security parameter for the ProSe service which the UE is authorized to discover (see clause 6.2.6), the UE shall use DUSK and the UTC-based counter associated with the direct discovery set, in order to unscramble the direct discovery set as described in 3GPP TS 33.503 [34]. Then if a DUCK is included in the code-receiving security parameter, the UE shall use the DUCK and the UTC-based counter associated with the direct discovery set, in order to decrypt the direct discovery set, as described in 3GPP TS 33.503 [34]. For each direct discovery set, the UE shall verify whether the user info in the decrypted direct discovery set matches the user info of the monitoring end UE, as provided by the upper layers. If not matched, the UE shall discard the direct discovery set being checked. Finally, if a DUIK is included in the code-receiving security parameter, the UE shall use the DUIK and the UTC-based counter associated with the direct discovery set, in order to verify the MIC for the matched direct discovery set.
Editor's note:	The terminology of user info in the direct discovery set will be clarified depending on the discussion on the direct discovery set for model A.
Editor's note:	The security related contents are FFS and depend on SA3 requirements.
NOTE:	The UE can determine the received PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement is for 5G ProSe direct discovery based on an indication from the lower layer.
Then if:
a)	the relay service code parameter of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement is the same as the relay service code parameter configured as specified in clause 5 for the connectivity service being monitored; and
b)	the at least one of the 5G ProSe end UE listdirect discovery set(s) from the list of direct discovery sets parameter of included in the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement contains the user info of the monitoring end UE user info of the target end UE if the user info of the target end UE is provided by upper layers for the connectivity service being monitored,
then the UE shall consider that the connectivity service the UE seeks to monitor has been discovered. In addition, the UE can measure the signal strength of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery announcement for 5G ProSe UE-to-UE relay selection or reselection.
***** End of Change *****
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