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[bookmark: _Toc146544544]10.6.3.3.1	Migration service authorization procedure
The procedure for service authorization for migration to a partner MC system and subsequent service authorization to migration partner MC system is shown in figure 10.6.3.3.1-1. 
Pre-conditions
-	The MC service user wishes to migrate to the partner MC system.
-	The MC service client has been configured with an MC service user profile that contains the necessary parameters needed for connectivity with the partner MC system.
-	A user authentication process has taken place which has supplied the necessary credentials to the MC service client to permit service authorization to take place in the partner MC system.


Figure 10.6.3.3.1-1: Service authorization for migration to partner MC system and subsequent service authorization
1.	The MC service client requests migration service authorization with the partner MC service server indicating the selected MC service user profile to be used during migrated MC service. The MC service client provides both the MC service ID provided during user authentication in the partner MC system, and the MC service ID of the MC service user in the primary MC system of the MC service user.
NOTE 1:	The migrating MC service client also provides authentication credentials which are specified in 3GPP TS 33.180 [25].
2.	The partner MC service server performs an initial authorization check to verify that the MC service user is permitted to migrate to the partner MC system from the primary MC system of the MC service user. 
NOTE 2:	The criteria for the initial authorization check is outside the scope of the present document, but for example could be based on a pre-configured list of users who are expected to request migrated service authorization.
3.	The partner MC service server identifies the primary MC system of the MC service user of the MC service client by use of the MC service ID of the MC service user in the primary MC system of the MC service user, which was presented by the MC service client in step 1, and sends a migration service authorization request to the gateway server in the partner MC system.
4.	The partner MC system gateway server identifies the primary MC system of the MC service user from the MC service ID presented in step 3, and forwards the migration service authorization request to the gateway server of the primary MC system.
5.	The gateway server in the primary MC system of the MC service user identifies the primary MC service server of the MC service user from the MC service ID presented in step 3, and forwards the migration service authorization request to that MC service server.
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* * * First Change * * *
[bookmark: _Toc20155734][bookmark: _Toc27500889][bookmark: _Toc36049014][bookmark: _Toc45209777][bookmark: _Toc51860602][bookmark: _Toc138440889]7A	Migration service authorization
[bookmark: _Toc20155735][bookmark: _Toc27500890][bookmark: _Toc36049015][bookmark: _Toc45209778][bookmark: _Toc51860603][bookmark: _Toc138440890]7A.1	General
This clause describes the migration service authorization procedure for the MCData client. The MCData client uses SIP REGISTER to perform authorization for migration.
[bookmark: _Toc20155736][bookmark: _Toc27500891][bookmark: _Toc36049016][bookmark: _Toc45209779][bookmark: _Toc51860604][bookmark: _Toc138440891]7A.2	MCData client procedures
[bookmark: _Toc20155737][bookmark: _Toc27500892][bookmark: _Toc36049017][bookmark: _Toc45209780][bookmark: _Toc51860605][bookmark: _Toc138440892]7A.2.1	SIP REGISTER request for migration service authorization
When the MCData client performs SIP registration for migration service authorization, the MCData client shall perform the registration procedures as specified in 3GPP TS 24.229 [5].
The MCData client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:
1)	the g.3gpp.mcdata media feature tag; and
2)	if SDS is supported then:
a)	the g.3gpp.mcdata.sds media feature tag; and
b)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds";
3)	if FD service is supported then:
a)	the g.3gpp.mcdata.fd media feature tag; and
b)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd"; and
4)	if IPCONN service is supported then:
a)	the g.3gpp.mcdata.ipconn media feature tag; and
b)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.ipconn".
NOTE 1:	If the MCData client logs off from the MCData service but the MCData UE remains registered, the MCData UE performs a re-registration as specified in 3GPP TS 24.229 [5] without the supported g.3gpp.mcdata media feature tags and the g.3gpp.icsi-ref media feature tag containing the supported MCData service ICSIs in the Contact header field of the SIP REGISTER request.
If the MCData client, upon performing SIP registration:
1)	has successfully finished the user authentication procedure with the partner IdM server as described in 3GPP TS 24.482 [24];
2)	has available an access token from the partner IdM server;
4)	confidentiality protection is disabled as specified in clause 6.5.2.3.1; and
5)	integrity protection is disabled as specified in clause 6.5.3.3.1;
then the MCData client shall include in the SIP REGISTER request an application/vnd.3gpp.mcdata-info+xml MIME body as defined in annex D.1 with:
1)	the <mcdata-access-token> element set to the value of the access token received from the partner IdM server;
NOTE 2:	The access token contains the MCData ID of the user in the partner MCData system.
2)	the <mcdata-request-uri> element set to the value of the MCData ID of the user in the primary MCData system; and
3)	the <selected-user-profile-index> element set to the value contained in the "user-profile-index" attribute of the MCData user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [12].
If the MCData client, upon performing SIP registration:
1)	has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [24];
2)	has an available access token; and
3)	either confidentiality protection is enabled as specified in clause 6.5.2.3.1 or integrity protection is enabled as specified in clause 6.5.3.3.1;
then the MCData client:
1)	shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [26] in the body of the SIP REGISTER request;
2)	if confidentiality protection is enabled as specified in clause 6.5.2.3.1, shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcdata-info+xml MIME body with the following clarifications:
a)	shall encrypt the received access-token using the client server key (CSK) and include the <mcdata-access-token> element set to the encrypted access-token, as specified in clause 6.5.2.3.3;
b)	shall encrypt the MCData ID of the user in the primary MCData system and include the <mcdata-request-uri> element set to the encrypted MCData ID; and
c)	shall encrypt the value contained in the "user-profile-index" attribute of the MCData user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [12] and include the <selected-user-profile-index> element set to the encrypted value;
3)	if confidentiality protection is disabled as specified in clause 6.5.2.3.1, shall include an application/vnd.3gpp.mcdata-info+xml MIME body as defined in Annex D.1 with:
a)	the <mcdata-access-token> element set to the access token received from the partner IdM server;
b)	the <mcdata-request-uri> element set to the MCData ID of the user in the primary MCData system; and
c)	the <selected-user-profile-index> element set to the value contained in the "user-profile-index" attribute of the MCData user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [12]; and
4)	if integrity protection is enabled as specified in clause 6.5.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcdata-info+xml MIME body by following the procedures in clause 6.6.3.3.3.
[bookmark: _Toc20155743][bookmark: _Toc27500898][bookmark: _Toc36049023][bookmark: _Toc45209786][bookmark: _Toc51860611][bookmark: _Toc138440898]7A.2.2	Receiving a CSK key download message
The MCData client server shall operate as specified in clause 7.2.5.
[bookmark: _Toc20155744][bookmark: _Toc27500899][bookmark: _Toc36049024][bookmark: _Toc45209787][bookmark: _Toc51860612][bookmark: _Toc146246119]7A.3	Partner MCData server procedures
[bookmark: _Toc20155745][bookmark: _Toc27500900][bookmark: _Toc36049025][bookmark: _Toc45209788][bookmark: _Toc51860613][bookmark: _Toc146246120]7A.3.1	General
In order to perform initial authorization to verify whether the MCData user is permitted to migrate to the partner MCData system, the partner MCData server obtains information from any received third-party SIP REGISTER request (e.g., including information contained in the body of the third-party SIP REGISTER request) as specified in 3GPP TS 24.229 [5]. The body will carry the SIP REGISTER request as sent by the MCData client and may contain information needed for initial authorization.
[bookmark: _Toc20155746][bookmark: _Toc27500901][bookmark: _Toc36049026][bookmark: _Toc45209789][bookmark: _Toc51860614][bookmark: _Toc146246121]7A.3.2	Confidentiality and integrity protection
When the partner MCData server receives a SIP REGISTER request sent from the MCData client contained within a message/sip MIME body of a received third-party SIP REGISTER request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCData server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the partner MCData server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the partner MCData server decrypts the protected content.
Upon receiving a SIP REGISTER request containing an application/vnd.3gpp.mcdata-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MCData client, the MCData server:
1)	shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in clause 6.5.3.4.1 for each XML MIME body;
2)	if integrity protection has been applied, shall use the keying data described in clause 6.5.3.2 and the procedures described in clause 6.5.3.4.2 to verify the integrity of each of the XML MIME bodies; and
3)	if all integrity protection checks succeed, shall continue with the remaining steps of this clause.
Upon receiving a SIP REGISTER request containing an application/vnd.3gpp.mcdata-info+xml MIME body with an <mcdata-access-token> element, an <mcdata-request-uri> element, and a <selected-user-profile-index> element  within a message/sip MIME body of the SIP REGISTER request sent from the MCData client, the MCData server:
1)	shall determine if confidentiality protection has been applied to the <mcdata-access-token> element, the <mcdata-request-uri> element, and the <selected-user-profile-index> element in the application/vnd.3gpp.mcdata-info+xml MIME body, by following the procedures in clause 6.5.2.4.1;
2)	if confidentiality protection has been applied to the <mcdata-access-token> element, the <mcdata-request-uri> element, and the <selected-user-profile-index> element:
a)	shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [26], along with the procedures described in clause 6.5.2.4.2 to:
i)	decrypt the received access token in the <mcdata-access-token> element in the application/vnd.3gpp.mcdata-info+xml MIME body;
ii)	decrypt the received MCData ID of the user in the primary MCData system in the <mcdata-request-uri> element in the application/vnd.3gpp.mcdata-info+xml MIME body; and
iii)	decrypt the received selected user profile index in the <selected-user-profile-index> element in the application/vnd.3gpp.mcdata-info+xml MIME body;
b)	if the decryption procedure succeeds, shall identify:
i)	the MCData ID of the user in the partner MCData system from the decrypted access token;
ii)	the MCData ID of the user in the primary MCData system from the decrypted MCData ID of the user in the primary MCData system; and
iii)	the selected user profile index from the decrypted selected user profile index; and
c)	if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)	if confidentiality protection has been applied to only one or two of the <mcdata-access-token> element, the <mcdata-request-uri> element, and the <selected-user-profile-index> element:
a)	shall determine that confidentiality protection has not been successful; and
4)	if confidentiality protection has not been applied:
a)	shall identify the MCData ID of the user in the partner MCData system from <mcdata-access-token> element received in the application/vnd.3gpp.mcdata-info+xml MIME body;
b)	shall identify the MCData ID of the user in the primary MCData system from the <mcdata-request-uri> element received in the application/vnd.3gpp.mcdata-info+xml MIME body; and
c)	shall identify the selected user profile index from the <selected-user-profile-index> element received in the application/vnd.3gpp.mcdata-info+xml MIME body.
[bookmark: _Toc20155747][bookmark: _Toc27500902][bookmark: _Toc36049027][bookmark: _Toc45209790][bookmark: _Toc51860615][bookmark: _Toc146246122]7A.3.3	SIP REGISTER request for initial authorization
The partner MCData server shall support obtaining migration service authorization specific information from the SIP REGISTER request sent from the MCData client and included in the body of a third-party SIP REGISTER request.
NOTE 1:	3GPP TS 24.229 [5] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.
Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCData client containing an application/vnd.3gpp.mcdata-info+xml MIME body with an <mcdata-access-token> element, an <mcdata-request-uri> element, and a <selected-user-profile-index> within a message/sip MIME body of the SIP REGISTER request sent from the MCData client, the MCData server:
1)	shall perform initial authorization to verify whether the MCData user is permitted to migrate to the partner MCData system; and
NOTE 2:	The criteria for the initial authorization is outside the scope of the present document.
2)	if the initial authorization was successful:
a)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];
b)	shall set the Request-URI to the public service identity identifying the participating MCData function serving the MCData user in the primary MCData system;
c)	shall include an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdata-Params> element containing:
i)	the <mcdata-request-uri> element set to the MCData ID of the user in the primary MCData system identified in clause 7A.3.2;
ii)	the <partner-mcdata-id> element set to the MCData ID of the user in the partner MCData system identified in clause 7A.3.2; and
iii)	the <selected-user-profile-index> element set to the selected user profile index identified in clause 7A.3.2; and
[bookmark: _Toc20155754][bookmark: _Toc27500909][bookmark: _Toc36049034][bookmark: _Toc45209797][bookmark: _Toc51860622][bookmark: _Toc146246129]d)	shall send the SIP MESSAGE request towards the partner MCData gateway according to the rules and procedures of 3GPP TS 24.229 [5].
7A.3.4	Sending a CSK key download message
The partner MCData server shall operate as specified in clause 7.3.7.
7A.4	Partner MCData gateway server procedures
7A.4.1	SIP MESSAGE from the partner MCData server
The partner MCData gateway server shall operate as specified in clause 6.8.2.
7A.5	Primary MCData gateway server procedures
7A.5.1	SIP MESSAGE from the partner MCData gateway
The primary MCData gateway server shall operate as specified in clause 6.8.3.
* * * Next Change * * *
[bookmark: _Toc20215958][bookmark: _Toc27496514][bookmark: _Toc36108315][bookmark: _Toc44599095][bookmark: _Toc44602982][bookmark: _Toc45198159][bookmark: _Toc45696192][bookmark: _Toc51851686][bookmark: _Toc92225347][bookmark: _Toc146239793]D.1.2	XML schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcdataInfo:1.0"
  xmlns:mcdatainfo="urn:3gpp:ns:mcdataInfo:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

  <xs:import namespace="http://www.w3.org/2001/04/xmlenc#" schemaLocation="http://www.w3.org/TR/xmlenc-core/xenc-schema.xsd"/>

  <!-- root XML element -->
  <xs:element name="mcdatainfo" type="mcdatainfo:mcdatainfo-Type" id="info"/>

  <xs:complexType name="mcdatainfo-Type">
    <xs:sequence>
      <xs:element name="mcdata-Params" type="mcdatainfo:mcdata-ParamsType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="mcdata-ParamsType">
    <xs:sequence>
      <xs:element name="mcdata-access-token" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="request-type" type="xs:string" minOccurs="0"/>
      <xs:element name="mcdata-request-uri" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-user-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-called-party-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-group-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="alert-ind" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="originated-by" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-client-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-controller-psi" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="partner-mcdata-id" type="mcdatainfo:contentType" minOccurs="0"/>
[bookmark: _Toc20156497][bookmark: _Toc27501688][bookmark: _Toc36049819][bookmark: _Toc45210589][bookmark: _Toc51861416][bookmark: _Toc146247034]      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

<!--    anyExt elements for MCData-Params-->
    <xs:element name="emergency-alert-area-ind" type="xs:boolean"/>
    <xs:element name="group-geo-area-ind" type="xs:boolean"/>
    <xs:element name="pre-established-session-ind" type="xs:boolean"/>
    <xs:element name="call-to-functional-alias-ind" type="xs:boolean"/>

    <xs:element name="mcdata-communication-state" type="mcdatainfo:mcdataCommunicationStateType"/>
    <xs:simpleType name="mcdataCommunicationStateType">
      <xs:restriction base="xs:string">
         <xs:enumeration value="establish-request"/>
         <xs:enumeration value="establish-success"/>
         <xs:enumeration value="establish-fail"/>
         <xs:enumeration value="terminate-request"/>
         <xs:enumeration value="terminated"/>
      </xs:restriction>
    </xs:simpleType>

    <xs:element name="emergency-ind" type="xs:boolean"/>
    <xs:element name="alert-ind-rcvd" type="xs:boolean"/>
    <xs:element name="mc-org" type="xs:string"/>
    <xs:element name="functional-alias-URI" type="mcdatainfo:contentType"/>
    <xs:element name="user-requested-priority" type="xs:nonNegativeInteger"/>
    <xs:element name="multiple-devices-ind" type="mcdatainfo:contentType"/>
    <xs:element name="imminentperil-ind" type="xs:boolean"/>
    <xs:element name="emergency-ind-rcvd" type="xs:boolean"/>
    <xs:element name="binding-ind" type="xs:boolean"/>
    <xs:element name="binding-fa-uri" type="xs:anyURI"/>
    <xs:element name="unbinding-fa-uri" type="xs:anyURI"/>
[bookmark: _Hlk112230628]    <xs:element name="called-functional-alias-URI" type="mcdatainfo:contentType"/>
    <xs:element name="associated-group-id" type="xs:string"/>

    <xs:element name="store-all-private-comms-in-msgstore" type="xs:boolean"/>
    <xs:element name="store-all-group-comms-in-msgstore" type="xs:boolean"/>
    <xs:element name="store-specific-private-comms-in-msgstore" type="mcdatainfo:storageCtrlType"/>
    <xs:element name="store-specific-group-comms-in-msgstore" type="mcdatainfo:storageCtrlType"/>

    <xs:simpleType name="storageCtrlType">
      <xs:restriction base="xs:string">
         <xs:enumeration value="enable"/>
         <xs:enumeration value="disable"/>
      </xs:restriction>
    </xs:simpleType>


  <xs:simpleType name="protectionType">
    <xs:restriction base="xs:string">
       <xs:enumeration value="Normal"/>
       <xs:enumeration value="Encrypted"/>
    </xs:restriction>
  </xs:simpleType>

  <xs:complexType name="contentType">
    <xs:choice>
      <xs:element name="mcdataURI" type="xs:anyURI"/>
      <xs:element name="mcdataString" type="xs:string"/>
      <xs:element name="mcdataBoolean" type="xs:boolean"/>
      <xs:any namespace="##other" processContents="lax"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:choice>
    <xs:attribute name="type" type="mcdatainfo:protectionType"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="anyExtType">
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

</xs:schema>
* * * Next Change * * *
[bookmark: _Toc20215959][bookmark: _Toc27496515][bookmark: _Toc36108316][bookmark: _Toc44599096][bookmark: _Toc44602983][bookmark: _Toc45198160][bookmark: _Toc45696193][bookmark: _Toc51851687][bookmark: _Toc92225348][bookmark: _Toc146239794][bookmark: _Toc20153162][bookmark: _Toc27495827][bookmark: _Toc36109295][bookmark: _Toc45195083][bookmark: _Toc138438761]D.1.3	Semantic
The <mcdatainfo> element is the root element of the XML document. The <mcdatainfo> element can contain subelements.
NOTE 1:	The subelements of the <mcdata-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcdata-info> element
If the <mcdatainfo> contains the <mcdata-Params> element then:
1)	the <mcdata-access-token>, <mcdata-request-uri>, <mcdata-controller-psi>, <mcdata-calling-user-id>, <mcdata-called-party-id>, <mcdata-calling-group-id>, <alert-ind>, <originated-by>, <mcdata-client-id>, <functional-alias-URI>, and <called-functional-alias-URI>, and <partner-mcdata-id> elements can be included with encrypted content;
2)	for each element in 1) that is included with content that is not encrypted:
a)	the element has the "type" attribute set to "Normal";
b)	if the element is the <mcdata-request-uri>, <mcdata-calling-user-id>, <mcdata-called-party-id>, <mcdata-calling-group-id>, <originated-by> <functional-alias-URI>, or <called-functional-alias-URI> element, or <partner-mcdata-id>, then the <mcdataURI> element is included;
c)	if the element is the <mcdata-access-token> or <mcdata-client-id>, then the <mcdataString> element is included; and
d)	if the element is <alert-ind>, then the <mcdataBoolean> element is included; and
3)	for each element in 1) that is included with content that is encrypted:
a)	the element has the "type" attribute set to "Encrypted";
[bookmark: _PERM_MCCTEMPBM_CRPT04560019___5]b)	the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:
[bookmark: _PERM_MCCTEMPBM_CRPT04560020___5]i)	can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";
ii)	can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";
iii)	can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and
iv)	includes a <CipherData> element with a <CipherValue> element containing the encrypted data.
NOTE 2:	When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcdatainfo> contains the <mcdata-Params> element then:
1)	the <mcdata-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.482 [24];
2)	the <request-type> can be included with:
a)	a value of "one-to-one-sds" to indicate that the MCData client wants to initiate a one-to-one SDS request;
b)	a value of "group-sds" to indicate the MCData client wants to initiate a group SDS request;
c)	a value of "one-to-one-fd" to indicate that the MCData client wants to initiate a one-to-one FD request;
d)	a value of "group-fd" to indicate that the MCData client wants to initiate a group FD request;
e)	a value of "msf-disc-req" to indicate that the MCData client wishes to discover the absoluteURI of the media storage function for HTTP requests;
f)	a value of "msf-disc-res" when the participating MCData function sends the absolute URI to the MCData client;
g)	a value of "notify" when the controlling MCData function needs to send a notification to the MCData client;
h)	a value of "one-to-one-sds-session" to indicate that the MCData client wants to initiate a one-to-one SDS session;
i)	a value of "group-sds-session" to indicate the MCData client wants to initiate a group SDS session;
j)	a value of "functional-alias-status-determination" when a client initiates a subscription request to FA status;
k)	"fa-group-binding-req" when a client initiates a request for binding of a functional alias with the MCData group(s) for the MCData user; or
l)	a value of "store-comms-in-msgstore-ctrl-req" when an MCData client initiates a request to control the storage of MCData communications (private and group) into MCData message store;
3)	the <mcdata-request-uri> can be included with an MCData group ID or an MCData user ID;
4)	the <mcdata-calling-user-id> can be included, set to MCData ID of the originating user;
5)	the <mcdata-called-party-id> can be included, set to the MCData ID of the terminating user;
6)	the <mcdata-calling-group-id> can be included to indicate the MCData group identity to the terminating user;
7)	the <alert-ind> can be:
a)	set to "true" to indicate that an alert is to be sent; or
b)	set to "false" to indicate that an alert is to be cancelled;
8)	the <originated-by> can be included, set to the MCData ID of the originating user of an MCData emergency alert when being cancelled by another authorised MCData user;
9)	the <mcdata-client-id> can be included, set to the MCData client ID of the MCData client that originated a SIP INVITE request, SIP REFER request, SIP REGISTER request, SIP PUBLISH request or SIP MESSAGE request;
10)	the <mcdata-controller-psi> can be included, set to the PSI of the controlling MCData function that handled the one-to-one or group MCData data request; and
10a)	the <partner-mcdata-id> can be included and set to the MCData ID of a migrating user in the partner MCData system; and
11)	the <anyExt> can be included with the following elements:
a)	a <pre-established-session-ind> element :
i)	set to the value "true" by the MCData client in a pre-established session setup request to indicate to the MCData participating function about initiation of a pre-established session;
b)	an <mcdata-communication-state> element can be included to indicate the state of MCData communication within a pre-established session. The <mcdata-communication-state> can be set to:
i)	the value "establish-request" by the MCData participating function to indicate to the MCData client about an MCData communication establishment request within a pre-established session;
ii)	the value "establish-success" by the MCData participating function or the MCData client to indicate that the MCData communication is established successfully;
iii)	the value "establish-fail" by the MCData participating function or the MCData client to indicate that the MCData communication establishment is failed or rejected;
iv)	the value "terminate-request" by the MCData participating function to indicate to the MCData client about an MCData communication termination request within a pre-established session; or
v)	the value "terminated" by the MCData participating function or the MCData client to indicate that the MCData communication is terminated;
c)	an <emergency-ind> element can be included and set to:
i)	"true" to indicate that the communication that the MCData client is initiating is an emergency MCData communication; or
ii)	"false" to indicate that the MCData client is cancelling an emergency MCData communication (i.e. converting it back to a non-emergency communication);
d)	an <alert-ind-rcvd> element:
i)	may be set to "true" and included in a SIP MESSAGE to indicate that the emergency alert or cancellation was received successfully;
e)	an <mc-org> element may be:
i)	set to the MCData user's Mission Critical Organization and included in an emergency alert sent by the MCData server to terminating MCData clients;
f)	a <functional-alias-URI> element set to the value of the functional alias that is used together with the "mcdata-calling-user-id";
g)	an <emergency-alert-area-ind> element:
i)	set to the value "true" when the MCData client has entered an emergency alert area; or
ii)	set to the value "false" when the MCData client has exited an emergency alert area;
h)	a <group-geo-area-ind> element:
i)	set to the value "true" when the MCData client has entered a group geographic area; or
ii)	set to the value "false" when the MCData client has exited a group geographic area;
i)	an <imminentperil-ind> element can be included if the <mcdata-request-uri> is also included and set to an MCData group ID, in which case the <imminentperil-ind> element is to be set to:
i)	"true" to indicate that the communication that the MCData client is initiating is an imminent peril MCData communication; or
ii)	"false" to indicate that the MCData client requests that the communication should no longer be considered an imminent peril MCData communication;
j)	an <emergency-ind-rcvd> element:
i)	can be set to "true" and included in a SIP MESSAGE to indicate that the in-progress emergency cancellation request was received successfully;
k)	a <multiple-devices-ind> element can be included and set to:
i)	"true" to indicate to the client that multiple clients are registered for the MCData user; or
ii)	"false" to indicate to the client that no other clients are registered for the MCData user;
l)	a <binding-ind> element set to:
i)	"true" when the user wants to create a binding of a particular functional alias with the specified list of MCData groups for the MCData client; or
ii)	"false" when the user wants to remove a binding of a particular functional alias from the specified list of MCData groups for the MCData client;
m)	a <binding-fa-uri> element set to:
i)	a URI of a functional alias that shall be bound with the specified list of MCData groups for the MCData client;
n)	a <unbinding-fa-uri> element set to:
i)	a URI of a functional alias that shall be unbound from the specified list of MCData groups for the MCData client;
o)	a <store-all-private-comms-in-msgstore> element can be included and set to:
i)	"true" when the user wants to store his/her MCData private communications into his/her MCData message store account; or
ii)	"false" when the user do not store his/her MCData private communications into his/her MCData message store account;
p)	a <store-all-group-comms-in-msgstore> element can be included and set to:
i)	"true" when the user wants to store his/her MCData group communications into his/her MCData message store account; or
ii)	"false" when the user do not store his/her MCData group communications into his/her MCData message store account;
q)	a <store-specific-private-comms-in-msgstore> element can be included and set to:
i)	set to a value of "enable" when the user wants to store the specified MCData private communications for which user is authorized to store the communication into the MCData message store; or
ii)	set to a value of "disable" when the user do not wants to store the specified MCData private communications for which user is authorized to store the communication into the MCData message store; 
r)	a <store-specific-group-comms-in-msgstore> element can be included and set to:
i)	"enable" when the user wants to store the specified MCData group communications for which user is authorized to store the communication into the MCData message store; or
ii)	"disable" when the user do not wants to store the specified MCData group communications for which user is authorized to store the communication into the MCData message store;
s)	an <call-to-functional-alias-ind> element can be included and set to:
i)	"true" when the MCData client is using a functional alias to identify the MCData IDs of the potential target MCData users; or
[bookmark: _Hlk114251286]ii)	"false" when the MCData client is using MCData IDs to identify the potential target MCData users;
[bookmark: _Hlk112079327]t)	a <called-functional-alias-URI> element set to the value of the functional alias to be called; and
u)	a <user-requested-priority> element set to the non-negative integer value requested by the user as priority; and
v)	an <associated-group-id> element set to the identity of a constituent MCData group whenthe MCData communication targets a temporary group or a group regroup based on a preconfigured group.
Absence of the <emergency-ind>, <alert-ind> and <imminentperil-ind> in a SIP INVITE request indicates that the MCData client is initiating a non-emergency communication.
Absence of the <call-to-functional-alias-ind> in a SIP INVITE or a SIP REFER request indicates the use of the MCData IDs of the potential target MCData users.
The recipient of the XML ignores any unknown element and any unknown attribute.
* * * End of Change(s) * * *
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