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1. Reason for Change
The PIN connectivity subscription procedure is used by the PINE/PEMC/PIN Server to be notified of PIN connectivity events by the PEGC. 
The PIN connectivity subscription procedure will be specified in clause 8.5.14 of TS 23.542 v18.2.0 as per the agreed stage-2 SA6 CR-019/ S6-233280.
The following procedures are defined for the PIN connectivity subscription:
a) PIN connectivity subscribe 
b) PIN connectivity notify 
c) PIN connectivity update 
d) PIN connectivity unsubscribe 
This document covers the PIN connectivity unsubscribe procedure.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.4.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
5.4.14.4	PIN connectivity unsubscribe
5.4.14.4.1	Initiating entity procedure 
The initiating entity can be PEAE-C, PMAE-C, PAE-S.
The initiating entity, which wants to unsubscribe from receiving notification about PIN connectivity events, shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating entity:
a)	shall set the Request-URI to the URI of the PGAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-request> element in the <pinapp-info> root element and within the <pin-connectivity-unsubscribe-request> element:
1)	shall include a <subscription-id> element set to the subscription identifier corresponding to the subscription; and
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service.
The initiating entity shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 204 (No content) response message, the initiating entity shall consider the PIN connectivity unsubscribe request is accepted by the PGAE-C.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-reject> element in the <pinapp-info> root element; and within the <pin-connectivity-unsubscribe-reject> element,
the initiating entity shall consider the PIN connectivity unsubscribe request is not accepted by the PGAE-C.
5.4.14.4.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-request> element in the <pinapp-info> root element;
the PGAE-C shall verify whether the initiating entity is authorized to unsubscribe for PIN connectivity information.
If the initiating entity is allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:
a)	delete the related subscription for PIN connectivity information for the initiating entity;
b)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
c)	send the HTTP 204 (No content) response towards the initiating entity.
If the initiating entity is not allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-reject> element in the <pinapp-info> root element and within the <pin-connectivity-unsubscribe-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN connectivity unsubscribe failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating entity.
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