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***** first change *****
[bookmark: _Toc20212077][bookmark: _Toc27744960][bookmark: _Toc36114761][bookmark: _Toc45271355][bookmark: _Toc51936614][bookmark: _Toc58230284][bookmark: _Toc146750037]7.3.1	General
The purpose of this procedure is to establish a secure connection between the UE and the N3IWF over NWu, which is used to securely exchange the NAS signalling messages between the UE and the AMF via the N3IWF. The UE establishes the secure connection by establishing an IKE SA and first child SA to the N3IWF. The IKE SA and first child SA, called signalling IPsec SA, are created between the UE and the N3IWF after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see IETF RFC 7296 [6]). The signalling IPsec established is used to transfer NAS signalling traffic. Additional child SAs (user plane IPsec SAs) can be established between the UE and the N3IWF to transfer user-plane traffic (see clause 7.5).
Upon completion of the N3IWF selection procedure (clause 7.2) the UE initiates an IKE_SA_INIT exchange as specified in IETF RFC 7296 [6]. Upon reception of the IKE_SA_INIT response the UE shall inform the upper layers that the access stratum connection is established.
Upon establishment of the access stratum connection, the UE initiates IKE_AUTH exchange (see IETF RFC 7296 [6]) with EAP-5G encapsulation, as specified in clause 7.3.2.
The UE encapsulates the initial NAS message and the AN parameters using the EAP-5G procedure as described in clause 7.3.3. The signalling IPsec SA is established after completion of the EAP-5G procedure and IKE_AUTH exchange.
The UE shall set the AN-parameter type field to "no additional information" in EAP/5G-NAS message containing non-initial NAS message.
***** next change *****
[bookmark: _Toc20212200][bookmark: _Toc27745087][bookmark: _Toc36114893][bookmark: _Toc45271488][bookmark: _Toc51936747][bookmark: _Toc58230417][bookmark: _Toc146750170]9.3.2.2.2	EAP-Response/5G-NAS message
EAP-Response/5G-NAS message is coded as specified in figure 9.3.2.2.2-1 and table 9.3.2.2.2-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	AN-parameters length
	15-16

	AN-parameters
	17 - (17+x)

	NAS-PDU length
	(18+x) - (19+x)

	NAS-PDU 
	(20+x) - (n+x)

	Extended-AN-parameters length
	(n+x+1)-(n+x+2)

	Extended-AN-parameters
	(n+x+3) - (n+x+3+y)

	Extensions
	(n+x+4+y) - (n+x+4+y+z)


Figure 9.3.2.2.2-1: EAP-Response/5G-NAS message
Table 9.3.2.2.2-1: EAP-Response/5G-NAS message
	Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates response.


	Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-Response/5G-NAS message in octets.


	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.


	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-NAS-Id of 2 (decimal).


	Spare field consists of spare bits.


	AN-parameters length indicates the length of the AN-parameters field in octets


	AN-parameters field is coded according to figure 9.3.2.2.2-2 and table 9.3.2.2.2-2.


	NAS-PDU length field indicates the length of NAS-PDU field in octets.


	NAS-PDU field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].


	Extended-AN-parameters length field indicates the length of the extended-AN-parameters field in octets.


	Extended-AN-parameters field is coded according to figure 9.3.2.2.2-4 and table 9.3.2.2.2-4.


	Extensions field is an optional field and consists of spare bits.



	7
	6
	5
	4
	3
	2
	1
	0
	

	
AN-parameter 1
	octet 17

octet a

	
AN-parameter 2
	octet a+1

octet b

	...
	octet b+1

octet k

	
AN-parameter n
	octet k+1

octet 17+x


Figure 9.3.2.2.2-2: AN-parameters field
Table 9.3.2.2.2-2: AN-parameters field
	Each AN-parameter field is coded according to figure 9.3.2.2.2-3 and table 9.3.2.2.2-3.

	



	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+1

	AN-parameter length
	octet a+2

	
AN-parameter value
	octet a+3

octet b


Figure 9.3.2.2.2-3: AN-parameter field
Table 9.3.2.2.2-3: AN-parameter field
	The AN-parameter length field indicates the length of the AN-parameter value field.

	

	The AN-parameter type field indicates the type of the AN-parameter value field. Sending entity shall not set the AN-parameter type field to a spare value. Receiving entity shall ignore any AN-parameter field with the AN-parameter type field set to a spare value.


	The following AN-parameter type field values are specified:
-	00H (no additional information);
-	01H (GUAMI);
-	02H (selected PLMN ID);
-	03H (requested NSSAI);
-	04H (establishment cause for non-3GPP access);
-	05H (selected NID);
-	06H (UE identity);
-	07H (onboarding indication);and
-	08H (GUAMI type).
All other values of the AN-parameter type field are spare. Receiving entity shall ignore an AN-parameter field with the AN-parameter type field set to a spare value.


	When the AN-parameter type field indicates no additional information, the value of AN-parameter length is 0, i.e. the AN-parameter value field is not present.


	When the AN-parameter type field indicates the GUAMI, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of GUAMI information element as specified in clause 9.2.1.


	When the AN-parameter type field indicates the selected PLMN ID, the AN-parameter value field is coded according to value part of PLMN ID information element as specified in clause 9.2.3.


	When the AN-parameter type field indicates the requested NSSAI, the AN-parameter value field is coded according to value part of NSSAI information element as specified in clause 9.11.3.37 of 3GPP TS 24.501 [4].


	When the AN-parameter type field indicates the establishment cause for non-3GPP access, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of the Establishment cause for non-3GPP access information element as specified in clause 9.2.2.


	When the AN-parameter type field indicates the selected NID, the AN-parameter value field is coded according to the value part of the NID information element as specified in clause 9.2.7.


	When the AN-parameter type field indicates the UE identity, the AN-parameter value field is coded according to the value part of the 5GS mobile identity information element for type of identity 5G-GUTI or for type of identity SUCI as specified in clause 9.11.3.4 of 3GPP TS 24.501 [4].

When the AN-parameter type field indicates the onboarding indication, the value of AN-parameter length is 0, i.e. the AN-parameter value field is not present.

When the AN-parameter type field indicates the GUAMI type, the value of AN-parameter length is set to 1 and the AN-parameter value field indicates whether the GUAMI is derived from native 5G-GUTI or 4G-GUTI as specified in clause 5.3.1.1 of 3GPP TS 24.501 [4]. The following GUAMI type field values are specified:
-	01H (GUAMI derived from native 5G-GUTI);
-	02H (GUAMI derived from 4G-GUTI);
All other values of the GUAMI type field are spare. Receiving entity shall ignore a GUAMI type field set to a spare value.




	7
	6
	5
	4
	3
	2
	1
	0
	

	
Extended-AN-parameter 1
	octet (n+x+3)

octet c

	
Extended-AN-parameter 2
	octet c+1

octet d

	...
	octet d+1

octet e

	
Extended-AN-parameter n
	octet e+1

octet (n+x+3+y)


Figure 9.3.2.2.2-4: Extended-AN-parameters field
Table 9.3.2.2.2-4: Extended-AN-parameters field
	Each extended-AN-parameter field is coded according to figure 9.3.2.2.2-5 and table 9.3.2.2.2-5.

	



	7
	6
	5
	4
	3
	2
	1
	0
	

	Extended-AN-parameter type
	octet c+1

	
Extended-AN-parameter length
	octet c+2

octet c+3

	
Extended-AN-parameter value
	octet c+4

octet d


Figure 9.3.2.2.2-5: Extended-AN-parameter field
Table 9.3.2.2.2-5: AN-parameter field
	The extended-AN-parameter length field indicates the length of the extended-AN-parameter value field.

	

	The extended-AN-parameter type field indicates the type of the extended-AN-parameter value field. 


	The following extended-AN-parameter type field values are specified:
-	06H (UE identity).
All other values of the extended-AN-parameter type field are spare. Sending entity shall not set the extended-AN-parameter type field to a spare value. Receiving entity shall ignore any extended-AN-parameter field with the extended-AN-parameter type field set to a spare value.


	When the extended-AN-parameter type field indicates the UE identity, the extended-AN-parameter value field is coded according to the value part of the 5GS mobile identity information element for type of identity SUCI as specified in clause 9.11.3.4 of 3GPP TS 24.501 [4].




