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Abstract:
This paper discusses a field issue of network congestion, the causes that led to the network congestion, and proposes a way forward to control and mitigate the network congestion and to enhance the user experience being a consequence of recovery from the network congestion. 


Introduction:
The field issues of network congestion observed by NTT DOCOMO in EPS network is due to the network sending specific session management cause values, namely:

· #26 (Insufficient resources)
· [bookmark: _Hlk148976995]#29 (User Authentication Failed)
· #38 (Network Failure) 

There are two observed issues:

1. Network congestion that cannot recover due to the UEs continuously re-attempting session management procedures to regain the PDN session connectivity,

2. Some UEs require the device to switch OFF/ON to regain connectivity to an APN, or connectivity to the network.


This issue is also been discussed in GSMA. A solution has been proposed to GSMA by NTT DOCOMO (see conclusion clause of this paper) to help relieving the congestion of the network caused by the named cause values. The same solution should apply to 5GS. 


Discussion:
Let's start looking into some of the conditions specified in 3GPP TS 24.301v18.4.0 for each of the above-named cause values sent from the network to the UE. These are non-exhaustive conditions and provided to assist finding the gaps:

#29 (User Authentication Failed):
Cause #29 – User authentication or authorization failed
	This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication, revoked by the external packet data network, or the required user authentication cannot be performed.

This cause value can be sent either during the attach/combined attach procedure or when the MME initiates the EPS bearer context deactivation procedure, while NAS signalling connection exists, due to the connectivity for the requested APN/PDN session cannot be accepted by the network.

The network may include a Back-off timer value IE in the PDN CONNECTIVITY REJECT message, where the UE reacts upon the different values as specified in 3GPP TS 24.301. 

The network may include the Re-attempt indicator IE so the UE can re-attempt to access the NW for the same APN on a different access technology.

If the cause value is sent during the attach/combined attach procedure, then the operator may include the EMM cause value #15 "No suitable cells in tracking area" in the ATTACH REJECT message. 

If EMM-REGISTERED without PDN connection is not supported by the UE or the MME, and the UE determines that the EPS bearer indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST message is the default EPS bearer of the last PDN connection that the UE has, then the UE shall respond by performing a detach procedure. Additionally, the UE should perform an attach procedure. 

User interaction (switch UE OFF/ON) is necessary in some cases when the UE cannot re-activate the EPS bearer(s), if any, automatically.

If the PDN CONNECTIVITY REQUEST message was sent together with an ATTACH REQUEST and depending on the ATTACH REJECT message whether it is integrity protected or not, the UE shall handle the back-off timer according to the received cause value. 

If the Back-off timer value IE is not included and the PDN CONNECTIVITY REQUEST was sent standalone, then the UE shall ignore the Re-attempt indicator IE provided by the network in PDN CONNECTIVITY REJECT, if any. For ESM cause values different from #8 "operator determined barring", #27 "missing or unknown APN", #32 "service option not supported", or #33 "requested service option not subscribed", the UE behaviour regarding the start of a back-off timer is unspecified.

#38 (Network Failure):
Cause #38 – Network failure
	This ESM cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.

The UE behaviour is similar to cause value #29 while receiving DEACTIVATE EPS BEARER CONTEXT REQUEST and PDN CONNECTIVITY REJECT message.

#26 (Insufficient resources):
Cause #26 – Insufficient resources
	This ESM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources. If EPS counting is required for a network slice, this ESM cause is used by the network to indicate that the requested service cannot be provided due to maximum number of UEs registered to a specific network slice reached or maximum number of PDU sessions on a specific network slice reached.

The MODIFY EPS BEARER CONTEXT REJECT message can contain cause value #26.

The DEACTIVATE EPS BEARER CONTEXT REQUEST message from the network to the UE contains an ESM cause #26. If the ESM cause value is #26 "insufficient resources", the network may include a value for timer T3396 in the DEACTIVATE EPS BEARER CONTEXT REQUEST message. The UE shall take different actions depending on the timer value received for timer T3396. If the T3396 IE is not included, the UE shall proceed with deactivation procedure and then send DEACTIVATE EPS BEARER CONTEXT ACCEPT message.

If the ESM cause value is #26 "insufficient resources" and the Back-off timer value IE is included, the UE shall ignore the Re-attempt indicator IE provided by the network, if any, and behave as described in clause 6.5.1.4.2, where it is indicated that, if the Back-off timer value IE is not included and the PDN CONNECTIVITY REQUEST was sent standalone, then the UE may send another PDN CONNECTIVITY REQUEST, BEARER RESOURCE MODIFICATION REQUEST or BEARER RESOURCE ALLOCATION REQUEST message for the same APN.

There are similar conditions in clause 6.5.4.4.2.

Notes related to the use of back-off timer:

If the network includes this back-off timer value, then the UE is blocked from sending another ESM request for the same procedure for the same PLMN and APN combination for the specified duration. Therefore, the operator needs to exercise caution in determining the use of this timer value.

From subclause 10.3
· The back-off timer is used to describe a logical model of the required UE behaviour. This model does not imply any specific implementation, e.g. as a timer or timestamp.
· Reference to back-off timer in this section can either refer to use of timer T3396 or to use of a different packet system specific timer within the UE. Whether the UE uses T3396 as a back-off timer or it uses different packet system specific timers as back-off timers is left up to UE implementation.

Example of UE behaviour if back-off timer has a value:
-	if the timer value indicates neither zero nor deactivated, the UE shall start the back-off timer with the value provided in the Back-off timer value IE for the PDN connectivity procedure and PLMN and APN combination; and
-	shall not send another PDN CONNECTIVITY REQUEST message in the PLMN for the same APN that was sent by the UE, until the back-off timer expires, the UE is switched off or the USIM is removed; and
-	shall not send another PDN CONNECTIVITY REQUEST message in the PLMN without an APN and with request type different from "emergency" and from "handover of emergency bearer services" if no APN was included in the PDN CONNECTIVITY REQUEST message, until the back-off timer expires, the UE is switched off or the USIM is removed;
Example of UE behaviour if back-off timer is not included:
d)	if the Back-off timer value IE is not included, and either the Re-attempt indicator IE is not included or the Re-attempt indicator IE is included indicating that re-attempt in an equivalent PLMN is allowed, the UE shall not initiate a new attach procedure or send another PDN CONNECTIVITY REQUEST message for the same APN in the current PLMN in S1 mode until the UE is switched off or the USIM is removed; and
e)	if the Back-off timer value IE is not included, and the Re-attempt indicator IE is included and indicates that re-attempt in an equivalent PLMN is not allowed, the UE shall not initiate a new attach procedure or send a PDN CONNECTIVITY REQUEST message for the same APN in any PLMN in the list of equivalent PLMNs in S1 mode until the UE is switched off or the USIM is removed.
Example of UE behaviour if back-off timer is deactivated or set to value = zero:
-	ii)	if the timer value indicates that this timer is deactivated, the UE:
-	shall not send another PDN CONNECTIVITY REQUEST message in the PLMN for the same APN until the UE is switched off or the USIM is removed; and
-	shall not send another PDN CONNECTIVITY REQUEST message in the PLMN without an APN and with request type different from "emergency" and from "handover of emergency bearer services" if no APN was included in the PDN CONNECTIVITY REQUEST message, until the UE is switched off or the USIM is removed; and
iii)	if the timer value indicates zero, the UE:
-	may send another PDN CONNECTIVITY REQUEST message in the PLMN for the same APN; and
-	may send another PDN CONNECTIVITY REQUEST message in the PLMN without an APN

Observations:
Back-off timers are introduced to assist the operator to mitigate the network congestion and control the user access to the network.

The concerns about using the back-off timers are that the UE is blocked from sending another ESM request for the same procedure for the same PLMN and APN combination for the specified duration. If the back-off timer value is longer than the user can wait, the user will probably switch the UE OFF/ON trying to obtain the service causing signalling towards the network. If the timer value is too short then the network may not be able to recover. Therefore, setting of the back-off timer may not be favoured by the operator's deployment as it is not user friendly. 

On the other hand, if the Back-off timer value IE is not included then the UE shall not initiate a new attach procedure or send another PDN CONNECTIVITY REQUEST message for the same APN in the current PLMN in S1 mode until the UE is switched off or the USIM is removed, which may lead to undesired congestion in the network from frequent attach procedures requested by the users to gain connection to the network and the services, as such more and more UEs get into this loop. 

Also setting the back-off timer value to "deactivated" requires the user to switch OFF/ON the UE to reach the same APN to start the wished application that was not provided initially due to congestion. This adds to the congestion and also does not provide a good user experience.

Setting the back-off timer to zero, and we have a case of congestion, then the UE is allowed to request session management messages, using "may" in specific, allow the UE implementation to decide the solution in various scenarios. This is leading to having different UE implementations in the market and the operator has no means to know the UE behaviour and thus accommodate for it.

In some case it is indicated that the UE behaviour regarding the start of a back-off timer is unspecified and left to UE implementation.

Conclusion:
Impacted cause values and access technologies:
The above are examples and the impacts on the network, UE, and user experience are not limited to the ESM cause values listed above. The NAS specifications describe similar behaviour for several cause values and all these cause values are impacted with the same consequences. We can also observe that session management congestion leads to mobility management congestion, making it even more difficult to recover the network congestion.

Also, NAS in 5GS is based on the same principles of handling the 5GSM cause values. Therefore, it is required to fix the 5GS impacted specifications in the same manner.

Congestion control:
NTT DOCOMO has proposed to GSMA an example for a solution of defining a new timer in the UE to be used in addition to the back-off timer sent by the network. This timer shall use retransmission interval to distribute and control the access of the UEs to the network over a time period. Interaction with the back-off timer value sent by the network to be specified.

The example for the timer is as follows:
(1st)X[s]-> (2nd)2X[s] -> (3rd)4X[s] -> ・・・(9th) 512X[s], (10th or later) 1024X[s]
X = 5 ~ 10[s]

This timer definition can be further enhanced to reach a better outcome.

Whether this timer is defined by 3GPP or GSMA is to be discussed. 
Other proposals are also welcomed.

User experience:
It is required to investigate how to enhance the user experience to reduce the need to switch the UE OFF/ON to be able to access the network and receive the requested service. 

