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1	Overall description
CT1 has been discussing the following scenario regarding security context in initial NAS messages in EPS:
1) The UE is in 5G only mode (S1 mode disabled) and successfully registers with 5GS. As part of the security context established in 5GS, the network does NOT indicate "Selected EPS NAS Security algorithms" since S1 mode was not enabled in the UE. 
2) The UE is then switched off and then it turns on with only S1 mode enabled. 
3) The UE initiates Attach procedure in EPS and the Attach Request message is integrity protected with existing 5GS security context and the eKSI is also indicated accordingly. It is to be noted that at this point the UE does not have EPS algorithms to derive valid EPS security context.
4) The network sends a ciphered and integrity protected message based on the eKSI that the UE indicated. The AMF derives a mapped EPS security context and sends it to the MME. But the UE is unable to handle this downlink message since it is not able to derive the right security context because the EPS NAS security algorithms to be used are not available with the UE. They were not indicated since when the UE registered in 5GS in step 1, S1 mode was disabled.
5) Upon receiving ciphered and integrity protected message, the UE tries generating MAC based on null algorithms (default values), and MAC check fails. The Attach procedure keeps failing since steps 4 and 5 keep repeating.

Based on TS 33.501 clause 8.5.3 and 8.5.2, it seems that when UE sends an Attach Request message that is integrity protected with 5GS security context, the UE should also be capable of deriving the mapped EPS security context. This therefore seems to imply that the UE should integrity protect the Attach Request message with 5GS security context, only when the UE is able to derive the mapped EPS security context.
CT1 would like SA3 to evaluate the above scenario and provide feedback on CT1’s understanding of the above issue. 
2	Actions
To SA3 
ACTION: 	CT1 asks SA3 to take the above scenario into account, to provide feedback on CT1’s understanding of the above issue and update any SA3 specifications if required.
3	Dates of next TSG CT WG1 meetings
TSG-CT1 Meeting#146	 22nd – 26th January 2024		Online Meeting
TSG-CT1 Meeting#147	 26th February – 1st March 2024	Athens, Greece
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