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[bookmark: _Toc139901303]1. Introduction
The proposed additions of this pCR are written with the draft spec TS 24.283 v.0.1.0 taken as base. New section “Security and Protection for Confidentiality and Integrity of application-sensitive information” is added. This section relies heavily on the Mission Critical security spec 33.180.
[bookmark: _Toc139901304]2.	Proposal
Proposal: Agree to the text below as new clause in draft spec TS 24.283 v.0.1.0.


***** First Change *****
[bookmark: _Toc143762378]N	Security and Protection for Confidentiality and Integrity of application-sensitive information <To be specified>
[bookmark: startOfAnnexes][bookmark: _Toc143762379][bookmark: _Toc20152432][bookmark: _Toc27495097][bookmark: _Toc36108565][bookmark: _Toc45194353][bookmark: _Toc138437904]N.1	General<To be specified>
N.2	Security at the transport layer
N.2.1	LMS – LMC connection
The LMS – LMC connection occurs via TCP. When the connection is established, the procedures specified in 3GPP TS 33.180 [4] are used to establish a secure TCP connection that the LMC uses to register with the LMS. That secure TCP connection will remain while the LMC stays registered with the LMS. 
N.2.2	LMS – IWF connection
The LMS – IWF (or another LMS) connection occurs via TCP. When the connection is established, the procedures specified in 3GPP TS 33.180 [4] are used to establish a secure TCP connection that the target LMS/IWF uses to communicate with the initiating LMS. Communications with the target LMS/IWF are considered as trusted and authorized. An MC operator may choose to configure their network with an MC Gateway that enforces operator policy such that communication with an LMS in another MC system or an IWF may be modified as it is routed through the MC Gateway.
N.3	Protection for confidentiality and integrity of XML data
N.3.1	Overview
In general, application-level information for MCLoc service is transferred in data structures which are XML-formatted blocks within signalling messages. Selective XML elements and attributes contain application-sensitive data and are subject to confidentiality protection. Entire XML blocks are subject to integrity protection.
Application-sensitive data include, but may not be limited to, identities, access tokens and other security related material, certain URIs, functional aliases, location information, etc.
The procedures in clause N.3, N.4 and N.5 are optional and apply independently to signalling on the CSC-14 interface between the LMC and the LMS and to the signalling on the IWF-4 interface between the LMS and the IWF (See clause M.2). The confidentiality and integrity protection are point-to-point between the sender and receiver of each signalling message on those interfaces. Configured profiles can control independently for the entire service or per user, whether or not confidentially protection, integrity protection or both apply for the signalling on CSC-14, IWF-4 or both. 
If both confidentiality and integrity protections are applied: on transmission, XML elements, attributes and bodies within signalling messages containing application-sensitive information are first encrypted and then integrity protected; and, on reception: they are first integrity verified and subsequently, assuming the integrity verification is successful, decrypted. (See 3GPP TS 33.180 [4] for more details on confidentiality and integrity protection).
The pre-requisite for these operations is that both the LMC and the LMS will be in possession of a valid Client-Server Key (CSK) and/or that both the LMS and the IWF (or some other LMS) will be in possession of a valid Signalling Protection Key (SPK) before proceeding. For details on how MC clients and MC servers acquire, derive and distribute specific keys and other necessary security material see 3GPP TS 33.180 [4].
[bookmark: _Toc20152433][bookmark: _Toc27495098][bookmark: _Toc36108566][bookmark: _Toc45194354][bookmark: _Toc138437905]N.3.2	XML content encryption and decryption
Sensitive application data (see clause N.3.2) may need to be encrypted before being transmitted, and in this case, decrypted when received.
3GPP TS 33.180 [4] describes a method to provide confidentiality protection of sensitive application data in XML elements by using XML encryption (i.e., xmlenc) and in attributes by using an attribute confidentiality protection scheme. See clauses N.4.2 and N.4.3. 
[bookmark: _Toc20152434][bookmark: _Toc27495099][bookmark: _Toc36108567][bookmark: _Toc45194355][bookmark: _Toc138437906]N.3.3		Integrity protection of an XML body
Integrity protection can be provided by using XML signatures (i.e., xmlsig). Sensitive application data, (see clause N.3.2) may need to be protected from unauthorized changes or falsifications through integrity protection before being transmitted, and in this case, have their integrity verified when received. Each XML body subject to integrity protection will have its own signature.
To provide integrity protection, the participating entities (LMC, LMS and IWF) acting as senders or receivers of data proceed as described in clauses N.5.2 and N.5.3. 
N.3.4 	Keys for confidentiality and integrity protection
Confidentiality and integrity protection use an XML Protection Key (XPK) for encryption/decryption and integrity protection/verification of the data. An XPK-ID is used to identify the XPK. The XPK value is made equal to the CSK value and the XPK-ID value is made equal to the CSK-ID value when the communication is between the LMC and the LMS. The XPK value is made equal to the SPK value and the SPK-ID value is made equal to the SPK-ID value when the communication is between the LMS and the IWF (or another LMS). See 3GPP TS 33.180 [4].
It is assumed that before the confidentiality and/or integrity protections procedures in clause N are invoked, the CSK/CSK-ID or SPK/SPK-ID, as applicable, are available at the sender and at the recipient of the data subject to confidentiality and/or integrity protection.
[bookmark: _Toc20152436][bookmark: _Toc27495101][bookmark: _Toc36108569][bookmark: _Toc45194357][bookmark: _Toc138437908]N.4	Confidentiality Protection
[bookmark: _Toc20152437][bookmark: _Toc27495102][bookmark: _Toc36108570][bookmark: _Toc45194358][bookmark: _Toc138437909]N.4.1	General
In general, confidentiality protection is applied to specific XML elements and attributes.
The configuration for applying confidentiality protection is not selective to a specific XML element or attribute containing the data identified as application-sensitive (see clause N.3.2). If the configuration for confidentiality protection is turned on, then all XML elements and attributes containing the data identified as application-sensitive are confidentiality protected. If the configuration for confidentiality protection is turned off, then no XML content is confidentiality protected.
[bookmark: _Toc20152439][bookmark: _Toc27495104][bookmark: _Toc36108572][bookmark: _Toc45194360][bookmark: _Toc138437911]N.4.2	Sending confidentiality protected content
If the configuration information indicates that confidentiality is to be used between the communicating entities, the entity sending the content shall: 
1)	use the appropriate keying information specified in clause N.3.4 (i.e., CSK/CSK_ID for communication between LMC and LMS and SPK/SPK_ID for communication between LMS and IWF);
2)	for XML elements identified as containing application-sensitive (see clause N.3.2) information:
a)	perform encryption as specified in W3C: "XML Encryption Syntax and Processing Version 1.1" [9] clause 4.3, using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key; and
b)	replace the application-sensitive content within the XML element subject to encryption with an <EncryptedData> XML element containing the cyphered data, as shown in 3GPP TS 33.180 [4] clause 9.3.4.2; and
3)	for URIs in XML attributes identified as application-sensitive (see clause N.3.2) information:
a)	perform encryption using the "AES-128-GCM algorithm HMAC" as the encryption algorithm and the XPK as the key, with a 96 bit randomly selected IV; and
b)	replace the URI to be protected in the attribute by a URI constructed as follows:
i)	the URI schema is "sip:";
ii)	the first part of the userinfo part is the base64 encoded result of the encryption of the original attribute value;
iii)	the string ";iv=" is appended to the result of step ii);
iv)	the base64 encoding of the IV (section 5 of IETF RFC 4648 [8]) is appended to the result of step iii);
v)	the string ";key-id=" is appended to the result of step iv);
vi)	the base64 encoding of the XPK-ID according to 3GPP 33.180 [4] is appended to the result of step v);
vii)	the string ";alg=128-aes-gcm" is appended to the result of step vi); and
viii)	the string "@" followed by the domain name for MC Services confidentiality protection as specified in 3GPP TS 23.003 [7] is appended to the result of step vii).
[bookmark: _Toc20152444][bookmark: _Toc27495109][bookmark: _Toc36108577][bookmark: _Toc45194365][bookmark: _Toc138437916]N.4.3	Receiving confidentiality protected content
If the configuration information indicates that confidentiality is to be used between the communicating entities, the entity receiving the content shall: 
1)	use the appropriate keying information specified in clause N.3.4;
2)	for XML elements containing one or more <EncryptedData> sub-elements:
a)	perform decryption on each <EncryptedData> sub-element as specified in W3C: "XML Encryption Syntax and Processing Version 1.1" [9] clause 4.4 to decrypt the contents of the <CipherValue> element contained within the <CipherData> element contained in the <EncryptedData> sub-element; and
b)	if all <EncryptedData> sub-elements were successfully decrypted, return success of this procedure together with all the decrypted XML element, otherwise return failure; and 
3)	for each XML attribute which is a URI with the domain name for MC Services confidentiality protection as specified in the 3GPP TS 23.003 [7]:
a)	the value between ";iv=" and the next ";" provides the base64 encoded value of the 96 bit IV and the value between ";=key-id" and the next ";" defines the key which has been used for encryption, i.e. "CSK" or "SPK"; and
b)	the original URI is obtained by decrypting the base64 encoded string between the "sip:" URI prefix and the next ";" using the "AES-128-GCM algorithm HMAC" as the decryption algorithm with IV and key as determined in step 1); and
c)	if all URI XML attributes subject to decryption were successfully decrypted, return success of this procedure together with all the decrypted URIs XML attributes, otherwise return failure.
[bookmark: _Toc20152449][bookmark: _Toc27495114][bookmark: _Toc36108582][bookmark: _Toc45194370][bookmark: _Toc138437921]N.5		Integrity Protection of XML documents
[bookmark: _Toc20152450][bookmark: _Toc27495115][bookmark: _Toc36108583][bookmark: _Toc45194371][bookmark: _Toc138437922]N.5.1	General
Integrity protection is applied to a whole XML MIME body. 
In general, a message may contain several XML bodies. Each XML body is integrity protected separately and is assigned a unique signature. However, the signatures for separate XML bodies can be aggregated into one <Signature> XML element, defined in the http://www.w3.org/2000/09/xmldsig# namespace (see W3C: "XML Signature Syntax and Processing (Second Edition)" [10]).
[bookmark: _Toc20152452][bookmark: _Toc27495117][bookmark: _Toc36108585][bookmark: _Toc45194373][bookmark: _Toc138437924][bookmark: _Toc20152455][bookmark: _Toc27495120][bookmark: _Toc36108588][bookmark: _Toc45194376][bookmark: _Toc138437927]N.5.2	Integrity protection procedure at the sender
As a pre-requisite, each XML body within a message to be sent will have to have a content identifier header field that allows it to be referenced via an XML sub-element of the <Signature> element that will be generated for the XML body. 
Then, for each XML body to be integrity protected, two steps need to be performed:
[bookmark: _PERM_MCCTEMPBM_CRPT85200004___5]1)	reference generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)" [10] clause 3.1.1 using the SHA256 algorithm to produce a hash of the XML body and continue, only if reference generation is successful; and
2)	signature generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)" [10] clause 3.1.2 using the HMAC-SHA256 signature method and the XPK as the key and continue, only if signature generation is successful.
Afterwards, the individual signatures, each corresponding to a different XML body, can be grouped as a single XML element in the message carrying the data. 
A message to be integrity protected and which fails this procedure will not be sent to its target destination and may raise a local error. 
[bookmark: _Toc20152456][bookmark: _Toc27495121][bookmark: _Toc36108589][bookmark: _Toc45194377][bookmark: _Toc138437928][bookmark: _Toc20152458][bookmark: _Toc27495123][bookmark: _Toc36108591][bookmark: _Toc45194379][bookmark: _Toc138437930]N.5.3      Verification of integrity protected content at the receiver
In the absence of a corresponding <Signature> XML element, an XML body within a received message will be considered as not having been integrity protected. In this case, if the configuration required the XML body to have been integrity protected, the message will be considered erroneous and dropped.  
Otherwise, if the <Signature> XML element is present:
1)	if the required sub-elements of the <Signature> element, as described in 3GPP TS 33.180 [4], are not present in the message, then the integrity protection procedure fails and exits this procedure. Otherwise continue with the rest of the steps;
[bookmark: _PERM_MCCTEMPBM_CRPT85200005___5]2)	the receiving entity performs reference validation on the <Reference> sub-element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)" [10] clause 3.2.1;
3)	if reference validation fails, then the received message will be considered erroneous or corrupt and will be dropped without continuing with the rest of the steps in this clause;
4)	use the XPK to perform signature validation of the value of the <SignatureValue> sub-element, as specified in W3C: "XML Signature Syntax and Processing (Second Edition)" [10] clause 3.2.2;
5)	if signature validation fails, then the received message will be considered erroneous or corrupt and will be dropped without continuing with the rest of the steps in this clause; and
6)	return success of the integrity protection procedure.
If failure is detected at any step, the procedure will return a failure code.
***** End of Changes *****
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