	
[bookmark: _Hlk133232171][bookmark: _Hlk145491888]3GPP TSG-CT WG1 Meeting #145	C1-238707
Chicago, US , 13– 17 November 2023 													


Source:	InterDigital
[bookmark: _Hlk149832544]Title:	Update to “PMAE-C replacement with PAE-S support” procedure
Spec:	3GPP TS 24.583 v0.4.0
Agenda item:	18.2.26
Document for:	Agreement

1. Reason for Change
The “PMAE-C replacement with PAE-S support” procedure is updated in clause 8.5.10.2.2 of TS 23.542 v18.2.0 as per the agreed stage-2 SA6 CR-019/ S6-233280. 
The main changes are: 
· The UE/PEMC1 is subscribed to the PEGC for PIN connectivity notifications
· PEMC1 detects that PEMC2 is unavailable upon receving notification from PEGC that there is a communication failure with PEMC2. Otherwise, UE/PEMC1 may detect that PEMC2 is unavailable by using the PIN heartbeat mechanism or if a communication timeout happens with PEMC2.
· PEMC1 requests PIN server for PIN configuration and PIN server executes the procedure (previously PEMC1 sent PIN status notification to all PIN peers)
These agreed changes in 23.542 are implemented in 24.583 v0.4.0., clause 5.4.5.4, PMAE-C replacement with PAE-S support, procedure.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.4.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc148605684][bookmark: _Toc148605677]5.4.5.4	PMAE-C replacement with PAE-S support
[bookmark: _Toc148605685]5.4.5.2.1	General
In this clause, the PMAE-C that initiates the PMAE-C replacement with PAE-S support procedure is called the "initiating PMAE-C", and the requested PMAE-C is called the "target PMAE-C".
[bookmark: _Toc148605686]5.4.5.4.2	Initiating PMAE-C procedure
The initiating PMAE-C may detect the unavailability of PMAE-C:
a) Upon reception of PIN connectivity notification message containing:
1) Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify> element in the <pinapp-info> root element, and within the <pin-connectivity-notify> element:
i) a <pegc-identifier> element set to the identifier of the PGAE-C, such as PEGC Client ID;
ii) a <pin-id> element set to the PIN ID, which identifies the PIN, served by the PGAE-C;
iii) a <pin-client-identifier> element set to the unique identifier of the PMAE-C, which experienced connectivity change; and
iv) a <event-type> element set to the type of event, e.g. connectivity information; and
b)	by using the PIN heartbeat mechanism or if a communication timeout happens with PMAE-C.
The initiating PMAE-C shall When the PMAE-C needs to request another PMAE-C (i.e. target PMAE-C) to takeover the role of PMAE-C in a PIN with PAE-S support, the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating PMAE-C:
a)	shall set the Request-URI to the URI of the PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the <pinapp-info> root element and within the <pin-configuration-request> element:
1)	shall include a <pin-id> element set to the identity of the involved PIN;
2)	shall include a <requestor-pemc-id> element set to the identity of the initiating PMAE-C;
3)	shall include a <authorization-type> element set to "PMAE-C role change";
4)	shall include a <failure-pemc-id> element set to the identity of the failure PMAE-C; and
5)	may include a <new-pemc-id> element set to the identity of the target PMAE-C.
The initiating PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the <pinapp-info> root element,
the initiating PMAE-C shall consider the PMAE-C replacement with PAE-S support is successful.
initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peers to notify the change of PMAE-C with the following consideration:
a)	the event ID shall include "PIN modification", and:
1)	shall include the <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and
2)	shall include the <pemc-address> element set to the IP address or port number for each PMAE-C respectively; and
b)	the event ID shall include "PIN profiles update" if it is for PGAE-C, and:
1)	shall include the <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and
2)	shall include the <pin-profile> element set to the PIN profile of the PIN.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element,
the initiating PMAE-C shall consider the PMAE-C replacement with PAE-S support fails due to the reason indicated by the cause value.
[bookmark: _Toc148605687]5.4.5.4.3	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the <pinapp-info> root element,
the PAE-S shall determine whether the initiating PMAE-C is allowed to modify the PIN and determine whether the target PMAE-C identified by the <new-pemc-id> element (if provided) is allowed to be a PMAE-C of the PIN.
If:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is included and is allowed to be a PMAE-C of the PIN, or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is not included,
NOTE:	In case of the target PMAE-C is not included, PAE-S can select a target PMAE-C based on implementation (e.g. based on PIN profile).
the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating PMAE-CPAE-S:
a)	shall set the Request-URI to the URI of the target PMAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element and within the <pin-management-request> element:
1)	shall include a <requestor-id> element set to the identifier of the PAE-S;
2)	shall include a <modification-type> element set to "PEMC assignment"; and
3)	shall include a <dynamic-pin-profile> element set to the dynamic PIN profile information of the PIN.
The PAE-S shall send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 9110 [4].
If:
a)	the initiating PMAE-C is not allowed to modify the PIN; or
if:
a)	the initiating PMAE-C is allowed to modify the PIN; and
b)	the target PMAE-C is included and is not allowed to be a PMAE-C of the PIN,
the PAE-S:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
b)	send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
Upon reception of an HTTP 204 (No content) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-accept> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the target PMAE-C accepts to be the new PMAE-C of the PIN;
b)	generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the <pinapp-info> root element and within the <pin-configuration-accept> element:
i)	shall include a <pin-profile> element set to the updated PIN profile information of the PIN; and
ii)	shall include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and
c)	send the HTTP 200 (OK) response towards the initiating PMAE-C.
d)	initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peers to notify the change of PMAE-C with the following consideration:
1)	the event ID shall include "PIN modification":
i)	shall include the <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and
ii)	shall include the <pemc-address> element set to the IP address or port number for each PMAE-C respectively; and
2)	the event ID shall include "PIN profiles update" if it is for PGAE-C:
i)	shall include the <pin-profile> element set to the updated PIN profile of the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the target PMAE-C is not accepted to act as a PMAE-C of the PIN;
b)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the <pinapp-info> root element and within the <pin-configuration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN configuration failure; and
c)	send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
[bookmark: _Toc148605688]5.4.5.4.4	Target PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the <pinapp-info> root element,
the target PMAE-C shall determine whether to accept to act as the PMAE-C in the PIN.
If the target PMAE-C determine to accept to act as the PMAE-C in the PIN, the target PMAE-C shall:
a)	generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b)	send the HTTP 204 (No content) response towards the PEAE-C.
If the target PMAE-C determine to reject to act as the PMAE-C in the PIN, the target PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the target PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-info> root element and within the <pin-management-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN management failure; and
b)	send the HTTP 403 (Forbidden) response towards the PAE-S.

* * * End of Changes * * * *

