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1. Introduction
This p-CR defines the UE PC5 unicast user plane security policy IE in A2X PC5 signalling information elements in 3GPP TS 24.577 specification related to the UAS_Ph2 work item and resolves the related EN.
2. Reason for Change
The UE PC5 unicast user plane security policy IE in A2X PC5 signalling information elements in 3GPP TS 24.577 specification needs to be defined based on SA3 requirements in clause 5.6.2 in 3GPP TS 33.256 and the related EN needs to be resolved.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.4.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc45282401][bookmark: _Toc45882787][bookmark: _Toc51951337][bookmark: _Toc59209114][bookmark: _Toc75734956][bookmark: _Toc138362042][bookmark: _Toc45282391][bookmark: _Toc45882777][bookmark: _Toc51951327][bookmark: _Toc59209104][bookmark: _Toc75734946][bookmark: _Toc138362032][bookmark: _Hlk145064414]12.3.22	UE PC5 unicast user plane security policy
Editor's note (pCR , UAS_Ph2): To be added after defining the related message.
The purpose of the UE PC5 unicast user plane security policy information element is to indicate the UE's configuration for integrity protection and ciphering of PC5 user plane data.
The UE PC5 unicast user plane security policy is a type 3 information element with a length of 2 octets.
The UE PC5 unicast user plane security policy information element is coded as shown in figure 12.3.22.1 and table 12.3.22.1.
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	[bookmark: _MCCTEMPBM_CRPT07900134___4]UE PC5 unicast user plane security policy IEI
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Figure 12.3.22.1: UE PC5 unicast user plane security policy information element
Table 12.3.22.1: UE PC5 unicast user plane security policy information element
	[bookmark: _MCCTEMPBM_CRPT07900139___7]User plane integrity protection policy (octet 2, bit 1 to 3)

	[bookmark: _MCCTEMPBM_CRPT07900140___7]Bits

	[bookmark: _MCCTEMPBM_CRPT07900141___4]3
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	[bookmark: _MCCTEMPBM_CRPT07900142___7]

	[bookmark: _MCCTEMPBM_CRPT07900143___4]0
	0
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900144___7]User plane integrity protection not needed

	[bookmark: _MCCTEMPBM_CRPT07900145___4]0
	0
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900146___7]User plane integrity protection preferred

	[bookmark: _MCCTEMPBM_CRPT07900147___4]0
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	[bookmark: _MCCTEMPBM_CRPT07900148___7]User plane integrity protection required
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	[bookmark: _MCCTEMPBM_CRPT07900151___7]	to	Spare
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	[bookmark: _MCCTEMPBM_CRPT07900155___7]Reserved
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	[bookmark: _MCCTEMPBM_CRPT07900157___7]If the UE receives a user plane integrity protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane integrity protection required".

User plane ciphering policy (octet 2, bit 5 to 7)

	[bookmark: _MCCTEMPBM_CRPT07900158___7]Bits

	[bookmark: _MCCTEMPBM_CRPT07900159___4]7
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	5
	
	[bookmark: _MCCTEMPBM_CRPT07900160___7]

	[bookmark: _MCCTEMPBM_CRPT07900161___4]0
	0
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	[bookmark: _MCCTEMPBM_CRPT07900162___7]User plane ciphering not needed

	[bookmark: _MCCTEMPBM_CRPT07900163___4]0
	0
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	[bookmark: _MCCTEMPBM_CRPT07900164___7]User plane ciphering preferred
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	1
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	[bookmark: _MCCTEMPBM_CRPT07900166___7]User plane ciphering required

	[bookmark: _MCCTEMPBM_CRPT07900167___4]0
	1
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	[bookmark: _MCCTEMPBM_CRPT07900168___7]

	[bookmark: _MCCTEMPBM_CRPT07900169___7]	to	Spare

	[bookmark: _MCCTEMPBM_CRPT07900170___4]1
	1
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	[bookmark: _MCCTEMPBM_CRPT07900171___7]

	[bookmark: _MCCTEMPBM_CRPT07900172___4]1
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900173___7]Reserved

	[bookmark: _MCCTEMPBM_CRPT07900174___7]

	[bookmark: _MCCTEMPBM_CRPT07900175___7]If the UE receives a user plane ciphering protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane ciphering protection required".

Bit 4 and 8 of octet 2 are spare and shall be coded as zero.
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* * * End of Changes * * * *

