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1. Introduction
This p-CR provides the defintion of A2X PC5 unicast link security mode control messages in section 11 in 3GPP TS 24.577 specification related to the UAS_Ph2 work item.
2. Reason for Change
A2X PC5 unicast link security mode control messages need to be defined in Section 11 in 3GPP TS 24.577.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.4.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc34388624][bookmark: _Toc34404395][bookmark: _Toc45282223][bookmark: _Toc45882609][bookmark: _Toc51951159][bookmark: _Toc59208913][bookmark: _Toc75734751][bookmark: _Toc123627818][bookmark: _Toc144291540][bookmark: _Toc525231348][bookmark: _Toc25070711][bookmark: _Toc34388688][bookmark: _Toc34404459][bookmark: _Toc45282304][bookmark: _Toc45882690][bookmark: _Toc51951240][bookmark: _Toc59209012][bookmark: _Toc75734851][bookmark: _Toc131184735][bookmark: _Toc144291608][bookmark: _Toc45282332][bookmark: _Toc45882718][bookmark: _Toc51951268][bookmark: _Toc59209044][bookmark: _Toc75734883][bookmark: _Toc138361969]11.2.19	A2X Direct link security mode command
[bookmark: _Toc26193713][bookmark: _Toc45282333][bookmark: _Toc45882719][bookmark: _Toc51951269][bookmark: _Toc59209045][bookmark: _Toc75734884][bookmark: _Toc138361970]11.2.19.1	Message definition
This message is sent by a UE to another peer UE when an A2X PC5 unicast link security mode control procedure is initiated. See table 11.2.19.1.1.
Message type:	A2X DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:	UE to peer UE
Table 11.2.19.1.1: A2X DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK SECURITY MODE COMMAND message identity
	A2X PC5 signalling message type
12.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
12.3.18
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
12.3.14
	M
	LV
	3-9

	59
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
12.3.15
	O
	TV
	2

	55
	Nonce_2
	Nonce
12.3.13
	O
	TV
	17

	52
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
12.3.19
	O
	TV
	2

	74
	Key establishment information container
	Key establishment information container
12.3.25
	O
	TLV-E
	4-n

	62
	MSBs of KNRP ID
	MSBs of KNRP ID
12.3.20
	O
	TV
	3



[bookmark: _Toc45282334][bookmark: _Toc45882720][bookmark: _Toc51951270][bookmark: _Toc59209046][bookmark: _Toc75734885][bookmark: _Toc138361971]11.2.19.2	Nonce_2
The UE shall include this IE if the selected integrity protection algorithms is not the null integrity protection algorithm.
[bookmark: _Toc45282335][bookmark: _Toc45882721][bookmark: _Toc51951271][bookmark: _Toc59209047][bookmark: _Toc75734886][bookmark: _Toc138361972]11.2.19.3	LSB of KNRP-sess ID
The UE shall include this IE if the selected integrity protection algorithms is not the null integrity protection algorithm.
[bookmark: _Toc45282336][bookmark: _Toc45882722][bookmark: _Toc51951272][bookmark: _Toc59209048][bookmark: _Toc75734887][bookmark: _Toc138361973]11.2.19.4	Key establishment information container
The UE shall include this IE if the UE has derived a new KNRP and the authentication method used to generate KNRP requires sending information to complete the authentication procedure.
[bookmark: _Toc45282337][bookmark: _Toc45882723][bookmark: _Toc51951273][bookmark: _Toc59209049][bookmark: _Toc75734888][bookmark: _Toc138361974]11.2.19.5	MSBs of KNRP ID
The UE shall include this IE if the UE has derived a new KNRP.
[bookmark: _Toc59209050][bookmark: _Toc75734889][bookmark: _Toc138361975]11.2.19.6	UE PC5 unicast signalling security policy
The UE shall include this IE if the A2X DIRECT LINK SECURITY MODE COMMAND message is triggered by the A2X DIRECT LINK ESTABLISHMENT REQUEST message. The content of the IE is the same as the content of UE PC5 unicast signalling security policy IE in the received A2X DIRECT LINK ESTABLISHMENT REQUEST message in order to provide protection against bidding down attacks.
[bookmark: _Toc75734890][bookmark: _Toc138361976]11.2.20	A2X Direct link security mode complete
[bookmark: _Toc45282339][bookmark: _Toc45882725][bookmark: _Toc51951275][bookmark: _Toc59209052][bookmark: _Toc75734891][bookmark: _Toc138361977]11.2.20.1	Message definition
This message is sent by a UE to another peer UE to respond to an A2X DIRECT LINK SECURITY MODE COMMAND message. See table 11.2.20.1.1.
Message type:	A2X DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:	UE to peer UE
Table 11.2.20.1.1: A2X DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK SECURITY MODE COMPLETE message identity
	A2X PC5 signalling message type
12.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	QoS flow descriptions
	[bookmark: _MCCTEMPBM_CRPT07900008___7]PC5 QoS flow descriptions
12.3.5
	M
	LV-E
	6-n

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
12.3.22
	M
	V
	1

	57
	IP address configuration
	IP address configuration
12.3.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
12.3.7
	O
	TV
	17

	52
	LSBs of KNRP ID
	LSBs of KNRP ID
12.3.21
	O
	TV
	3



[bookmark: _Toc45282340][bookmark: _Toc45882726][bookmark: _Toc51951276][bookmark: _Toc59209053][bookmark: _Toc75734892][bookmark: _Toc138361978]11.2.20.2	IP address configuration
The UE shall include this IE if IP communication is used and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure.
[bookmark: _Toc45282341][bookmark: _Toc45882727][bookmark: _Toc51951277][bookmark: _Toc59209054][bookmark: _Toc75734893][bookmark: _Toc138361979]11.2.20.3	Link local IPv6 address
The UE shall include this IE if IP communication is used, the IP address configuration is set to "IPv6 address allocation not supported" and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure.
[bookmark: _Toc45282342][bookmark: _Toc45882728][bookmark: _Toc51951278][bookmark: _Toc59209055][bookmark: _Toc75734894][bookmark: _Toc138361980]11.2.20.4	LSBs of KNRP ID
The UE shall include this IE if a new KNRP was derived.
[bookmark: _Toc45282343][bookmark: _Toc45882729][bookmark: _Toc51951279][bookmark: _Toc59209056][bookmark: _Toc75734895][bookmark: _Toc138361981]11.2.21	A2X Direct link security mode reject
[bookmark: _Toc45282344][bookmark: _Toc45882730][bookmark: _Toc51951280][bookmark: _Toc59209057][bookmark: _Toc75734896][bookmark: _Toc138361982]11.2.21.1	Message definition
This message is sent by a UE to another peer UE to reject an A2X DIRECT LINK SECURITY MODE COMMAND message. See table 11.2.21.1.1.
Message type:	A2X DIRECT LINK SECURITY MODE REJECT
Significance:	dual
Direction:	UE to peer UE
Table 11.2.21.1.1: A2X DIRECT LINK SECURITY MODE REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK SECURITY MODE REJECT message identity
	A2X PC5 signalling message type
12.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	PC5 signalling protocol cause
	PC5 signalling protocol cause
12.3.9
	M
	V
	1



* * * End of Changes * * * *
