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[bookmark: _Toc27496096][bookmark: _Toc36107837][bookmark: _Toc44598589][bookmark: _Toc44602444][bookmark: _Toc45197621][bookmark: _Toc45695654][bookmark: _Toc51851110][bookmark: _Toc92224713][bookmark: _Toc146239125]9.2.5.2.1	MCData client procedures
[bookmark: _Toc27496097][bookmark: _Toc36107838][bookmark: _Toc44598590][bookmark: _Toc44602445][bookmark: _Toc45197622][bookmark: _Toc45695655][bookmark: _Toc51851111][bookmark: _Toc92224714]9.2.5.2.1.1	Client originating procedures
Upon receiving a request from an MCData user to initiate one-to-one standalone SDS using media plane or one-to-one SDS session within the pre-established session:
If the MCData user has requested the origination of an MCData emergency one-to-one communication or the MCData emergency state is already set, but this is an unauthorised request for an MCData emergency one-to-one communication as determined by the procedures of clause 6.2.8.3.1.1, the MCData client should indicate to the MCData user that they are not authorised to initiate an MCData emergency one-to-one communication and shall exit the procedure.
The MCData client shall generate a SIP REFER request outside a dialog as specified in IETF RFC 3515 [51] as updated by IETF RFC 6665 [36] and IETF RFC 7647 [52], and in accordance with the UE procedures specified in 3GPP TS 24.229 [5].
The MCData client:
1)	shall set the Request URI of the SIP REFER request to the session identity of the pre-established session;
1a)	If the MCData user has requested the origination of an MCData emergency one-to-one communication or the MCData emergency state is already set:
a)	shall include an application/vnd.3gpp.mcdata-info+xml MIME body in the SIP REFER request; and
b)	shall execute the procedures in clause 6.2.8.3.2;
2)	shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [51] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [33] that points to an application/resource-lists+xml MIME body as specified in IETF RFC 5366 [18], and with the Content-ID header field set to this "cid" URL;
3)	if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:
i)	if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];
ii)	shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];
iii)	shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];
iv)	shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];
v)	shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26];
vi)	shall add the MCData ID of the originating MCData user to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and
vii)	shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
4)	shall include in the application/resource-lists MIME+xml body a single <entry> element in a <list> element in the <resource-lists> element where the <entry> element contains a "uri" attribute set to MCData ID of the called user or the functional alias to be called, extended with the following parameters in the headers portion of the SIP URI:
NOTE 1:	Characters that are not formatted as ASCII characters are escaped in the following parameters in the headers portion of the SIP URI.
NOTE 2:	The MCData client indicates whether an MCData ID or a functional alias is to be called as specified in step 4) a) ii) D).
a)	an hname "body" parameter populated with:
i)	an application/sdp MIME body containing an SDP offer with media attributes specified in clause 9.2.3.2.1, if a one-to-one standalone SDS message is requested or clause 9.2.4.2.1 if a one-to-one SDS session is requested; and
ii)	an application/vnd.3gpp.mcdata-info MIME body with:
A)	if a one-to-one standalone SDS message is requested, the <request-type> element set to a value of "one-to-one-sds". If a one-to-one SDS session is requested, the <request-type> element set to a value of "one-to-one-sds-session";
B)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
C)	an <anyExt> element containing:
I)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP REFER request, the <functional-alias-URI> element set to the URI of the used functional alias; 
II)	with the <call-to-functional-alias-ind> element set to "true" if the  functional alias is used as a target of the call request; and
III)	if the MCData user has requested an application priority, the <user-requested-priority> element set to the user provided value;
5)	shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), according to IETF RFC 6050 [7];
6)	may include a P-Preferred-Identity header field in the SIP REFER request containing a public user identity as specified in 3GPP TS 24.229 [5];
7)	shall include the following according to IETF RFC 4488 [53]:
a)	the option tag "norefersub" in the Supported header field; and
b)	the value "false" in the Refer-Sub header field;
8)	shall include a Target-Dialog header field as specified in IETF RFC 4538 [54] identifying the pre-established session;
9)	shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP REFER request according to IETF RFC 3840 [16]; and
10)	shall send the SIP REFER request according to 3GPP TS 24.229 [5].
Upon receiving a SIP 300 (Multiple Choices) response to the SIP REFER request the MCData client shall use the MCData ID of MCData user contained in the <mcdata-request-uri> element of the received  application/vnd.3gpp.mcdata-info MIME body as the MCData ID of the invited MCData user and shall generate a SIP REFER request outside a dialog in accordance with the procedures specified in 3GPP TS 24.229 [5], IETF RFC 4488 [53] and IETF RFC 3515 [51] as updated by IETF RFC 6665 [36] and IETF RFC 7647 [52], with the clarifications given below in this clause with following additional clarifications:
1)	shall insert in the newly generated SIP REFER request an application/resource-lists+xml MIME body with the MCData ID of the invited MCData user in the "uri" attribute of the <entry> element of the <list> element of the <resource-lists> element of the application/resource-lists+xml MIME body where the MCData ID is found in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info MIME body in the received SIP 300 (Multiple Choices) response to the initial SIP REFER request;
2)	shall not include an <call-to-functional-alias-ind> element into the <anyExt> element of the <mcdata-Params> element of the <mcdatainfo> element of the application/vnd.3gpp.mcdata-info+xml MIME body; and
3)	shall include a <called-functional-alias-URI> element into the <anyExt> element of the <mcdata-Params> element of the <mcdatainfo> element of the application/vnd.3gpp.mcdata-info+xml MIME body with the target functional alias URI used in the initial SIP REFER request for establishing a private call.
On receiving a final SIP 2xx response to the SIP REFER request, the MCData client:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP REFER request for an MCData emergency one-to-one communication:
1)	if the MCData emergency private communication state is set to "MDEPC 2: emergency-pc-requested", the MCData client shall perform the actions specified in clause 6.2.8.3.5; and
2)	shall skip the remaining steps.
On receiving a SIP re-INVITE request within the pre-established session targeted by the sent SIP REFER request, the MCData client:
1)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP re-INVITE request is set to a value of "establish-success":
i)	shall notify the MCData user about the successful MCData communication establishment;
2)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP re-INVITE request is set to a value of "establish-fail":
i)	shall notify the MCData user about the MCData communication establishment failure, restore the state variables to the values they held prior to the processing of the origination attempt and exit the procedure;
3)	if the sent SIP REFER request was a request for an MCData emergency one-to-one communication:
a)	if the MCData emergency private communication state is set to "MDEPC 2: emergency-pc-requested" or "MDEPC 3: emergency-pc-granted":
i)	shall set the MCData emergency private priority state of the communication to "MDEPP 2: in-progress" if it was not already set;
ii)	shall set the MCData emergency private communication state to "MDEPC 3: emergency-pc-granted"; and
iii)	if the MCData private emergency alert state is set to "MDPEA 2: emergency-alert-confirm-pending":
A)	if the received SIP re-INVITE request contains an <alert-ind> element set to a value of "true" or does not contain an <alert-ind> element, shall set the MCData private emergency alert state to "MDPEA 3: emergency-alert-initiated"; and
B)	if the received SIP re-INVITE request contains an <alert-ind> element set to a value of "false", shall set the MCData private emergency alert state to "MDPEA 1: no-alert "; and
4)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
On communication release, if the sent SIP REFER request was a request for an MCData emergency one-to-one communication, the MCData client shall perform the procedures specified in clause 6.2.8.1.18.
[bookmark: _Toc27496098][bookmark: _Toc36107839][bookmark: _Toc44598591][bookmark: _Toc44602446][bookmark: _Toc45197623][bookmark: _Toc45695656][bookmark: _Toc51851112][bookmark: _Toc92224715]9.2.5.2.1.2	Client terminating procedures
Upon receiving a SIP re-INVITE request within a pre-established session, the MCData client:
Editor's note: The ability of the terminating client to determine if there is an associated session or not needs to be verified.
1)	if the pre-established session has an associated MCData one-to-one communication session, shall execute the procedure in clause 6.2.8.4.2; or
2)	if the pre-established session does not have an associated MCData session and the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP re-INVITE request is set to a value of "establish-request":
i)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP re‑INVITE request is set to a value of "one-to-one-sds", shall follow the procedures in clause 9.2.3.2.4; and
ii)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP re‑INVITE request is set to a value of "one-to-one-sds-session", shall follow the procedures in clause 9.2.4.2.4.
[bookmark: _Toc92224716]9.2.5.2.1.3	MCData client initiates cancellation for an in-progress emergency SDS communication using pre‑established session
The MCData client shall execute the procedure in clause 6.2.8.4.3.
[bookmark: _Toc92224717]9.2.5.2.1.4	MCData client initiates upgrade for an ongoing SDS communication using pre‑estalished session
The MCData client shall execute the procedure in clause 6.2.8.4.4.
[bookmark: _Toc92224718]9.2.5.2.1.5	Terminating procedures for MCData client using pre-established session to upgrade or cancel an existing emergency one‑to‑one SDS communication
The MCData client shall execute the procedure in clause 6.2.8.4.2.
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9.2.5.3.1	MCData client procedures
[bookmark: _Toc27496104][bookmark: _Toc36107845][bookmark: _Toc44598597][bookmark: _Toc44602452][bookmark: _Toc45197629][bookmark: _Toc45695662][bookmark: _Toc51851118][bookmark: _Toc92224733]9.2.5.3.1.1	Client originating procedures
Upon receiving a request from an MCData user to initiate group SDS session within the pre-established session, the MCData client shall determine whether the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the MCData client:
1)	should indicate to the MCData user that SDS sessions are not allowed on the indicated group; and
2)	shall skip the remainder of this procedure.
Upon receiving a request from an MCData user to initiate group SDS session within the pre-established session, the MCData client shall generate a SIP REFER request outside a dialog as specified in IETF RFC 3515 [51] as updated by IETF RFC 6665 [36] and IETF RFC 7647 [52], and in accordance with the UE procedures specified in 3GPP TS 24.229 [5], with the clarifications given below.
The MCData client:
1)	shall set the Request URI of the SIP REFER request to the session identity of the pre-established session;
2)	shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [51] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [33] that points to an application/resource-lists+xml MIME body as specified in IETF RFC 5366 [18], and with the Content-ID header field set to this "cid" URL;
3)	shall include in the application/resource-lists+xml MIME body a single <entry> element in a <list> element in the <resource-lists> element where the <entry> element contains a "uri" attribute set to the MCData group identity, extended with the following parameters in the headers portion of the SIP URI:
NOTE:	Characters that are not formatted as ASCII characters are escaped in the following parameters in the headers portion of the SIP URI.
a)	an hname "body" parameter populated with:
i)	an application/sdp MIME body containing an SDP offer with media attributes specified in clause 9.2.3.2.1, if a group standalone SDS message is requested or clause 9.2.4.2.1 if a group SDS session is requested;
ii)	an application/vnd.3gpp.mcdata-info MIME body with:
A)	if a group standalone SDS message is requested, the <request-type> element set to a value of "group-sds". If a group SDS session is requested, the <request-type> element set to a value of "group-sds-session";
B)	the <mcdata-request-uri> element set to the MCData group identity;
C)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;
D)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP REFER request, the <anyExt> element of the <functional-alias-URI> element set to the URI of the used functional alias; and
E)	if the MCData user has requested an application priority, the <anyExt> element with the <user-requested-priority> element set to the user provided value;
3A)	if the MCData user has requested the origination of an MCData emergency group communication or is originating an MCData group communication and the MCData emergency state is already set:
a)	if this is an authorised request for an MCData emergency group communication as determined by the procedures of clause 6.2.8.1.8, shall execute the procedures in clause 6.2.8.1.1; and
b)	if this is an unauthorised request for an MCData emergency group communication as determined in step a) above, should indicate to the MCData user that they are not authorised to initiate an MCData emergency group communication;
3B)	if the MCData client emergency group state for this group is set to "MDEG 2: in-progress" or "MDEG 4: confirm-pending", shall include the Resource-Priority header field and execute the procedures in clause 6.2.8.1.2;
3C)	if the MCData user has requested the origination of an MCData imminent peril group communication:
a)	if this is an authorised request for an MCData imminent peril group communication as determined by the procedures of clause 6.2.8.1.8, shall execute the procedures in clause 6.2.8.1.9; and
b)	if this is an unauthorised request for an MCData imminent peril group communication as determined in step a) above, should indicate to the MCData user that they are not authorised to initiate an MCData imminent peril group communication;
3D)	if the MCData client imminent peril group state for this group is set to "MDIG 2: in-progress" or "MDIG 4: confirm-pending", shall include the Resource-Priority header field and execute the procedures in clause 6.2.8.1.12;
4)	shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), according to IETF RFC 6050 [7];
5)	may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];
6)	shall include the following according to IETF RFC 4488 [53]:
a)	the option tag "norefersub" in the Supported header field; and
b)	the value "false" in the Refer-Sub header field;
7)	shall include a Target-Dialog header field as specified in IETF RFC 4538 [54] identifying the pre-established session;
8)	shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP REFER request according to IETF RFC 3840 [16]; and
9)	shall send the SIP REFER request according to 3GPP TS 24.229 [5].
On receiving a final SIP 2xx response to the SIP REFER request, the MCData client:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP REFER request:
1)	if the MCData emergency group communication state is set to "MDEGC 2: emergency-communication-requested" or "MDEGC 3: emergency-communication-granted" or	if the MCData imminent peril group communication state is set to "MDIGC 2: imminent-peril-communication-requested" or "MDIGC 3: imminent-peril-communication-granted", the MCData client shall perform the actions specified in clause 6.2.8.1.5 and shall skip the remaining steps.
On receiving a SIP re-INVITE request within the pre-established session targeted by the sent SIP REFER request, the MCData client:
0)	if the sent SIP REFER request was a request for an MCData emergency group communication or an MCData imminent peril group communication, the MCData client:
a)	shall perform the actions specified in clause 6.2.8.1.16;
b)	shall check if a Resource-Priority header field is included in the incoming SIP re-INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [5];
c)	shall accept the SIP re-INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];
d)	shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP re-INVITE request according to 3GPP TS 24.229 [5], based upon the parameters already negotiated for the pre-established session; and
e)	shall send the SIP 200 (OK) response towards the participating MCData function according to rules and procedures of 3GPP TS 24.229 [5];
1)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "establish-success":
i)	shall notify MCData user about successful the MCData communication establishment;
2)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "establish-fail":
i)	shall notify MCData user about the MCData communication establishment failure; and
3)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
[bookmark: _Toc27496105][bookmark: _Toc36107846][bookmark: _Toc44598598][bookmark: _Toc44602453][bookmark: _Toc45197630][bookmark: _Toc45695663][bookmark: _Toc51851119]On communication release by interaction with the media, if the sent SIP REFER request was a request for an MCData emergency group communication or an MCData imminent peril group communication, the MCData client shall perform the procedures specified in clause 6.2.8.1.17.
On receiving a SIP INFO request where the Request-URI contains an MCData session ID identifying an ongoing group session, the MCData client shall perform the procedures specified in clause 6.2.8.1.13.
[bookmark: _Toc92224734]9.2.5.3.1.2	Client terminating procedrues
Upon receiving a SIP re-INVITE request within a pre-established Session without an associated MCData session the MCData client:
1)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "establish-request":
i)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "group-sds", shall follow the procedures in clause 9.2.3.2.4;
ii)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "group-sds-session", shall follow the procedures in clause 9.2.4.2.4;
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