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[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
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[12]	IETF RFC 4301: "Security Architecture for the Internet Protocol".
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[20]	Wi-Fi Alliance: "Hotspot 2.0 (Release 2) Technical Specification, version 1.0.0", 2014-08-08.
[21]	ITU-T Recommendation E.212: "The international identification plan for public networks and subscriptions", 2016-09-23.
[22]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects".
[23]	IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".
[24]	IETF RFC 791: "INTERNET PROTOCOL".
[25]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[26]	IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[27]	IETF RFC 793: "Transmission Control Protocol".
[28]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[29]	3GPP TS 38.413: "NG Application Protocol (NGAP)".
[30]	IEEE Std 802.1X™-2010: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Port-based Network Access Control".
[31]	IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication Protocol (EAP)".
[32]	IETF RFC 1661: "The Point-to-Point Protocol (PPP)".
[33]	IETF RFC 1570: "PPP LCP Extensions".
[34]	IETF RFC 2410: " The NULL Encryption Algorithm and Its Use With IPsec".
[35]	3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".
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[42]	BBF TR-456 issue 2 (March 2022): "AGF Functional Requirements".
[rfc3629]	IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

* * * Next Change * * * *
7.3A.2.3	EAP-5G session initiation
The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on to TNGF, shall initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol packets. In the EAP-Response/5G-NAS message, the UE:
a)	shall include a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message;
b)	shall include an AN-parameters field containing access network parameters, such as UE identity, selected PLMN ID or SNPN, requested NSSAI and establishment cause, selected NID if the UE is accessing SNPN services via trusted non-3GPP access network, and onboarding indication if the UE is accessing SNPN for onboarding services in SNPN via trusted non-3GPP access network, see 3GPP TS 23.502 [3], each of which is up to 255 (decimal) octets long; and
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as specified in 3GPP TS 24.501 [4].
c)	if at least one access network parameter is longer than 255 (decimal) octets, shall include an extended-AN-parameters field containing one or more access network parameters, such as UE identity, see 3GPP TS 23.502 [3], each of which is longer than 255 (decimal) octets.
If:
1)	the UE identity is the anonymous SUCI as specified in 3GPP TS 23.003 [8], the UE shall include the Key identifier based UE identity AN-parameter set to a key identifier based UE identity containing a 64-bit random number generated as specified in 3GPP TS 33.501 [5], in the AN-parameters field; or
2)	otherwise:
-	Tthe UE identity shall be 5GS mobile identity of type 5G-GUTI, if available, otherwise it shall be the 5GS mobile identity of type SUCI. The 5GS mobile identities of type 5G-GUTI and of type SUCI are specified in 3GPP TS 24.501 [4].
The TNGF on reception of EAP-Response/5G-NAS message, forwards the NAS message to the AMF.
NOTE 2:	The TNGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages to the AMF.
The TNAN, on reception of the NAS messages from the AMF, shall send an EAP-Request/5G-NAS message encapsulated in the link layer protocol packets towards the UE via the TNAP.
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message. Further NAS messages between the UE and the AMF, via the TNGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to TNGF direction) and EAP-Request/5G-NAS (TNGF to UE direction) message.
The UE, on reception of the EAP-Request/5G-NAS message including a NAS-PDU field containing a NAS message e.g. for security establishment, shall send a response with EAP-Response/5G-NAS message including a NAS-PDU field containing a NAS message related to the NAS security context to the TNGF.
The TNGF, on reception of the TNGF key shall construct an EAP-Request/5G-Notification message that includes an AN-parameters field containing the access network parameters, such as TNGF IPv4 contact information, TNGF IPv6 contact information, or both, see 3GPP TS 23.502 [3]. The TNGF shall send the EAP-Request/5G-Notification message encapsulated in the link layer protocol packets towards the UE via the TNAP. The UE shall acknowledge by sending an EAP-Response/5G-Notification message encapsulated in the link layer protocol packets.
[bookmark: _Toc20212098][bookmark: _Toc27744981][bookmark: _Toc36114782][bookmark: _Toc45271376][bookmark: _Toc51936635][bookmark: _Toc58230305][bookmark: _Toc138338794]* * * Next Change * * * *
[bookmark: _Toc146750059][bookmark: _Hlk149032014]7.3A.3.1	IKE SA and signalling IPsec SA establishment initiation
In a trusted non-3GPP access network, once the EAP- 5G authentication is successfully complete and the UE is configured with a local IP address, the UE shall use the TNGF IP address received in the EAP-Request/5G-Notification message (see clause 7.3A.2.3) to establish a secure connection between the UE and the TNGF over NWt to exchange NAS signalling messages with the AMF. The UE shall establish the secure connection by establishing an IKE SA and signalling IPsec SA (first child SA) by initiating the IKE_SA_INIT exchange and then IKE_AUTH exchange for mutual authentication with the TNGF and NULL encryption as specified in IETF RFC 2410 [34]. The UE shall set the IDi payload of the IKE_AUTH request message in the IKE_AUTH exchange (see IETF RFC 7296 [6]) to:
a)	if the UE identity is the anonymous SUCI as specified in 3GPP TS 23.003 [8], value of the Key identifier based UE identity AN-parameter of the AN-parameters field; or
b)	otherwise, the NAI format of 5G-GUTI or the NAI format of SUCI as specified in 3GPP TS 23.003 [8], depending on the employed UE identity;
 in the EAP-Response/5G-NAS message at the time of EAP-5G session initiation according to clause 7.3A.2.3.
[bookmark: _Toc20212200][bookmark: _Toc27745087][bookmark: _Toc36114893][bookmark: _Toc45271488][bookmark: _Toc51936747][bookmark: _Toc58230417][bookmark: _Toc146750170]* * * Next Change * * * *
9.3.2.2.2	EAP-Response/5G-NAS message
EAP-Response/5G-NAS message is coded as specified in figure 9.3.2.2.2-1 and table 9.3.2.2.2-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	AN-parameters length
	15-16

	AN-parameters
	17 - (17+x)

	NAS-PDU length
	(18+x) - (19+x)

	NAS-PDU 
	(20+x) - (n+x)

	Extended-AN-parameters length
	(n+x+1)-(n+x+2)

	Extended-AN-parameters
	(n+x+3) - (n+x+3+y)

	Extensions
	(n+x+4+y) - (n+x+4+y+z)


Figure 9.3.2.2.2-1: EAP-Response/5G-NAS message
Table 9.3.2.2.2-1: EAP-Response/5G-NAS message
	Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] clause 4.1 and indicates response.


	Identifier field is set as specified in IETF RFC 3748 [9] clause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] clause 4.1 and indicates the length of the EAP-Response/5G-NAS message in octets.


	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] clause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.


	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-NAS-Id of 2 (decimal).


	Spare field consists of spare bits.


	AN-parameters length indicates the length of the AN-parameters field in octets


	AN-parameters field is coded according to figure 9.3.2.2.2-2 and table 9.3.2.2.2-2.


	NAS-PDU length field indicates the length of NAS-PDU field in octets.


	NAS-PDU field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].


	Extended-AN-parameters length field indicates the length of the extended-AN-parameters field in octets.


	Extended-AN-parameters field is coded according to figure 9.3.2.2.2-4 and table 9.3.2.2.2-4.


	Extensions field is an optional field and consists of spare bits.



	7
	6
	5
	4
	3
	2
	1
	0
	

	
AN-parameter 1
	octet 17

octet a

	
AN-parameter 2
	octet a+1

octet b

	...
	octet b+1

octet k

	
AN-parameter n
	octet k+1

octet 17+x


Figure 9.3.2.2.2-2: AN-parameters field
Table 9.3.2.2.2-2: AN-parameters field
	Each AN-parameter field is coded according to figure 9.3.2.2.2-3 and table 9.3.2.2.2-3.

	



	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+1

	AN-parameter length
	octet a+2

	
AN-parameter value
	octet a+3

octet b


Figure 9.3.2.2.2-3: AN-parameter field
Table 9.3.2.2.2-3: AN-parameter field
	The AN-parameter length field indicates the length of the AN-parameter value field.

	

	The AN-parameter type field indicates the type of the AN-parameter value field. Sending entity shall not set the AN-parameter type field to a spare value. Receiving entity shall ignore any AN-parameter field with the AN-parameter type field set to a spare value.


	The following AN-parameter type field values are specified:
-	01H (GUAMI);
-	02H (selected PLMN ID);
-	03H (requested NSSAI);
-	04H (establishment cause for non-3GPP access);
-	05H (selected NID);
-	06H (UE identity);
-	07H (onboarding indication);and
-	08H (GUAMI type); and
-	XXH (Key identifier based UE identity).
All other values of the AN-parameter type field are spare. Receiving entity shall ignore an AN-parameter field with the AN-parameter type field set to a spare value.


	When the AN-parameter type field indicates the GUAMI, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of GUAMI information element as specified in clause 9.2.1.


	When the AN-parameter type field indicates the selected PLMN ID, the AN-parameter value field is coded according to value part of PLMN ID information element as specified in clause 9.2.3.


	When the AN-parameter type field indicates the requested NSSAI, the AN-parameter value field is coded according to value part of NSSAI information element as specified in clause 9.11.3.37 of 3GPP TS 24.501 [4].


	When the AN-parameter type field indicates the establishment cause for non-3GPP access, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of the Establishment cause for non-3GPP access information element as specified in clause 9.2.2.


	When the AN-parameter type field indicates the selected NID, the AN-parameter value field is coded according to the value part of the NID information element as specified in clause 9.2.7.


	When the AN-parameter type field indicates the UE identity, the AN-parameter value field is coded according to the value part of the 5GS mobile identity information element for type of identity 5G-GUTI or for type of identity SUCI as specified in clause 9.11.3.4 of 3GPP TS 24.501 [4]. See NOTE.

When the AN-parameter type field indicates the onboarding indication, the value of AN-parameter length is 0, i.e. the AN-parameter value field is not present.

When the AN-parameter type field indicates the GUAMI type, the value of AN-parameter length is set to 1 and the AN-parameter value field indicates whether the GUAMI is derived from native 5G-GUTI or 4G-GUTI as specified in clause 5.3.1.1 of 3GPP TS 24.501 [4]. The following GUAMI type field values are specified:
-	01H (GUAMI derived from native 5G-GUTI);
-	02H (GUAMI derived from 4G-GUTI);
All other values of the GUAMI type field are spare. Receiving entity shall ignore a GUAMI type field set to a spare value.


	When the AN-parameter type field indicates the Key identifier based UE identity, the AN-parameter value field is a key identifier based UE identity encoded in UTF-8 format [rfc3629]. This AN-parameter is used only in a trusted non-3GPP access connected to 5GCN of an SNPN. See NOTE.

	

	NOTE:	If the Key identifier based UE identity AN-parameter is included in the AN-parameters field, the UE identity AN-parameter shall not be included in the AN-parameters field and the UE identity Extended-AN-parameter shall not be included in the Extended-AN-parameters field.



Editor's note: key identifier based UE identity, which is a NAI, is to be defined in TS 23.003.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Extended-AN-parameter 1
	octet (n+x+3)

octet c

	
Extended-AN-parameter 2
	octet c+1

octet d

	...
	octet d+1

octet e

	
Extended-AN-parameter n
	octet e+1

octet (n+x+3+y)


Figure 9.3.2.2.2-4: Extended-AN-parameters field
Table 9.3.2.2.2-4: Extended-AN-parameters field
	Each extended-AN-parameter field is coded according to figure 9.3.2.2.2-5 and table 9.3.2.2.2-5.

	



	7
	6
	5
	4
	3
	2
	1
	0
	

	Extended-AN-parameter type
	octet c+1

	
Extended-AN-parameter length
	octet c+2

octet c+3

	
Extended-AN-parameter value
	octet c+4

octet d


Figure 9.3.2.2.2-5: Extended-AN-parameter field
Table 9.3.2.2.2-5: AN-parameter field
	The extended-AN-parameter length field indicates the length of the extended-AN-parameter value field.

	

	The extended-AN-parameter type field indicates the type of the extended-AN-parameter value field. 


	The following extended-AN-parameter type field values are specified:
-	06H (UE identity).
All other values of the extended-AN-parameter type field are spare. Sending entity shall not set the extended-AN-parameter type field to a spare value. Receiving entity shall ignore any extended-AN-parameter field with the extended-AN-parameter type field set to a spare value.


	When the extended-AN-parameter type field indicates the UE identity, the extended-AN-parameter value field is coded according to the value part of the 5GS mobile identity information element for type of identity SUCI as specified in clause 9.11.3.4 of 3GPP TS 24.501 [4].




* * * End of Changes * * * *
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